Bce amapxmcTBl DOJDKHBI 3HATh, KaK MCIONB30BaTh Tails — B arom

TEKCTe OIMCBIBAIOTCA HEKOTOPBIE HOMOJHUTEIbHBIE MEPBI IIPEOCTO-

POXHOCTM, KOTOpbIE BBl MOXKETE€ IIPENIIPUHATH, M KOTOPhIE MMEIOT n q m M e n a KTM KM
OTHOIIIEHME K MOJeJIM aHapXMCTCKOM yrposnl. He Bce momenu anap- y p

XJICTCKOJ yIpO3bl OJVMHAKOBBI, JI TOJIBKO BBl MOKETE€ PEINTh, KaKie

Mephbl IO CMATYEHMIO IOCIEeACTBUII CTOUT IPMMEHATb IJA Balllelil T .I

IeATENbHOCTH, HO MBI CTPEMUMCH IIPENOCTAaBUTH COBETBI, KOTOPLIE al s

MNOAXOAAT [AJI BBICOKOPMCKOBBIX BUJOB [E€ATEJIbBHOCTYM, TAaKMX KakK

TpeboBaHue fevictBud. Ecay Bb1 HoBuuok B Tails, Haunnre ¢ Onepanm-

oHHas cucteMa Tails - 11 aHApXMCTOB.
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9rta Bepcus 3MHa ObLiIa ITOCJIeTHUIT pa3 oOHOBIeHa 2024-11-25. 3aii-
JUITe Ha CaliT anarsec.guide/ru u mocMoTpuTe, HeT i GoJiee TIO3THIX
penaxumii.

CumBoi T 03Hauaer, 4TO 3TOT TEPMUH eCTb B cioBape. Ai ferri corti.

AnarSec 910 pecypc KOTOPBIiT IPU3BaH IIOMOUb aHAPXICTAM OpUEH-
TUPOBATHCS BO BPAXKIEOHOM MUpPe TEXHOJIOTUIT — IMOAOOpKA IIOCOOUIT
1o obecreueHNIo HUPPOBOIL GE30IIACHOCTY ¥ AHOHUMHOCTI, a TaKXKe
I10 MPOBENEHNUIO XaKEPCKIX aTak. Bce mocobust JOCTynHBI B BUjie OyK-
JIETOB, UTOOBI X MOKHO OBLIO pacreuararts U OyIyT IOCTOSHHO 06-
HOBJISTBCH.

3awmra

Tails

« Onepanuonnasn cuctema Tails - A aHapxucros
o JIyumme npaxktukn Tails

Qubes OS
+ Qubes OS for Anarchists
TennegoHsbi

« VI36aBbCsI OT IINMOHA B TBOEM KapMaHe
« GrapheneOS for Anarchists

Ob6wwme Bonpocsl

+ Linux Essentials
« Remove Identifying Metadata From Files

Encrypted Messaging for Anarchists
» Make Your Electronics Tamper-Evident

HanaaeHue

Cropo oxcudaemcst
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Bce aHapXxmcThI JOJDKHBI 3HATH, KaK UCIIOIB30BaTh Tails — B aToM
TeKCTe OMICHIBAIOTCS HEKOTOPbIE JOIOJHUTEIbHbIE MEPbI IIPEIOCTO-
POKHOCTU, KOTOpBIE BB MOKeTe IIPeaNPUHIATD, I KOTOpPbIE UMEIOT OT-
HOIIIEHVE K MOJIeJIN aHAPXMUCTCKOIT yrpo3bl’. He Bce Mmonemnu anap-
XVICTCKOJI YTPO3bI ONMHAKOBBI, I TOJIBKO BBl MOXKETE PEILNTH, KaKIie
MepBbI 10 CMATYEHNIO ITOCIIeCTBIUI CTOUT IIPUMEHSTD IJId Balllell fie-
ATEJIHOCTM, HO MBI CTPEMMMCS IIPEIOCTaBUTH COBETHI, KOTOPBIE IION-
XOMST AJIS BBICOKOPMCKOBBIX BUIOB I€ATEIBHOCTH, TAKMX KaK Tpebo-
BaHue feiictBus. Ecin Bl HoBuuoK B Tails, Haunnte ¢ Oneparmon-
Has cucrtema Tails - misa anapxucros’.

HauneM c paccMoTpeHUS TpexX TeM, 3aTPOHYTHIX Ha CTpaHMIlEe IIpeny-
npexgenuit Tails”: 3armra Baleit JIMYHOCTY, OrpaHnueHns cetn Tor
U HeHaJle’KHbIEe KOMITBIOTEPHI.

3alumra Bawlen NUYHOCTU NpPU

ucnonb3oBaHuu Tails

~
«

'anarsec.guide/ru/posts/tails/
*tails.net/doc/about/warnings/index.ru.html
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Tails co3maH mus cokpbITyd Bamtei snuHocTy. Ho HexoTo-
pble Ballly AeVICTBUS MOT'YT PACKPBITh Ballly JIMUHOCTb:

1. O6meH daruramMu ¢ MeTaJaHHBIMMU', TAKMMM KaK [aTa,
BpeMsi, MECTOIIONIOKeHMe 1 MH(popManust 06 yCTpoiiCcTBe

2. Ucnonp3oBanue Tails 111 HECKOIBKUX I[€JIEIT OJHOBpE-
MEHHO

1. O6MmeH darnamm ¢ meTaAaHHbIMM

I[TepByto mpo6iieMy MOKHO PEeIINThb, OUMCTIB MeTafaHHbIe (GailioB
Hepeq UX Iy OIMKaIelt:

+ Uro6BI y3HATH, KaK 3TO caenarth, cM. Remove Identifying Metadata
From Files>.

2. UcnonbsosaHue Tails Ansa 6onee uem
OAHOM LEenu 0AHOBPEMEHHO

STY BTOPYIO np06neMy MOXHO CMATYNTD C IIOMOIIBIO TaK Ha3bIBae-
MOI1 «KOMIIAPpTMEHTAJIM3 AT » .

« Pasnenenne* osHauaer pasjeeHue pasiINyHbIX BULOB JAesATeIbHO-
ctu wiu poekToB. Ecim BbI ucnionb3yere cearce! Tails st Goitee
YyeM OHOI L[EJIU OMHOBPEMEHHO, 3JI0YMbILIJIEHHIK MOKET CBA3aTh
BAIlIV Pa3jIMUHbIE BUIBI IeATelbHOCTU BMecTe. Harpumep, ecin
BbI BXOJ{UITE B Pa3HbIe yUeTHBIE 3aIICU Ha OIHOM ¥ TOM JKe BeO-
caiite B ogHOM cearce Tails, BeG-cailT MOKeT ONpeNeNnnTh, UTO
yUeTHBIE 3aIVCH UCIIOIB3YIOTCS OMHUM U T€M K€ UeIOBEKOM. ITO
MIPOMCXOUAT IIOTOMY, UTO BeO-CAlIThl MOTYT OIpENEINTh, KOT/Ia ABa
AKKayHTa UCIIOJB3YIOT OfHY U Ty 5Ke cxemy Tor.

« Uro6BI He HaTh 3JI0YMBIIUIEHHUKY CBSI3aTh BAIlU AEVCTBUS IIPU
ncnons3oBanuu Tails, mepesamyckaiire Tails Mexxay pasnuuabIMU

*anarsec.guide/posts/metadata/
*notrace.how/threat-library/mitigations/compartmentalization.html
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Tor network

Tor'”® (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor «the King
of high secure, low latency Internet anonymity» with «no contenders
for the throne in waiting». The Tor network can be accessed through

the Tor Browser on any operating system. The Tails"”’

operating
system forces every program to use the Tor network when accessing

the Internet.

For more information, see Tails for Anarchists*®®

and Privacy
Guides*®'. To understand the limitations of Tor, see the Whonix

documentation'®2.

8torproject.org/
"anarsec.guide/glossary/#tails
*anarsec.guide/posts/tails/#tor
*privacyguides.org/en/advanced/tor-overview/
**>whonix.org/wiki/Warning
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Spear phishing

Spear phishing is more sophisticated than regular phishing'”®, which
casts a wide net. In spear phishing, attackers customize their forged
messages and send them to a smaller number of potential victims.
Spear phishing requires more research on the part of the attacker;
however, the success rate of spear phishing attacks is higher than the
success rate of regular phishing attacks.

Synchronous communication

Unlike asynchronous communication'”?, both parties must be online at
the same time. This does not require servers for the communication
and is often referred to as «peer to peer».

Threat model

Threat modeling is a family of activities for improving security by

172 and vulnerabilities'”?,

identifying a set of adversaries, security goals
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack'’*) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity

of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library'’,
and Defending

176

Defend Dissent: Digital Threats to Social Movements
against Surveillance and Suppression'””.

"°anarsec.guide/glossary/#phishing

"tanarsec.guide/glossary/#asynchronous-communication

?anarsec.guide/glossary/#security-goal

*anarsec.guide/glossary/#vulnerability

*anarsec.guide/glossary/#ddos-attack

>notrace.how/threat-library/

"*open.oregonstate.education/defenddissent/chapter/digital-threats/

" open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/
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nevicrBuamu. Hanpumep, nepesanyckarite Tails Mmexay mpoBepkoit
IICceM Pa3HBIX IIPOEKTOB.

« Tails mo ymomuaHuI0 aMHe3UPYeT, II03TOMY AJIsS COXpaHEeHN JII0-
ObIX MaHHBIX U3 ceaHca Tails HeobxoxuMo coxpanuth ux Ha USB-
HakonuTenb. Eciu coxpaHsemsie (Haiyibl MOTYT OBITh MCIIOIH30BA-
HBI 1711 CBA3bIBAHNA BalllMX AEVICTBUN, UCIIOJIb3YyITE pa3HbIE 3a-
mndposanusle (LUKST) USB-Hakonurenn st KaKIOro MeiCTBUS.
Hanpumep, ucrionbsyiire ogun USB-nakonurens Tails ns mone-
pypoBaHUA BeO-caiiTa, a IPYyToi — AJIS MCCIIelOBaHMs qeiicTBmIl. B
Tails ectp ¢pynkims, HaspiBaeMas Persistent Storage, Ho MbI He pe-
KOMEHJyeM VICIIOJIb30BaTh ee I XpaHeHN I JaHHBIX, O YeM MBI
pacckaskeM HIDKe’.

OrpaHunyuenuns cetm Tor

*anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi



Tails ncmonssyer cets Tor’, OCKOIBKY 9TO caMasi CUIbHAS U
TIONYJIApHAs CeTh OJIA 3allUTHI OT CJIEKKM U LeH3ypsl. Ho y
Tor ecTb OrpaHMYEHMs, €CIN BAC OECIIOKOAT:

1. CkpsITMe TOTO, UTO BHI Mcnonb3yere Tor u Tails
2. 3amyra BalllMX OHJIAMH-KOMMYHMKAINIL OT peIITeb-
HBIX M OIIBITHBIX 3JI0yMBIIITEeHHIKOB

1. CkpbitTHe dakta ucnonbsosaHua Tor u Tails

9Ty HepByI0 IpobiieMy MOXXHO CMATYUTH C TOMOIIbI0 MOcTOB Tor®:

« Tor Bridges — 910 cekpeTHBIE peTPaHCIATOPHI Tor, KOTOPBIE CKPBI-
BAIOT Ballle MOAKIIoUeHMe K ceTu Tor. OmHako 3T0 He0OXOoMMO
TOJIbKO TaM, I'ie IOAKIIoueHue K Tor 3a0I0KMpoBaHo, HAIIlpUMep, B
CTpaHax C KeCTKOII IIeH3YPOIi, HEKOTOPBIMI ITyOIMUHBIMU CETIMU
VIV HEKOTOPBIMI IIpOrpaMMaMU POAUTENBCKOI'O KOHTPOJIS. ITO
cBSI3aHO ¢ TeM, yTo Tor u Tails 3ammarT Bac He T€M, YTO BbI BbI-
[T KaK JII000II Opyroii Ionb3oBaTesb IHTepHeTa, a TeM, UTo
Bce nosb3osarenn Tor u Tails BeIrmaoar oguHakoBo. CTaHOBUTCI
HEBO3MOXXHBIM OIIPeeNNTh, KTO eCTh KTO Cpefy HUX.

2. 3awumTa or peLlumTenbHbIX U OMbITHbIX
HanaAaroLWMX

CxBO3HasA KOppenAyuoHHAs aTakal — 9TO TeOpeTUYeCKUIl CII0co0, ¢
ITOMOIIBI0 KOTOPOT'O IJI00ATBHBIN 3I0YMBILIIEHHIK MOKeT Hapy-
IINTh AaHOHNMHOCTB Tor:

MOILITHBI IPOTUBHUK, KOTOPBIII MOKET aHAJIM3WPOBATh Bpe-
M U popMy TpadmKa, BXOASIIIETO U UCXOIALIETO 13 CETI

Tor, MOXeT OBITH B COCTOSTHUY IEAHOHUMMUSUPOBATH IIOJTH30-
Barteseir Tor. 9Ty aTaky Ha3BIBAIOTCSA aTaKaMI CK603HOU KOP-

*tails.net/doc/anonymous_internet/tor/index.en.html#bridges

8

decryption; the public key must be made public, and is used for
encryption. This is the model used for encrypted communication,
since the public key cannot be used for decryption. All other parties
must verify that a published public key belongs to its intended owner

to avoid man-in-the-middle attacks®.

There are several approaches to public-key cryptography. For example,
some cryptosystems are based on the algebraic structure of elliptic
curves over finite fields (ECC). Others are based on the difficulty of
factoring the product of two large prime numbers (RSA). Public-key
cryptography can also be used for digital signatures**.

To learn more, watch this video*®®, or for a more detailed look, see
166

Defend Dissent: Public-Key Cryptography*®.

Remote attacks

By remote attack, we mean that an adversary would access the data on
your phone or laptop through an Internet or data connection. There
are companies that develop and sell the ability to infect your device
(usually focusing on smartphones) with malware'*” that would allow
their customer (your adversary, be it a corporate or state agent) to
remotely access some or all of your information. This is in contrast to
a physical attack'®.

For a more detailed look, see Defend Dissent: Protecting Your
Devices'®.

*anarsec.guide/glossary/#man-in-the-middle-attack
**anarsec.guide/glossary/#digital-signatures
%youtube.com/watch?v=GSIDS_lvRv4
**open.oregonstate.education/defenddissent/chapter/public-key-cryptography/
’anarsec.guide/glossary/#malware

*anarsec.guide/glossary/#physical-attacks
*open.oregonstate.education/defenddissent/chapter/protecting-your-devices/
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Phishing

Phishing is a technique of social engineering*>*. Attackers send SMS
messages, emails, chat messages, etc. to their targets to get their
personal information. The attackers can then try to impersonate their
victims. It can also be used to get the victim to download malware'**
onto a system, which can be used as a starting point for hacking. Spear

155

phishing

is a more sophisticated form of phishing. For more
information, see the Kicksecure documentation®®®.

Physical attacks

A physical attack is a situation where an adversary first gains physical
access to your device through loss, theft, or confiscation. For example,
your phone may be confiscated when you cross a border or are
arrested. This is in contrast to a remote attack*’.

For more information, see Making Your Electronics Tamper-Evident'*,
the Threat Library**, the KickSecure documentation*®’, and Defend

Dissent: Protecting Your Devices'®'.
Public-key cryptography

Public-key cryptography (or asymmetric cryptography) is the opposite

162

of symmetric cryptography**®. Each party has two keys (public and

private). The private key must be kept secret and is used for

**anarsec.guide/glossary/#social-engineering

P*anarsec.guide/glossary/#malware

3anarsec.guide/glossary/#spear-phishing

P¢kicksecure.com/wiki/Social_Engineering

Panarsec.guide/glossary/#remote-attacks

“*anarsec.guide/posts/tamper

“’notrace.how/threat-library/techniques/targeted-digital-surveillance/physical-
access.html

1%kicksecure.com/wiki/Protection_Against_Physical_Attacks

1open.oregonstate.education/defenddissent/chapter/protecting-your-devices/

?anarsec.guide/glossary/#symmetric-cryptography
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pensyuy , IOTOMY UTO 3JI0YMBIIIUIEHHIK TOJDKEH HaOIII0-
maTh 006a KoHIa meny Tor oqHOBpeMeHHO. [...] ATaky CKBO3-
HOIT KOPPEJSIIINY U3YYAINCh B MCCIEOBATENbCKIX paboTaX,
HO MBI He 3HaeM HU 00 0gHOM (paKTUUeCKOM MCII0IH30Ba-
HIIM U9 JeaHOHIMIMM3aLI IIoJIb30oBaTeseln Tor.

Heuenesbie 1 LeneBbie KoppenauMOHHbIE araku

Kak omnmcano B IpuBeneHHO BBIIIIE IUTATE, ry100aJIbHBIN IIPOTUB-
HIK (To ecTb AHB) Mosket B310Mats Tor ¢ MOMOIIBIO KOPPEAIIIOH-
HoI atakn. Eciu 9T0 IIpomsoiter, MHTepHEeT-aqpec, KOTOPBII BBI MC-
[10J1H30BaNN B KodetiHe 6e3 Kamep BUAeoHAOMIOqeH s, OyIeT BeCTu
TOJIBKO K Ballleit ob1iieit o6racti (HapuMep, K BalieMy TOpOAy), Io-
CKOJIBKY OH He CBI3aH ¢ BaMu. KoHeuHO, 9T0 MeHee BEPHO, eCIIN BBI
JICIIOJIb3yeTe MEeCTOIIOJIOXKeH e perysipHo. KoppensumonHasie aTaku
elle MeHee OCYILeCTBIMBI IPOTUB IOAKIIOUEHNI K afpecy .onion,
ITIOCKOJIbKY BbI HIKOT/Ia He ITOKUAaeTe CeTh 10r, I09TOMY HET «KO-
HEYHOI TOUKU», C KOTOPOV MOYKHO OBLIO GBI KOPPEIMPOBATH IIOCPEN-
CTBOM aHaJIM3a ceTeBOro Tpadmka (eciy MeCTOIIOJIOKEeHE cepBepa
HEU3BECTHO NMPOTUBHUKY). CTOUT IOAUEPKHYTh, UTO «CKBO3HBIE KOP-
peALMOHHbBIE ATAKM U3YYaNNCh B MCCIeqOBATENbCKIX paboTax, HO
MBI He 3HAEM HI O KAKOM (PaKTMUECKOM UCITONb30BAHNY IS JeaHO-
HUMM3aIUN II0JIb30BaTejien Tor».

To, UTO MBI HA30BEM «LIEJIEBOI» KOPPEJSIMOHHOI ATAKOIL, TOPa3Io
6oJiee BEPOSITHO, IIOTOMY UTO HETJI00aIbHBIN IPOTUBHUK (T. €. MeCT-
Hble [IPAaBOOXPAHUTENbHbIE OPTaHbI) CIIOCOOEH HA 9TO, €CIIN BHI YKe
HaXOMUTECH B IT0JIE UIX 3PEHNS U SBJISETECH LENbI0 (PU3MUECKOro Ha-
Onronenust’ u/mny nugpoBoro HabIOIeHNA®. ITO ITOATIII KOPpes-
I[MIOHHOJI aTaKy, KOI/ia IpeAroaraeMas ejb y)Ke U3BeCTHA, UTO Je-
Jaet araky 0oJiee JIETKOI [UIst JOCTVDKEHMsI, [IOCKOJIBKY 9TO 3HAUM-
TEJILHO COKpalaeT 00beM JaHHBIX IS (PIUIBTPALIN [JIT KOPPeIs-

"notrace.how/threat-library/techniques/physical-surveillance/covert.html
*notrace.how/threat-library/techniques/targeted-digital-surveillance.html
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uuu. HeneneBas KoppensumoHHas aTaka, UCIIOIb3yeMas A JeaHo-
HUMM3aIUN [T0J1b30BaTels Tor, aBisgercs GecrpereJeHTHOM B TEKY-
INMX JOKa3aTeIbCTBaX, VICIIONIb3YEMBIX B CYJI€, XOTH «IleJIeBasd» KOp-
peAIOHHAad aTaKa JMCII0JIb30BAJIaCh B KaUueCTBE ITOATBEPK/IAIOIIETO
OKa3aTeabCTBa’ — MIOQO3peBAEMBII yiKe ObUT MIeHTUPUUNPOBAH,
YTO IIO3BOJIMJIIO CJIEOBATEIAM COIOCTABUTD MX HAOIIOLAaeMBbI CIIET C
OIIpe/iesICHHON OHJIATH-aKTYBHOCTBIO0. B UacTHOCTM, OHM COIIOCTaBM-
an ceteBoit Tpaduk Tor, McxomAIIuit 13 qOMa IIOJO3pPeBaeMOro, CO
BpeMeHeM, KOTJa ero AaHOHVMHBII [ICEBIOHNM OBbLI OHJIATIH B UaTax.

Yro6n1 0OBICHUTE, KaK 3T0 paboTaeT, OymeT IMOJIe3HO, eCIM Y BaC €CTh
6a3oBoe IOHMMaHUE TOro, Kakas nHdopmarms Tor BUgHA pasany-
HBIM TPETBVIM JIMIIAM — CM. MHTepaKTuBHYI0 rpadpuxy EFF*. [Insa
HelleJIeBOJI KOPPEeJILMOHHOI aTaK! CJIe0BaTeNI0 Hy)KHO OyaeT Ha-
uamo c y3na evixooa Tor: B3siTh KOHKPETHYIO OHJIAVIH-aKTUBHOCTb, VIC-
XOMSIIYIO U3 y3JIa BEIXOAA, ¥ IIOIBITATHCS COIIOCTABUTH €€ C OTPOM-
HBIM 06'beMOM TTI00ATBHBIX JAHHBIX, KOTOPbIE ITOCTYIAIOT Ha Y3JIbL
Bxona Tor. OgHaKO, eciiu IO03peBAEMBIIT YKe UAEHTUPUIMPOBAH,
CJIeIoBaTeNb MOXKET BMECTO 3TOTO IPOBECTH «IIEJIEBYI0» KOPPeJIsIIy-
OHHYIO aTaKy U Hauambv ¢ y37a 6xoda Tor: B3ITh JaHHbIE, BXOISILIVIE
Ha y3eJ Bxofa (uepe3 ¢usuueckuil uru yugdposoti cred mox03peBaeMo-
IO ), Y1 IIONIBITAThCS COIIOCTABUTD UX C KOHKPEMHOU OHIIAUH-AKMUBHO-
CMblo, UICXOAIIIEIT 13 y3J1a BBIXOA.

[nst Baitero gusuueckozo creda oreparyis Mo HaOI0IEeHII0 MOKET
HaOJII0aTh, KaK BbI PETYJISAPHO XONUTE B Kade, a 3aTeM ITOIIBITAThCS
COIIOCTABUTH 3TO C OHJIANTH-AKTUBHOCTHIO, B KOTOPOII OHI BAC TIOM0-
3peBaroT (HalpuMep, eciIy OHI II003PEBAOT, UTO BBl MOJEPATOp BeO-
caifTa, OHY MOTYT IIOIIBITATHCS COIIOCTABUTD 3T BpEMEHHBIE OKHA C
AKTMBHOCTBIO MOJepaTopa BeG-caitra). [lus Baiiero yugpogozo creda,
€CJIM BbI UCIIONb3yeTe VIHTEpHeT U3 10Ma, CIIeoBaTelb MOXKeT Ha-
Onromath 3a BceM BamuuM Tpaduxom Tor, a 3aTeM IMOIBITATHCS COIIO-
CTaBITD 9TO C OHJIATH-aKTUBHOCTHIO, B KOTOPOJI OHI BaC I1003peBa-

’medium.com/beyond-install-tor-signal/case-file-jeremy-hammond-514facc780b8
Yeff.org/pages/tor-and-https
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create social graphs), and other parties (to target location-based
advertising). Whenever you use a computer, you are likely leaving
metadata behind.

For more information, see Remove Identifying Metadata From Files'*’
and Defend Dissent: Metadata'*’.

Open-source

The only software we can trust because the «source code» that it is
written in is «open» for anyone to examine.

Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Passphrase

A passphrase is similar to a password'**, but is made up of words
instead of random characters.

Password

A password is a string of characters used for authentication. A strong
password consists of randomly chosen characters that all have the
same probability of occurrence and can be created with the KeePassXC
Password Generator.

For more information, see Defend Dissent: Passwords*>?

*’anarsec.guide/posts/metadata

%open.oregonstate.education/defenddissent/chapter/metadata/
Planarsec.guide/glossary/#password
?open.oregonstate.education/defenddissent/chapter/passwords/
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GnuPG / OpenPGP

GnuPG (GPGQ) is a program that implements the OpenPGP (Pretty
Good Privacy) standard. GPG provides cryptographic functions for
encrypting, decrypting, and signing text and files. It is a classic
example of public-key cryptography**’. When used with email,
metadata’* (such as email addresses) remains unencrypted. It does not

provide forward secrecy'*.

143 'We don’t recommend it for

144

For more information, see this primer
encrypted communications, here’s why

LUKS

The Linux Unified Key Setup (LUKS)'* is a platform-independent
specification for disk encryption. It is the standard used in Tails**,
Qubes OS™, Ubuntu, etc. LUKS encryption is only effective when the
device is powered off. LUKS should use Argon2id**® to make it less

vulnerable to brute-force attacks.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the target
is using), government agencies (to collect information about people to

*anarsec.guide/glossary/#public-key-cryptography
*'anarsec.guide/glossary/#metadata
“2anarsec.guide/glossary/#forward-secrecy
*github.com/AnarchoTechNYC/meta/wiki/Pretty-Good-Privacy-%28PGP%29
**anarsec.guide/posts/e2ee/#pgp-email

*gitlab.com/cryptsetup/cryptsetup

““¢anarsec.guide/glossary/#tails

*anarsec.guide/glossary/#qubes-os
“*anarsec.guide/posts/tails-best/#passwords
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10T. [[7151 Baleit KoHKpemHotl OHIatiH-akmueHocmu 6oJiee CIIOKHBIII
aHanu3 OymeT BKIIOYATh PETVICTPALIAIO ITOAKIIOUEHNIT K CepBepy AL
IIoApOoOHOTO CpaBHEHMN, a IIPOCTOI aHaIN3 OymeT ueM-To, UuTo Oymer
yOaMYHO BUOHO BceM (HAIIpuMep, KOTIa Balll IICEBIOHMM HaXOIT-
cs B CETHU B UaTe JUIM KOTJa ITOCT ITyOIMKyeTcs Ha Beb-caiiTe).

Br1 MokeTe cMATUNTD BO3TEMICTBIIE METOMOB, JOCTYIIHBIX MOTYILIE-
CTBEHHBIM IIPOTUBHMKAM, OTAaBaA MPHMOPUTET CCBUIKAaM .onion,
KOITia OHM JOCTYIIHBI , IPMHNMAasA BO BHIMAaHI€ BO3MO>KHOCTh
IleIeHATIPABJIEHHOTO HAOIIONEHIIS 11 VICIIOJb3Y S IOTK/IIOUeHIIe
k lHTepHeTy, KOTOpOE He MPUBA3aHO K Balllell JIMYHOCTMH.

HHrepHer-coeanHeHMe, He npuBsa3aHHoe K BaLlueH
JIMYHOCTH

Hcronp3oBaHMe MHTEPHET-COEAMHEHS, He IIPUBSI3AHHOTO K Ballleil
JIMYHOCTH, O3HAYUAET, UTO eCJIM aTaka Ha ceTh Tor OymeT yCIIeIHoL,
OHa BCe paBHO He IeaHOHUMI3MPYeT Bac. Y Bac eCTh JBa BapMaHTa:
ncronb3oBaTh Wi-Fi u3 obiectBeHHOTO MecTa (Harpumep, ONTH B
Kade 6e3 Kamep BUIEOHAOIIONEHNS) YUIM UCIIOIb30BaTh aHTeHHY Wi-
Fi uepe3 OKHO 13 YACTHOTO IIPOCTPAHCTBA.

Pabota B 06LLLECTBEHHOM MecTe

Ecm BaM Hy>KHO MCITOJIB30BaTh VIHTepHET HeperyiapHo, HallpuMep,
YTOOBI OTIIPABUTh KOMMIOHUKE UJIV IIPOBECTY VICCIIeJOBAaHIE Jeli-
CTBMUIL, BBI MOJKETE BBIMOJIHUTD OOHAPY>KEHMeE CIIEKKI'' ¥ aHTH-
CIeXKy'? mepen TeM, KaK IONTU B KOQETHIO, TOUHO TaK jKe, KaK
BBI 9TO JieJlaeTe nepex IpaMbIM gerictueM. Cm. «How to submit an
anonymous communiqué and get away with it»** mus momyuenus mo-
ITOJIHUTEJIFHOI MHPOPMALIIY O TOM, YTO BKJIIOUAeT B ce0st OTIIpaBKa
KOMMIOHIUKE.

“'notrace.how/threat-library/mitigations/surveillance-detection.html
notrace.how/threat-library/mitigations/anti-surveillance.html
notrace.how/resources/ru/#how-submit
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[Ipn ncnonszoBanuu Wi-Fi B 06111eCTBEHHBIX MeCTaX CIENyeT YUUTHI-
BaTh CIIEQYIOLIE COOOpaKeHMs Oe30TIACHOCTIL:

« Bpems nmeer sHauenne. Eciiu BbI XOTIUTe OTIIPABUTH OTUET Ha CJIe-
JyIoliee yTpo Iocie GeCIopsAKOB MM KOMMIOHIKE BCKOpe IT0ocye
akuuu (BpeMs, KOIjja MOXeT ObITh 6oJiee BHICOKII PUCK IiesleHa-
[IPaBJIEHHOTO HAOJIONEHN), PACCMOTPUTE BO3MOXKHOCTH II0M0-
kaare. B 2010 roxy, Ha ciaegyoliee yTpo Iocie IoKora 0aHKa B
Kanane, monmums ciaeaniia 3a Ioo3peBaeMbIM, KOTJa OH IIIeJI U3
IoMa B MHTepHeT-Kade, 1 HabOI0aNa, KAaK OH pa3Mella] KOMMIO-
HIIKe, a 3aTe€M 3aKalbIBaJl HOyTOYK B jiecy. CoBceM HeIaBHO CJIEO0-
BaTeJN, OCYIIeCTRIABIINE PU3MUECKOoe HAOMIOqeHIIe 3a aHAPX -
croM Bo PpaHium'®, yCTaHOBUIN CKPBITYIO KAMEPY I KOHTPOJIST
JOCTyIla B MHTepHeT-Kade Hemaaeko OT JoMa TOBapMILa U 3aIpo-
CUIIM 3aIIMICY BUAEOHAOTIONE s 3a JeHb, KOTAa ObLJIO OTIIPABIEHO
KOMMIOHUKE O IO KOTe.

« He BxoauTe B MPUBBIUKY ITOCEIATh OJHU U Te Xe Kade CHOBA U
CHOBA, ecJIM MOJKeTe 3TOro n36exarhb. YeM ualie BbI I10JIb3yeTeCh
IIPOCTPAHCTBOM, TeM Gosiblire IHTepHeT IpUBsI3aH K BallIeil JIMUHO-
ctu. Kpome Toro, ecnu cie)xka 3HaeT, Kya Bbl HaIlpaBJIseTech, aH-
THCTIEeKKa He OyneT 9¢peKTUBHOIL.

« Ecnu BaM HY>KHO KynuTh Kode, YTOObI ITOIyYUTh Iapoisb o Wi-Fi,
IJIATUTE HATNUHBIMMY!

« Bcranbre crimHOI K cTeHe, YTOOBI HUKTO HE MOT «3aJIe3Th Ha ILIe-
Y0», UTOOBI YBUAETD BAlll 9KPaH, U B Uiealle YCTAHOBUTE Ha CBOIL
HOYTOYK 9KpaH KOHpUAeHIManbHOCT . ECiint BBI IuIIIeTe KOMMIO-
HuKe B odaitH-ceccuu Tails mepes moxomom B 06II[ECTBEHHOE TIPO-
CTPaHCTBO, BAM IIOHAOOMUTCS BCETO HECKOIIBKO MUHYT, UTOOBI 3a-
IlepeThCsl B OOIIECTBEHHOM TyajleTe, YTOOBI OTIIPABUTEH €TO.

» Ecnu xade Ge3 kamep BueoOHAOTIONEHNST BCTPEUAIOTCS PEIKO, BBI
MO’KeTe TOIPoBoBaTh MOAYUUTH HocTyl K Wi-Fi kodertuu cHapy-
KVI, BHE 30HBI JEeVICTBIS KaMep.

“notrace.how/resources/ru/#ivan
anarsec.guide/ru/posts/tails/#ekran-konfidentsial-nosti
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To learn more, watch this video***. For a more detailed look, see
132

Defend Dissent: Authenticity through Cryptographic Signing*** or our

GPG explanation*.

Encryption

Encryption is the process of scrambling a message so that it can only
be unscrambled (and read) by the intended parties. The method you
use to scramble the original message, or plaintext, is called the cipher
or encryption protocol. In almost all cases, the cipher is not intended to
be kept secret. The scrambled, unreadable, encrypted message is called
the ciphertext and can be safely shared. Most ciphers require an
additional piece of information, called a cryptographic key, to encrypt
and decrypt (scramble and unscramble) messages.

For more information, see symmetric cryptography***

cryptography

, asymmetric
135

, or Defend Dissent: What is Encryption?**¢
Forward secrecy

Forward secrecy (FS, also known as «Perfect Forward Secrecy»)
combines a system of long-term keys and session keys to protect
encrypted communications from future key compromise. An attacker
who can record every encrypted message (man-in-the-middle™’) won’t
be able to decrypt those messages if the keys are compromised in the
future. Modern encryption protocols such as TLS™*® 1.3 and the Signal
Protocol provide FS. For more information, see Anonymous Planet**’.

“lyoutube.com/watch?v=s22eJ1eVLTU&listen=false
*2open.oregonstate.education/defenddissent/chapter/cryptographic-signing/
**anarsec.guide/posts/tails-best/#appendix-gpg-explanation
*anarsec.guide/glossary/#symmetric-cryptography
»*anarsec.guide/glossary/#public-key-cryptography
*open.oregonstate.education/defenddissent/chapter/what-is-encryption/
“*’anarsec.guide/glossary/#man-in-the-middle-attack
#anarsec.guide/glossary/#https
**anonymousplanet.org/guide.html#forward-secrecy
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Line Interface (CLI) allows us to do some things that a Graphical User
Interface (GUI) does not. Often, either a GUI or a CLI would work, and
which you use is a matter of preference. For example, in Tails'*!; you
can verify the checksum'®? of a file using either a GUI (the GtkHash

program) or a CLI command (sha256sum).

For more information, see Linux Essentials'*’. The Tech Learning
Collective’s «Foundations: Linux Journey» course on the command
line*** is our recommended introduction to using the CLI/terminal.

Correlation Attack

An end-to-end correlation attack is a theoretical way that a global
adversary could break the anonymity of the Tor network**. For more
information, see Protecting against determined, skilled attackers?® and
Make Correlation Attacks More Difficult'?’. For research papers on the

128

subject, see Thirteen Years of Tor Attacks'*® and the design proposal

on information leaks in Tor*?°.

Digital Signatures

130

Digital signatures are based on public-key cryptography'*°. A private
key is used to digitally sign data, while the corresponding public key is
used by third parties to verify the signature. Before a public key is

used to verify a signature, its authenticity should be verified.

**'anarsec.guide/glossary/#tails
?2anarsec.guide/glossary/#checksums-fingerprints
»*anarsec.guide/posts/linux/#the-command-line-interface
?*techlearningcollective.com/foundations/linux-journey/the-shell
*»*anarsec.guide/glossary/#tor-network
**anarsec.guide/posts/tails-best/#2-protecting-against-determined-skilled-
attackers
**’anarsec.guide/posts/tails/#make-correlation-attacks-more-difficult
?¢github.com/Attacks-on-Tor/Attacks-on-Tor#correlation-attacks
#*spec.torproject.org/proposals/344-protocol-info-leaks.html
*%anarsec.guide/glossary/#public-key-cryptography
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+ Ilognep>xuBaiiTe CUTYalMOHHYIO OCBEXOMJIEHHOCTb I OyIbTe TOTO-
BBI BeITAIUTh USB-HakonmTenp Tails, 4TOOBI BBIKITIOUNTE KOMIIBIO-
Tep B 1106071 MOoMeHT. OueHb CI0KHO MTOAAEePKUBATh aleKBATHYIO
CUTyallIOHHYIO OCBEIOMJIEHHOCTb, OCTaBasACh COCPENOTOUECHHBIM
Ha ceance Tails — mogymaitre 0 TOM, UTOGBI IOIIPOCUTH GIU3KOTO
Opyra mooGIAThCS ¢ BAMU, KOTOPBI MOYKET IIOCBSITUTD ce0st Ipu-
cMOTpY 3a BaiiuM okpysxkeHueM. Ecnu USB-nakonutens Tails ns-
BieueH, Tails BBIKTIOUNTCSA 1 epe3anuiieT ONEPATUBHYIO TaMITh
cnyuartasiMu gaHHbiMu . Bece USB-nakonurenn LUKS, kotopsie
ObLII pa3boKkupoBaHbl B ceaHce Tails, Temeps G6ymyT cHOBa 3a-
mndposanbl. O6paTurte BHUMaHuUe, uTo Tails mpenynpesxmaer'” :
«Pusnuecku uspiekantTe USB-HakonuUTeNb TOJIBKO B CIyUae upes-
BBIUAITHON CUTyallM!, TaK KaK 3TO MHOTJA MOXXeT IIPUBECTH K I10-
JIOMKe (alJIOBOI CUCTEMBI IIOCTOSHHOTO XPAHVIIIIA Y.

- Y opHOro ueI0BeKa, OTBEUAOIIETO 32 PHIHOK JapKHETA, U3 bAIN
xoMmmbioTep Tails, korga oH oTBiIeKcs Ha (ATIBIINBYIO APAKY pi-
oo ¢ HuM. [Togo6Hast TaKTUKa MCIIONB30BATaCh I B APYTUX I10-
nnuerickux omeparuax'®. Eciau 661 ero USB-nakonurens Tails
OBbLT IPUKPEILTIEH K IOSICY C IIOMOIIBI0 KOPOTKOTO KyCKa JIECKI,
TIOJINIINS, CKOpee BCero, moTepsiyia ObI Bce ynuku, korga USB-Ha-
xoruTelpb Tails 6put 661 BeITaleH. Boslee TexHUUEeCKUM 9KBUBA-
senroM sBisgerca BusKill” — ogHako MBI peKoMeHIyeM ITOKY-
IaTh €ro TOJIBKO JIMYHO JIIM paclieyaTeIBaTh Ha 3D-npuHTepe?.
9TO CBA3aHO C TeM, UTO JI000€e MICHbMO MOXKeT ObITh IIepexBave-
HO®' 1 U3MeHEHO, UTO chelaeT 000pyIoBaHMe BpeLOHOCHBIM .

*tails.net/doc/advanced_topics/cold_boot_attacks/index.ru.html
tails.net/doc/first_steps/shutdown/index.ru.html
*dys2p.com/en/2023-05-luks-security.html#attacks

*buskill.in/tails/

*buskill.in/3d-print-2023-08/
**docs.buskill.in/buskill-app/en/stable/faq.html#q-what-about-interdiction
*ru.wikipedia.org/wiki/BadUSB
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Pa6ora 13 JIMYHOro NpocCTtpaHCTBa

Ecnu BaM HYKHO peryJIspHO II0JIb30BaThcA VIHTepHEeTOM I TaKUX
IIPOEKTOB, KaK MOJepMpOBaHIe BeO-caiiTa JIIM B3JIOM, TO IIepexof Ha
HoBoe Mecto Wi-Fi mocite mpuHATIS KOHTPpMeD HAOIIOOEHNS MOKET
OBITh HepeaaMCTUYHBIM Ha e)XeIHeBHOI ocHoBe. Kpome Toro, rias-
HBIM IIPUOPUTETOM MMOTULINY OyIeT U3bATIE KOMIIBIOTEPa, IT0Ka OH
He 3a1@poBaH, ¥ M ropaso IPoIe 3TOT0 JOOUTHCI B 00II[eCTBEH-
HOM MecTe, 0COOEHHO ecJiit BbI OTHU. B 3TOM cLieHapuu uaeaabHbIM
CMATUYEHNEM FBJIIETCS UCIoJIb30BaHNe aHTeHHbI Wi-Fi, pacmomno-
>KEHHOIJI 32 OKHOM B YaCTHOM IIPOCTPAHCTBe, IJId JOCTYIIa C pac-
CTOSTHMSI B HECKOJIBKO COTEH MeTPOB — dpusnueckoe HabIoneHIE
He 3aMeTUT, KaK BbI BXOJUTe B Kade, MM He CMOKET JIETKO U3BATh
Balll BKIIOUEHHBIIT HOYTOYK, a 11¢poBoe HaOII0feHNe HE 3aMETUT
HIUETro B BallleM goMalrHeM MHTepHeTe. UTOOBI 3aI[UTUTECSI OT
CKPBITBIX KaMep”’, BaM Bce PaBHO CJIEAYeT OBITh OCTOPOKHBIM C TEM,
IZie BBI pa3MelljaeTe CBOI 3KpaH.

Ecnu anternna Wi-Fi canirkom TexHmueckas g Bac, BbI MOYKETe J1a-
K€ 3aX0TeTh MCIIOJIb30BaTh CBOII JOMAIITHIII MHTEPHET [/ HEKO-
TOPBIX IIPOEKTOB, TPEOYIOLINX YACTOTO JOCTyIIa B MHTEPHET. ITO IIPO-
TUBOPEUNT MPEBbIAYILEMY COBETY He UCIIONb30BaTh MHTEPHET-CO-
eqUHEeHNe, IPUBI3aHHOE K Ballleil JIMIHOCTH. ITO KOMIIPOMICC: VIC-
ronb3oBauue Tor 13 qoMa 1mo3Bossetr n3bexxarb co3ganms Guamye-
CKOTO cJIef1a, KOTOPBIIL TaK JIeTKO HabII0qaTh, 3a CUeT CO3MaHus -
pOBOrO cilefa, KOTOPBII OoJlee TeXHUUEH 11 HAaOIIOMeHU 1 13 KOTO-
pOTO MOXeT ObITh CJIO’KHEe CHeJIATh OCMBICIeHHBIe BHIBOABL. Cylile-
CTBYeT JIBa OCHOBHBIX PVCKa JeaHOHUMM3AI[NY, KOTOPbIE CIeAyeT
YUMTBIBATh IIPY UCIIOIb30BaHNI JOMAIIIHEr0 MHTEePHEeTa: YTO IIPO-
TUBHUK JeaHOHMMMUSUPYET BaC C IIOMOIIBIO aTaKy Koppeasuun Tor
VI UTO OH JAeaHOHUMM3UPYET Bac, B3JIOMAaB BAllly CUCTeMY (HAIIpU-
Mep, ¢ MOMOIIbI0 ¢uImHra®*) yro mos3sosusger um odoitu Tor?. Yro-

*notrace.how/earsandeyes
**anarsec.guide/ru/posts/tails-best/#osvedomlennost-o-fishinge
*anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
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can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists**.

See When to Use Tails vs. Qubes OS'”. We do not offer «<harm
reduction» advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging

See Encrypted Messaging for Anarchists

Storing Electronic Devices

See Make Your Electronics Tamper-Evident'*.

MNpunoxenue: Cnoeapsb

Asynchronous Communication

Unlike synchronous communication'®, both parties do not need to be
online at the same time. This relies on some sort of server to store
messages until the message recipients come online. This is the type of
messaging that most people are familiar with (email, Signal, etc.).

Command Line Interface (CLlI)

The «command line» is an all-text alternative to the graphical «point
and click» tool that most of us are more familiar with; the Command

anarsec.guide/posts/linux

**anarsec.guide/posts/qubes/
"anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
“*anarsec.guide/posts/e2ee/

" anarsec.guide/posts/tamper/
*’anarsec.guide/glossary/#synchronous-communication
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Your Phone

Operating system'?”: GrapheneOS is the only reasonably
secure choice for cell phones. See GrapheneOS for
Anarchists'®. If you decide to have a phone, treat it like an
«encrypted landline» and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket'®.

Your Computer

Operating system''’: Tails is unparalleled for sensitive

computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections through
the Tor network'**. See Tails for Anarchists'*? and Tails Best

Practices**>.

Operating system''*: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials'*>. Qubes OS

7anarsec.guide/glossary#operating-system-os
%*anarsec.guide/posts/grapheneos/
anarsec.guide/posts/nophones/
"anarsec.guide/glossary#operating-system-os
"anarsec.guide/glossary#tor-network
“?anarsec.guide/posts/tails/
*anarsec.guide/posts/tails-best/
*anarsec.guide/glossary#operating-system-os
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OBI cesaTh 0be 3TM aTaKky GoJiee CIOXKHBIMI, MBI pEKOMEHIyeM IO/
kirouatbes K VPN neped nogkiatouennem k Tor (1.e. Bt — VPN —
Tor — VurepHet?*®) npn ncnons3oBanuu Tails u3 moma, uto Tpebyer
sarrycka VPN c Balrero ceTeBoro ycTpoiicTsa (MapIipyTusaTropa i
ammaparHoro 6panamayspa). Bojiee mogpobuyio nupopmanuio o6
obocHoBaHuM cM. Privacy Guides?.

[MoaABOAS UTOr

Il meMKaTHOM M HepeTyJIIpHON MHTepHEeT-aKTIBHOCTY JICIIOJb-
3yiiTe MHTEpHEeT-IIONKIIOUeHE U3 CIyYallHOTro Kade, KOTOpOMY
[IpeIIecTByeT OOHAPYKEeHME CIIEKKI M aHTUCIeXKA. [ meitcTBuit,
TpeOYIOIIX eKeTHEBHOTO qOCTyIa B VIHTepHeT, Tak UTO MPUHSITIE
Mep IIPOTUBOAEIICTBUS CJIEKKE ¥ IIOVICK HOBOTO Kade HepeasbHBI,
JIyullle BCero MCII0Ib30BaTh aHTeHHYy Wi-Fi. Eciu aTo cinikom rex-
HIMUYECKN I Bac, TO MO>KHO JICIIOJIb30BaTh noManrauii Wi-Fi, Ho mng
3TOT0 HY>KHO JOBEPSITH yCTOMUMBOCTY TOr K KOPPEIIIIMIOHHBIM aTa-
KaM, MepaM, KOTOpbIe BBl IIPMHIMAaeTe IIPOTUB B3JIOMA, I BallleMy
VPN-mpoBaiigepy.

*gitlab.torproject.org/legacy/trac/-/wikis/doc/TorPlusVPN#you-vpnssh-tor
*privacyguides.org/ru/advanced/tor-overview/#safely-connecting-to-tor
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CHu>KeHHe PUCKOB NpHU
MCNONb30BaHWU HEHAAEXHbIX

KOMMNbIOTEROB

N w e T

Tails Moxet Ge3omacHO paboTaTh Ha KOMIIBIOTEpe, Ha KOTO-
poMm ectb Bupyc. Ho Tails He Bcerma MoykeT 3a1{UTUTH Bac,
Korpa:

1. YcraHOBKA C 3apa)KEHHOTO KOMIIBIOTEPA
2. 3amyck Tails Ha KommbroTepe ¢ HencnpasHoit BIOS, mpo-
LIVBKOJ MJIU 000PYIOBaHMEM

1. YcraHoBKa ¢ 3apa>keHHOro komnblorepa

9Ty mepBYIO MPoGIeMY MOKHO PELIUTD, MCIIOIb3YS NI YCTAHOBKH

Tails koMnbIOTEpP, KOTOPOMY BBI JOBEpPsIETE:
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Tereps, Korga Mbl 3HaeM, YTO Y HAC eCTh IOIMHHas Bepcus darina
Tails .img, MBI MOKeM IIPUCTYNINUTH K ero ycraHoBKe Ha USB-Hakomnm-
TeJIb.

¢ tornet.biz***

MpunoxeHue: PekoMeHaaumm

As anarchists, we must defend ourselves against police and

102

intelligence agencies that conduct targeted digital surveillance' for

the purposes of incrimination'** and network mapping'**

. Our goal is
to obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are

accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance

measures in France!®®

: «So let’s be clear about our responsibilities: if
we knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or
confidential words are spoken» and must remain so, even if it’s

switched off, we become a potential state informer..”

You may also be interested in the Threat Library’s «Digital Best
Practices»'%.

*tornet.biz/threads/luchshie-praktiki-tails.225/
2potrace.how/threat-library/techniques/targeted-digital-surveillance.html
%notrace.how/threat-library/tactics/incrimination.html
%*notrace.how/threat-library/techniques/network-mapping.html

3 actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-

surveillance-measures-france/

%*notrace.how/threat-library/mitigations/digital-best-practices.html
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* gpg --gen-key 3alpOCUT Y BaCc HEKOTOpbIe ITapaMeTpbl KOHPUTrypa-
LU, & 3aT€M CTeHEepUpYeT Iapy KIoUerl.

LLar: MpoeepbTe otkpbitbii kntou Tails

e gpg --import < tails-signing.key MMIOpPTHUpPyeT OTKPBITBIN
ko Tails B Bamry cBSI3Ky Kitroueit, uToObI €ro MO>KHO OBLIO MC-
I0JIb30BATh.

e gpg --keyring=/usr/share/keyrings/debian-keyring.gpg --
export chris@chris-lamb.co.uk | gpg --import mmnoprupyet
OTKPBITHIN KIIf0U paspaborunka Debian B Barry cBsisky Kirroueit,
UTOOBI €r0 MOKHO OBLIO MCIIOIb30BATh.

e gpg --keyid-format 0xlong --check-sigs
A490DOF4D311A4153E2BB7CADBB802B258ACD84F 1103BOJIAET BaM IIpO-
BEPUTH OTKPBITHIN K10y Tails ¢ OTKPBITHIM KIIOUOM paspaboTyumka
Debian, mpoBepnB BBIBO B COOTBETCTBUY C MHCTPYKLMAMIU. ITO
MeJIaeTCs Al TOrO, UTOOBI B CIyuae KOMIIPOMETALIMI MICTOUHMKA
otkpsIToro kitoua Tails (tails.net) y Bac 6p1u1 BHEIITHNI MCTOYUHMK
JICTVIHBI, KOTOPBI Bac IMpeayIpeauT.

e gpg --lsign-key A490DOF4D311A4153E2BB7CADBB802B258ACD84F
cepruduIMpyeT OTKpHITHIN Kifou Tails ¢ moMoIpo Kiroya, Co3gaH-
HOTrO BaMI Ha IIOCJIEIHEM IlIare.

Temepr MBI 3HaeM, UTO y HAC €CTh IIOAJIMHHAA BEPCHUA OTKPBITOTO
xitoua Tails. gpg Taxske 3HaeT 9TO, IOTOMY UTO MBI PEILVUIIN CepTUdM-
LMPOBAaTh €T0.

LLar: NMpoBepbTe 3arpy>keHHbIM pann
Tails .img

o TZ=UTC gpg --no-options --keyid-format long --verify
tails-amd64-6.1.img.sig tails-amd64-6.1.img mo3BoOJSIET BaM
IIPOBEPUTH, UTO (aiin .img IMOAIMCAH TaK, KaK U JOJDKHO OBITS,
IIPOBEPUB BBIBOJ B COOTBETCTBMU ¢ MHCTpYKuuamu. Homepa Bep-
CUI1 B KOMaHIe U3MEHITCA.
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+ CorylacHO HaIIIM peKOMeHIAIVAM (rec), B Maease 3TO JOJDKHA
651Th cricTema Qubes OS?®, Tak Kak ee TOpa3no CIOKHEE 3aPA3UTH,
yeM OOBIUHBIN KoMITbioTep Linux.

« Ucnosne3syitre Merox ycraHoBku «Terminal» «Debian or Ubuntu
using the command line and GnuPG»?’°, Tak kak oH 6oJjiee TILIATETh-
HO IIPOBEPSIET LETOCTHOCTD 3arpy3Ku ¢ ucronb3osaumem GPGT. Ec-
JIV YICTIOJIb30BaHNe KOMaHHO CTPOKM' /U1 BaC HEIIOHITHO, U3Y-
Y1Te OCHOBBI KOMaHIHOII CTPOKM ¢ momoIisio Linux Essentials®® n
cm. [IpmoskeHue Hinke®.

« Tlocne ycranoBku He noakiouarite USB-nakonmrens Tails (v
nro6s1te USB-uHakonurenn LUKSY, ucronbp3yembre Bo BpeMsi ceaHCOB
Tails) x Ipyrum KoMIbIOTepaM; ecIy KOMIIBIOTEp 3apakeH, MHQeK-
LM MOKET pacpocTpaHuThbes Ha USB-Hakonmres®?.

2. 3anyck Tails Ha komnblotepe ¢
nospexaeHHbim BIOS, npowmekon mnu
obopyAoBaHMEM

9ra BTOpas npobiieMa TpedyeT HECKOJIBKIX CMATYeHNII. [JaBaiiTe
HauyHeM C HeCKOJIBKIX OIlpefesIeHUII.

+ IIpozpammmoe obecneuerue — 3TO MHCTPYKIUN U KOMITBIOTEpa, 3a-
MJICAHHBIE B «KOZE».

+ Annapamnoe obecneuenue — 3T0 (PU3NUECKIUIT KOMIIBIOTEP, KOTOPBIIL
BBI ICIIOJIb3YETe.

+ IIpowueka — 3TO HU3KOYPOBHEBOE IIPOTPAaMMHOe obecIeueHe,
BCTPOEHHOE B YacTh 00OPYIOBAHN; BBl MOXKeTe IIPOCTO TYMAaThb O
HeM KakK O CBSI3YIOIIeM 3BeHe MeKAYy 000pyXoBaHUEM I BBICOKO-
YPOBHEBBIM IIPOTPaMMHBIM obecIiedyeHreM OIepaliOHHOI CICTe-
MBI Ero Mo>XKHO HalITu B HECKOJIBKMIX Pa3JIMUHBIX KOMIIOHEHTaxX >’

**anarsec.guide/posts/qubes/
*tails.net/install/expert/index.ru.html
*°anarsec.guide/posts/linux/
*tanarsec.guide/ru/posts/tails-best/#prilozhenie-obiasnenie-gpg
*’ru.wikipedia.org/wiki/BadUSB
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(xectkme mucky, USB-Hakommreny, rpaguiecKuii IpoLeccop u T.
).

« BIOS — 310 cnernuanbHas IPOILINBKA, BCTpOEHHAA B allllapaTHYIO
JacTh «MaTepMHCKOII IUIaThI» M OTBEUAIOIad 3a 3arPy3Ky KOMIIbIO-
Tepa NpY HaKaTUM KHOIKM IMTaHM.

Y HaIINX IPOTUBHUKOB €CTh ABE KATerOPMY BEKTOPOB aTak: pusuye-
ckue arakn’ (depe3 GU3MUECKUI JOCTYII) U yAAJIEHHbIE aTakn' (depes
ynmajgeHHbII foctyn K ViHTepHery). [IpoTMBHUK ¢ GU3MUECKUM TOCTY-
IIOM MO>XeT CKOMIIPOMETHPOBATh IIPOrpaMMHOe obecrieueHne (Ha-
IpuMep, 3aMeHNIB OIIePALIOHHYI0 CUCTEMY BpPeOHOCHOII BepCcueit),
o6opynoBaHMe (HarpuMmep, 106aBUB KeIIOITep) U IPOIINBKY (Ha-
npumep, 3amenus BIOS BpemonocHoit Bepcuein). [IpotuBHuK ¢ yaa-
JIEHHBIM JOCTYIIOM HayJHaeT CO B3JIOMa Bac (KOMIIpOMeTaIs IIpo-
rpaMMHOTrO obecrieueHns), a 3aTeM MOJKET IIepPeiTy K KOMIIpOMeTa-
LY IPOIIVBKI.

Ecny 3110yMBIIITIEHHUK B3JIOMAJI aIlllapaTHOe obecrieueHne VI IIpo-
IIVBKY HOYTOYKa, 9TO TaK)Ke IIOCTABUT ITOX yTpo3y ceaHc Tails, mo-
CKOJIBKY OIlepal[MIOHHAas crucTeMa OymeT paboTaTh Ha BpeTOHOCHOI
OCHOBE.

He BceM Hy>KHO IIpMMEHSATH BCe COBETHI HILKe. Hampumep, ecin BbI
ucnons3yete Tails TOIBKO A1 AaHOHMMHOTO IIPOCMOTpPA BeO-CTpaHMIT
U IMICbMEHHOM ITepeNNCKU, HEKOTOPbIE I3 HMX MOT'YT OKa3aTbCd U3-
suinarMy. OqHAKO eciu Bbl ucHoib3yete Tails s momaun 3assie-
HUS O JeVICTBUAX, KOTOPBIE B BBICOKOI CTENIeHM KPUMMUHAIN3NPOBa-
HBI, 60JIee TIATeIbHbII T0AXO0M, BEPOSITHO, OyIeT yMecTeH.

Al‘lﬂ CMSIr'YeHMSs1 NOCeACTBMHM PU3MYECKMX aTak:

+ Bo-mepBsIxX, Kynmre HOBBII KoMnbioTep. HoyTOyK 13 ciyuaiiHo-
IO BOCCTAHOBJIEHHOI'O KOMITBIOTEPHOTO MarasiHa BpsJ| JIN yXKe
ckoMmpoMeTypoBan>*. [IokymaiiTe KOMIIBIOTEpP 3a HAJIMYHEIE, UTO-

*kicksecure.com/wiki/
Firmware_Security_and_Updates#Firmware_on_Personal_Computers
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Digital Signatures

Alice

I am sending Signing
100 BTC to Bob. » (Encryption)

+ Alice's Private Key

DFCD3454
BBEA788A

Bob *

I am sending Verification
100 BTC to Bob. | (Decryption)

Alice’s Public Key

Tails mopgmuceIBaeT cBOM pesM3bl, ¥ TOJIBKO OHM MOTYT 3TO CHEJIATh,
IIOTOMY YTO TOJIBKO Y HUX €CTb MX 3aKpBITHIiI KiIou. OTHAKO 5 MOTY
IIPOBEPUTH, UTO 3TA IOAINCH NeICTBUTEIbHA, MMes KOIMIO UX OT-
KpBITOrO Kirfoua. Tereps 51 0OBACHIO gPZKOMAHABI B MHCTPYKIVIAX T10
nposepke Tails”.

LLlar: leHepauusa napsbl kntouen

ails pexomengyeT 3TO pyKOBOACTBO Riseu JIA CO3[IaHMA CO0-
Tail Ri 100 6
CTBEHHOI I1aphbl KJIIOYEIA.

*’tails.net/install/expert/index.ru.html
riseup.net/en/security/message-security/openpgp/gpg-keys#using-the-linux-
command-line
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Hcnonb3oBanue gpg Tails Bo Bpems ycTaHOBKM OyeT MeHee 3aIlyTaH-
HBIM, €CJIN BbI II0JIMeTe, KaK OH paboraer.

Cuauana HemHoro noscuenuit. PGP u GPG' — aro repmussl, koTo-
pble MOYKHO UCIIONb30BaTh B3anumosameHsemo; PGP (Pretty Good
Privacy) — ato cranmapr mmdposanus, a GPG (GNU Privacy Guard)
— 3TO ImporpamMma, Kotopas ero peanusyer. PGP/GPG Takxe ucmomns-
3yeTcs [ 31 pPOBAHHOI JIEKTPOHHOII ITepenucku’’), HO MBI 1C-
TIOJIb3YeM €TO 3/1eCh TOJIBKO JJIS IIPOBEPKM LeJIOCTHOCTH U ITOJINH-
HocTU (arios.

GPG — xytaccuueckuit mpuMep KpUITOTpa(uy ¢ OTKPBITHIM KJIIO-
uvom?’. GPG npepnocrasiser kpunrorpadpuueckue GpyHKIMM s mmd-
poBanus’, merndpoBaHms 1 moanycy (aiios; HaC 3{eCh MHTEPECY-
eT uudponas moanuced dainos. Komanna Tails mognuceiBaer nudpo-
BRIMU IOOTIMICIMHU CcBOU penusel .img. GPG maeT HaM BO3MOXHOCTb
IIPOBEPUTH, UTO (AL JeVICTBUTEIHHO ObLT «IIOAMICAH» pa3paboTun-
KaM1, UTO ITI03BOJISIET HaM OBbITh YBEPEHHBIMI B TOM, UTO OH He ObLI
TopesiaH.

Ternepb BaM HY’KHO IIOHATh OCHOBBI KPUIITOTPAQUI C OTKPBITHIM
kirouoM. 1o Bumeo Computerphile® comepsxut oTamunbIn 0630p €
HarAHbIMI rTocobuamMm. [logBoasa mTor, MOKHO CKa3aTh, UTO JJI
TOAIINCY COOOIEHNII MICIIOIB3yeTCs CeKPeTHBIN/3aKpBIThIN
KJIIOY , ¥ TOJIBKO IIOJIb30BaTeNIb, Y KOTOPOTO €CTh 3TOT KIJIIOU, MOKET
3TO cHenaTh. KaKqoMy 3aKpbhITOMY KJII0Uy COOTBETCTBYET OTKPBI-
TBIN KJIOU — 3TO HA3bIBAETCI Mapoii Kirouer . OTKPBITHIN KIII0Y
IepefaeTcss BCeM M MCIIOJIBb3YeTCs IS MIPOBEPKY ITOAIINICIL.

°’anarsec.guide/posts/e2ee/#pgp-email
*youtube.com/watch?v=GSIDS_lvRv4
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ObI ero Hesb3s1 GBLIO OTCIIEUTH IO BaC, ¥ JIMUHO, IIOTOMY UTO II0-
UTy MOKHO IepexXBaTUTh — nopep:kanubiit Thinkpad — mereBsrit n
HaJeKHBIIT BapuaHT. Jlyurire Bcero mcrnonb3osars Tails ¢ BoimeneH-
HBIM HOYTOYKOM, YTO HeE IT03BOJIUT 3JI0YMBILITIEHHUKY HAIEINThCS
Ha MIPOIIMBKY Uepe3 MeHee 3allUIIEHHYI0 OePAIIOHHYIO CUCTe-
My WM Yepe3 Ballly OObIYHbIe HeaHOHMMHBIE feiicTBus. Erfe ogHa
[IPUYMHA IMETh BbIIEJEeHHbIII HOyTOYK 3aKII0UAeTCsI B TOM, UTO €C-
an yto-T1o B Tails comaercs, nrobas nadopmanms, KoTopas Ipoco-
YUTCS M PACKPOET HOYTOYK, He Oy/IeT aBTOMATIUECKY CBsA3aHA C Ba-
MI U Balllell IIOBCEJHEBHOI NEATEIbHOCTHIO Ha KOMIIBIOTEpE.

. Cne.naﬁ[Te BITHTBI HOYTGYKa 3aIMMIINCHHBIMMN OT HECCAHKIINO-

HUPOBAHHOTO JOCTYIIA, XPAHNUTE €r0 B 3al[UIIEHHOM OT
HeCAaHKIMOHMPOBAHHOTO JOCTYIIAa COCTOSHIHU U CJIETUTE 32
B3JIOMaMIL. [IpMHSB 9T MepbI IPeTOCTOPOKHOCTI, BB CMOKETe
00HapY>KITB JI00bIe Oyayiune ¢pusmdeckne aTaky. O3HaKOMbTeCh C
pyxoBoacTtBoM «Make Your Electronics Tamper-Evident»*®, uto6s1

**arstechnica.com/tech-policy/2014/05/photos-of-an-nsa-upgrade-factory-show-
cisco-router-getting-implant/

19



a[alTMPOBATh BIUHTHI BAIlIeT0 HOYTOYKa, MCIIOJIb3YiiTe KaKy0-11060
dbopmy 00HaApYKeHUs BTOP>KEHMI U XPAHUTE HOYTOYK HOJIKHBIM
obpasom. XpaHuTe BCe BHELIHIE YCTPOIICTBA, KOTOPbIE BBI OyeTe
JCIIOIB30BATh C HOYTOYKOM, TakuM ke o6pasom (USB, BHenrHuMit
KeCTKIIT JVICK, MBIIIb, KJIaBuaTypa). Korna ¢pusmyeckne BeKTOPHI
aTak CMATYEHBI, 3JI0YMBIIIITIEHHIK MOKET MCIIOIb30BaTh TOJIBKO
yIaJeHHbIe aTaKu.

Aflﬂ 3aLmTbl OT yAalrieHHbIX artak:

« HUcnonssyiite Wi-Fi, He cBA3aHHBII ¢ Balllell JIMMUYHOCTBIO. MbI
pEeKOMEeHyeM 3TO He TOJIBKO AJIS 3aILUTHI OT AeaHOHUMM3AIUU, HO
M JJI 3aILUTHI OT B3joMa. JIydllle HMKOTIa He MCIIOJIb30BaTh BhIMe-
seHHbIN HOYTOYK Tails Ha Barem momarnraem Wi-Fi. 9to nemaer
HOYTOYK ropasfo MeHee TOCTYIIHBIM [AJI YIAJIE€HHOIO 3JI0YMBIIII-
JIEHHUKA, UeM HOYTOYK, KOTOPBIV peryJIIpHO MOOKIUEeH K Ballle-
My noMarrHeMy Wi-Fi. 370yMBIIIIEeHHNUKY, HalleIMBILIEMYyCSI Ha
Bac, Hy>KHa OTIIpaBHad TO4YKa, 1 Bai gomamrauit Wi-Fi — noBosibHO
XOpoIIIas TOUKa.

« V3Bnexure >KeCTKUIL AUCK — 3TO IIpolIle, ueM KaxkeTcsd. Eciiu BbI
[IOKyIIaeTe HOyTOYK, BBl MOKeTe IOIPOCUTH Mara3mH CHeNaTh 9TO
U IIOTEHI[MAIBHO COKOHOMUTH HEMHOTI'O JeHer. Eciu BbI niferTe Ha
YouTube «u3Bieus KeCTKMIT QUCK» IJIT Balllell KOHKPETHOI Mofe-
s HOyTOYKa, BeposiTHO, OymeT obyuaroliiee Bueo. YOequTech, UTo
BBI U3BJIEKIN aKKYMYJSITOP HOYTOyKa I OTCOeIMHIIIN [ITHYD IIUTA-
HysL. MBI U3BJIeKaeM >KeCTKUIL AVICK, UTOOBI IIOTHOCTHIO YIAINTD
IIPOLINBKY ’KECTKOTO AMCKA, KOTOpas, KaK U3BeCTHO, ObLTa CKOM-
IIpoMeTHpoBaHa xakepamu®®. JKeCTKMII OMUCK ABJISIETCSI YACTHIO I10-
BEPXHOCTHU aTaKy, I OH He HY)KeH B pabouell CICTeMe, TaKOI KakK
Tails, koropas pa6oraer ¢ USB.

« Ilogymaiite 0 ToM, uT00bI yxamuTh uarepdeiic Bluetooth, ka-
Mepy U MUKPOOH, XOTs 3T0 OoJlee CI0KHO — BaM ITOHALOOUTCS
PYKOBOZICTBO II0JIb30BATENS AJIs Ballelt Momgeny HoyTtOyka. Kamepy

**anarsec.guide/posts/tamper/
**wired.com/2015/02/nsa-firmware-hacking/
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Tt cMHXPOHHBIX T 1 aCMHXPOHHBIX | COOOLIIEHNIT MBI PEKOMEHAyeM
Cwtch®®, eciu TOJBKO 9TO HE AHOHMMHBIN ITyOIMUHBIN ITPOEKT, B
3TOM cIydyae MBI Bce paBHO pekomenayeMm PGP. [lng moxydyeHus no-
nosHUTeIbHOI nHpopmanyuu cM. Encrypted Messaging For
Anarchists”.

B 3akniouyeHue

Hcnonp3oBanne Tails 6e3 aT1X cOBETOB BCe PaBHO SIBIISETCS OTPOM-
HBIM YJIyYILIeHIEeM 110 CPaBHEHIIO CO MHOTMIMI APYTMMU BapyMaHTa-
MI. YUKUTBIBasS, UTO aHAPXUCTHI PETYIIAPHO TOBEPSIOT CBOIO CBOOOIY
Tails, mpuHATME 9TUX JOIOIHUTEIBHBIX Mep IPeIOCTOPOKHOCTI MO-
KeT ellle GOJIbIIIe YKPEIIUTh Ballle JoBeple K 9TOJ OIlepallVIOHHOI CI-
cTeMe.

Npunoxerue: Ob6bacHeHUe
GPG

BospimuacTBy nosb3oBareneli Linux penko moxHagoourcs uHTepdeiic
koMaHnaHoit ctpoku®. Ecu BeI ucnonbayere Tails, on Bam BooG11te He
MOHANO0UTCS, XOTS I 6osiee 6€30MMaCHON YCTAHOBKI ® BaM IIOHA[IO-
OATCA CIeqyIolyie KOMaHIbI:

+ wget: 9TO IT03BOJIAET 3arpysKaTh (aitiael n3 MIHTepHeTa ¢ ITOMOIIBIO
KOMaH/IHOII CTpOKHU (a He BeO-Opay3sepa)

+ gpg: obpabareiBaer onepauny mdposanus GPG'. Ucronpayercs
IUI TIPOBEPKM LEeJIOCTHOCTH U MOIIMHHOCTY 3arpy3knu Tails.

« apt: yopasnser makeramu B Debian.

« dd: konmpyer ¢aitI c OMHOrO AUCKA HA APYTOIL.

*anarsec.guide/posts/e2ee/#cwtch
’*anarsec.guide/posts/e2ee/
**anarsec.guide/posts/linux/#the-command-line-interface
*tails.net/install/expert/index.ru.html
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- Bawm Gyner npenmoskeHo BBecTy maposib. CosjaiiTe HOBYIO 3a-
nuck B daitre KeepassXC u creHepupyiite mapob ¢ IOMOILBIO
¢yukunu «CreHepupoBaTh aposib» (3HAUOK UTPATBHOI KOCTIH).

- [na mapamerpa «IlyTs k ToMy» BbiGepute USB-Hakonmre s
«JINMYHBbIe JaHHbIe», KOTOPBIN BBI TOJIBKO UTO Pa30IOKIPOBAIIIL.

Aocryn k BaweMy 3amnppoBaHHOMY TOMy

Korpa BbI 3axoTute pacuindpoBars ToM, HAXKMIUTe «MOHTHpOBaTH
TOM»:

+ 9TO IIPOMCXOANUT aBTOMATIYECKM IIPU CO3JaHNUM TOMA.

« Temeps BBl MOKeTe OOABIATH (HATIBI B CMOHTUPOBAHHBIN TOM:
II[eJIKHITE IIPABOJl KHOIIKOI MBIIIN 110 TOMY U BbIOepuTe «OT-
KPBITD ITAIIKY».

— Be1 Mmoxere nmpoBeputs pabory SiriKali, cosnas TecToBblIit daiit
31ech. IToT Qa1 6ymeT oToOpaKaThCsA B 3aIINPPOBAHHOM BIUIE
B Karajyore cipher.

+ 3aKOHUMB, LIEJIKHNUTE IIPABOII KHOIIKOJ MBILLIN TOM I BbIOepuTe

«OTKITIOUNTD».

IIpe>xme ueM cOXpaHATh BaKHBIE (pailyibl B TOMe, CIeRyeT IIPOBECTH
TeCTUpOBaHIe, UTOOBI YOeqUThCS, UTO OH paboTaeT Tak, KaK OKMIaeT-
cs1, 0COGEHHO eCJIN BbI UCIIOJIb3YyeTe ero BIIEpPBHIE.

3awmndpoBaHHas CBA3b

AnexrponHas moura PGP — Hauboiee ycrospuiascsa gpopma sammd-
poBaHHOIT KoMMyHuKauuy Ha Tails B anapxucrckom npocrpancrse. K
coxxanennto, PGP me numeer npsimoit cekperHoctu! — TO eCTh, ONUH
CeKpeT (Balll 3aKpBITHIN KJII0OU) MOXKeT pacindpoBarth Bce coodIiie-
HM, @ He TOJIBKO OJJHO COOOIIIeHNe, UTO ABJIAeTCS CTAHIApTOM B 3a-
I (POBAHHBIX COOOIIEHMSX CeTOMHS. ITO IIPOTUBOIIOIOKHOCTD «3a-
IUTe MeTaJaHHBIX» U MeeT HeCKOJIbKO APYTUX HeJOCTATKOB .

?anarsec.guide/posts/e2ee/#pgp-email
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MO>KHO, II0 KpalTHENl Mepe, «OTKIIUYUTDL», HAaKJIEeUB Ha Hee HaKJIEl-
Ky. Mukpo¢doH yacTo MogKIoyaeTcss K MATEPUHCKOI IIaTe uepes
pasbeM — B 3TOM CJIyuae IIPOCTO OTKIIOUNTe ero. Ecim aTo He oue-
BUIHO MM €CNIM pa3beMa HeT, TaK Kak Kabenb npumnasH Helocpex-
CTBEHHO K MaTEepPIHCKOII IUIaTe, VUIM eCJINM pasbeM Hy>KeH I ApY-
rUX IeJel, OTpeKbTe Kabenb MUKpodoHa rockorybruamu. Tor xe
MEeTOJ MO>XHO MCITOJIB30BAaTh AJIS IIOCTOSIHHOI'O OTKIIIOUeHNs KaMe-
pb1. Taxke MOJKHO MCITONIB30BaTh Tails Ha BbIgeNeHHOM «OQIaiiH»
KOMIIBIOTEpE, YIAINB TAaK)Ke CeTeBYI0 KapTy. Hexoropsie HOyTOy KM
MMEIOT IIepeKJIIoUaTes Ha KOpIyce, KOTOPhIe MOXHO JICIIOJIb30-
BaTh AJIs OTKJIIOUEHN OeCIIPOBONHBIX MHTEPGEIICOB, HO I
«o¢aiiH» KOMIIBIOTepa IpeNIoUTHTeNbHee QaKTUUEeCKN VIATIUTh
CeTEeBYIO KapTy.

YcranoBure menocTHOCTD 3arpy3ku, 3amenns BIOS na
Heads®". VccienoBaTenn 6e30macHOCTI IIPOJEMOHCTPUPOBAIII
araky’® Ha nporusky BIOS mons3oaress Tails, uro mossonmio um
ykpacts xiroun GPG u anexkrponnsie nuceMa. K coxxanenuro, BIOS
HeJb3s YOAIUTh, KaK >KeCTKUit quck. OH HeoOXOouM IS BKIIOUe-
HUSI HOYTOYKa, [I09TOMY €ro HeOOXOQMMO 3aMEHNUTh IIPOLIMBKOIL €
OTKPBITHIM UCXOJHBIM ™ KOJOM. DTO CIIOKHBII IIPOLECC, ITOCKOIBKY
OH TpeOyeT OTKPBITHSI KOMITbIOTEpPa ¥ MICIIOIh30BAHNS CIIeLIMaIIb-
HBIX MHCTPYMEHTOB. BOJIBIIMHCTBO aHAPXMCTOB HE CMOTYT CHEJIaTh
3TO CaMOCTOATEJIBHO, HO, HAaJlel0Ch, B BAIIINX CETAX HallAeTcd JOBe-
PEHHBIIT UeJIOBEK, KOTOPBI CMOXKET HACTPOUTH ero i Bac. [Ipoekr
HasbIBaeTcs Heads, motomy uto ato apyras cropona Tails — rae
Tails 3aruinaer nmporpammHoe obecnieuenue, Heads samuiraer

t3°, HaineH-

npoinBKy. OH uMeeT Ty ke 1eJb, uTo u Verified Boo
HbIIT B GrapheneOS, KOTOPBII YCTaHABIMBAET IIOJIHYIO LIETIOYKY JO-
Bepus oT obopynoBanusd. Heads mmeeT orpaHMueHHYI0 COBMECTH-

MOCTH*’, I03TOMY MMeJITe 9TO B BUAY IIPU IIOKYIIKe HOYTOyKa, eCIIy

% osresearch.net/
**youtube.com/watch?v=sNYsfUNegEA
*privacyguides.org/ru/os/android-overview/#_2
*osresearch.net/Prerequisites#supported-devices
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BHI IUIAHMPY€ETe YCTAHOBUTD ero — MbI pekomeHayeMm ThinkPad
X230, moTOMY YTO €ro yCTaHOBKAa MeHee CJIOKHA, UeM y OPyI'UX MOo-
nedneri. IIpomeccopsl 3TOTo MOKOIeHUs CIIOCOOHBI 3¢ GeKTNBHO yaa-
na1h Intel Management Engine*! mpu nepenpommnske Heads, Ho 31O
He OTHOCUTCS K 6oJee I03XHIUM IIOKOJIEHVSIM IIPOI[eCCOPOB Ha HO-
BBIX KoMIIpIoTepax. Heads MOXKHO HacTpOMUTh I IIPOBEPKM Lie-
soctHocTH U nogiuuHocTy USB-Hakonurens Tails — cM. mokyMeH-
TaluIo*?, IpefoTBpalllas ero 3arpy3Ky, ecji OH ObLT IOAeIaH.
Heads 3ammmaer oT ¢pmsmuueckux 1 yJaJleHHBIX KJIACCOB aTak Ha
npounBky BIOS 1 nporpamMHoe obecrieueHne OnepamoHHON CH-
cremsl! Eciu Heads xorpma-nn6o oOHapYKUT MOOREINKY, BB JOJIK-
HBI HeMe[JIEHHO pacCMaTPMBATh yCTPOVICTBO KaK HeHAeKHOe.
KpnMunanucruueckuit aHanmn3*® MO>KeT BBISIBUTbD, KaK IIPOM30IILTA
KOMIIPOMETAIMS, UTO IIOMOKET IPeIOTBPATUTh ee IIOBTOpeHMe. Bel
MOJKeTe CBSI3aThCs CO CIY>K00I, HaIIpuMep, ¢ ropsyas JIMHAS 110
undposoii 6ezomacHoctn Access Now*, x0T MBI peKOMeHIyeM He
OTIIPABJIATH M HUKAKUX II€PCOHAIBHBIX JAHHBIX.

+ Ucnmonb3syiite USB-HakonmuTe M ¢ 3al{MIIeHHO IIPOIINBKOIL,
HarpuMmep Kanguru FlashTrust*’, uto6s1 USB-HakonuTens mepecra
paborarp*’, eciiy mpoImBKa 6ymeT ckoMrpoMmeruposata. Kanguru
VIMeeT POSHIUYHBIX IIPOAABIIOB II0 BCeMY MUpPY*’, UTO IT03BOJISET
BaM IIOKYIIaTh VX JIMUHO, YTOOBI 130e)KaTh pUCKa IepexBara I10-

UTbI.

“en.wikipedia.org/wiki/

Intel_Management_Engine#Assertions_that ME_is_a_backdoor
“osresearch.net/InstallingOS/#generic-os-installation
“notrace.how/threat-library/mitigations/computer-and-mobile-forensics.html
**accessnow.org/help
“kanguru.com/products/kanguru-flashtrust-secure-firmware-usb-3-0-flash-drive
*kanguru.com/blogs/gurublog/15235873-prevent-badusb-usb-firmware-

protection-from-kanguru

“kanguru.com/pages/where-to-buy
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ayTeHTHUKanUo®, I09TOMY BTOPOJI YPOBEHb 3aILIUTHI C APYTOIL pe-
anmsanueit mrmdpoBaHUs MOXKeT ObITh IT0JIe3eH st 0c060 KoHM-
JNEeHIMATbHBIX JaHHBIX.

YcraHoska SiriKali

SiriKali — aTo mporpamma s 3amm@poBaHHBIX TOMOB, KOTOpast MC-
nosb3yeT gocryptfs®® 3a kymmcamn. OHa KOCTYIIHA B PEIIO3UTOPUN
Debian®” u Mo>keT OBITB JIETKO yCTaHOBJIEHA KaK JOIIOJHUTEIBHOE
nporpamMMHoe obecrieuenne’. B Synaptic ycranosure u sirikali, u
gocryptfs (ecim BbI uyBcTByeTe ce6st KOMGOPTHO B KOMaHIHOI CTPO-
ke, BBI MOXKeTe MCIIOIb30BaTh gocryptfs HampsaMyto, 1 BaM Ha caMOM
mene He HyxeH sirikali). Ecoiu BBI He X0THTE IIEpeyCcTaHABIMBATE
SiriKali B ka)x1oM ceaHce, BAM HY>KHO OyeT HACTPOUTH [lOTIOIHM-
TeJIbHOe ITporpaMMHOe obecrieueHne B [locrosHHOM XpaHmnie’ .

CosaaHme 3awmnepoBaHHOro Toma

[Ipn ncnonszoBanuy SiriKali nysa co3manms Toma 6yayT co3maHbl ABa
HOBBIX KaTajora: «3airm@poBaHHbI» KaTaJIor, B KOTOPOM (akTumue-
CKIM XpaHaTcs 3amudposanuble daiuist (VolumeName/ Ha Bamrem USB-
HaKOIIUTEJE C «IIePCOHATBHBIMY JaHHBIMI»), Y «OOBIUHBI» KaTa-
JIOT, B KOTOPOM BBI IIOJIYUKTE OOCTYII K paciIndpoBaHHOMY TOMY II0-
Cclle eTr0 MOHTUpPOBaHUA (/home/amnesia/.SiriKali/VolumeName).

o IMogxmrounre USB-HakonmuTENb C «JINYHBIMI JAaHHBIMI», Ha KOTO-
POM BBI OyZeTe XpaHUTH 3TOT 3aIIM(PPOBAHHBIN TOM, I BBETE €T0
napossuyto ¢ppasy LUKS.

« 3arewm B SiriKali HaxkmMute «Co3qaTh TOM» U BBIGEPUTE OILINIO
«gocryptfs».

#notrace.how/threat-library/techniques/targeted-digital-surveillance/
authentication-bypass.html

#*nuetzlich.net/gocryptfs/

#packages.debian.org/bookworm/sirikali

*’anarsec.guide/ru/posts/tails/#ustanovka-dopolnitel-nogo-programmnogo-
obespecheniia

'anarsec.guide/ru/posts/tails-best/#razblokirovka-perekliuchatelia
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HUX HeyacTo. YTOOBI CHM3UTH PUCK TOTO, YTO BBI HABCETA
3a0ymere mapoxs Diceware, BbI MOKeTe MCIIOJIb30BaTh Tails
IJI XpaHEeHNs BCeX «3allOMHEHHBIX» Itaposell Ha USB-Ha-
xoruresne LUKS, a 3aTeM XpaHUTE ero BHe MeCTa, IJie ero He
CMOTYT HalITV BO BpeMs IOJIMIIENICKOTO pelina. Bel O KHBI
OBITH B COCTOSIHIY BOCCTaHOBUTH mapoiib LUKS atoro USB-
HaKOIINTeJIs, eCJIM IIPOLLIO MHOro BpeMeHu. CM. Bubnuore-
Ky yrpo3®® oI OBYX PasiIMUHBIX IIOAXO0IO0B, KOTOPHIE BbI MO-
JKeTe JICIIOIb30BaTh: OAVH II0JIaraeTcd Ha JOBEPEHHOTO TO-
BapMUIIa, a JPYTOI ABIIETCI CAaMOIOCTaTOUYHBIM. Kak 1 B
cJlydae CO BCeMIU Ba)KHBIMU pe3epBHBIMI KONMAMI, ¥ Bac
JOJDKHO OBITH KaK MIHIIMYM [IBa.

MaponbHbie ¢pasbl Tails

Hna Tails BaM He06X0AMMO 3aIIOMHITD ABE ITApPOJIBbHBIE (PPa3BIL:

1) ITaponbuas ¢ppasa USB- HaKOIIMUTENSI «I1€PCOHANBHBIX TaHHBIX»
LUKS', rae xpanurcs Bar ¢aitn KeePassXC.
2) TaponpHuas ¢ppasa KeePassXC

Eciu BBI MCIIOJIB3yeTe IIOCTOSHHOE XPAHIINIIE, 3TO eIlle OJHA I1a-
posibHas gpasa, KOTOPYIO BaM IIPUIETCSI BBECTH Ha SKpaHe IIPUBET-
CTBYISI BO BpeMsl 3aTPYy3KH, HO OHA MOXKeT ObITh TaKOI JKe, KaK Iapoyb
LUKS. Beixmrouarite Tails Bestkmit pas, Korja BB OTXOAUTE OT KOM-
mproTepa 0oJIee yeM Ha HECKOJIBKO MUHYT.

3awmndpoBaHHbIE TOMa

LUKS' — aro 3mopoBo, HO rirybokas 3amura He moBpenuTt. Eciu mo-
suuust KoHuckyer Bam USB-Hakonurenb Bo BpeMs 06BbICKa JOMa,
OHMU MOIIPOOYIOT MCIOIB30BATh PA3JIMUHbIE TAKTUKIA, UTOOBI 000TI

*notrace.how/threat-library/mitigations/digital-best-practices.html#header-use-
strong-passwords
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« 3amycture Tails ¢ USB-HakonuTess ¢ ¢pusnuecKuM IepeKro-
JaTeJeM 3alIUTHI OT 3aIINCH..

Ncnonb3oBaHWe nepeknioyarens

3aliuTbl OT 3anNUCH

UYro Takoe mepekIyaTeIsb 3auumut om 3anucu ? Korga BbI
BcTaBisieTe 00bIuHbI USB B KOMIIBIOTEP, KOMIIBIOTED BBI-
IIOJIHSET OIlepaIiyl YmeHUs Y 3anucy ¢ HUM, a oIlepanus 3d-
nucu Mo><eT U3MeHNTh gaHHble Ha USB. Hekoropsie criemu-
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anbHble USB, paspaboTaHHbIe 11T aHATIN3a BPeTOHOCHBIX
IIpOrpaMM, UMeIOT GU3MUYECKIII IepeKIIoUaTelb, KOTOPbI
MoxkeT 3a610KkmpoBaTh USB, Tak 4TO JaHHBIE MOTYT OBITH
npouumanvl C Hero, Ho HMKaKle HOBble JaHHbIe He MOTYT
OBITH 3aNUCAHbl HA HETO.

Ecnu Ha Barem USB-nakonuresne Tails ecTh ImepekiTiouaress 3allUThI
or 3anmucy, takoit kak Kanguru FlashTrust*®, korga nepexnouarens
3a0JIOKMPOBAH, BBI 3aLLMIIEHBI OT 3JI0YMBIIIUIEHHIKA, CKOMIIPOMETM-
poBagiiero nmporpaMmmuoe obecrieuenue Tails, xparsieecst Ha USB-
HaKoIUTeJe. 9TO KPUTIUECKN BasKHO. UTOOBI CKOMIIPOMETMPOBATh
Baur USB-nakonureins Tails, 3710yMBILITIEeHHIKY HEOOXOAMMO METhb
BO3MOXXHOCTb 3aIIMICBIBATh Ha HETo. ITO 0O3HAUAeT, UTO Ja’Ke eCJI ce-
amc Tails sapaxken BpempornocHbim I10, Barr USB-nakonurens Tails
Heu3MeHsIeM, I03TOMY KOMIIPOMeTalNsd He MOKeT OBITh IlepeHeceHa
Ha mocienyromme ceancsl Tails («ycroitunBocts BpegoHocHoro I10»)
IyTeM M3MeHeHMs (ailjIoB OIepaIMIOHHO CUCTeMbI. ENVHCTBeHHBIN
IPYTOIt CII0COD YCTAHOBUTD «YCTOMUMBOCTE BpeqOHOCHOTO [10» —
3TO KOMIIpOMeTAaIVs MPOIINBKY, KOTOPYIO BBI YK€ CMATUNLIIN.

O6parure BHMMaHMe, 4To npomnnska Heads memaer mepexmitrouarens
3aIIUThI OT 3aIlJICY HEHY>KHBIM, IIOCKOJIbKY €TI0 MOXHO HaCTPOUTDb Ha
IIPOBePKY LestocTHOCTY U momianHHocT USB-Hakonnrens Tails me-
pexn 3arpyskoir®’.

Ecnu Be1 He ucnonesayere Heads u He Mmoxete npnobpectu USB-Hako-
IIITENh C IIepeKIIouaTesieM 3alUThl OT 3aIlVICH, Y BaC €CTh TP BapM-
aHTa.

1) Vcranosure Tails Ha SD-kapTy u ncronsayiire aganrep USB 3.0
11 SD-KapThl, TOCKOJIBKY SD-KapThl OCHAIIleHBI ITepeKIouaTeaeM
3aILMUTHI OT 3aICH.

**kanguru.com/products/kanguru-flashtrust-secure-firmware-usb-3-0-flash-drive
“osresearch.net/InstallingOS/#generic-os-installation
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Yro takoe maponbHas ¢ppasa Diceware? Kak ormeuaer
Privacy Guides®**, «maposnbHble dppassr Diceware sBisroTcs
OTJIMUHBIM BapMaHTOM, KOTJja BaM HY>KHO 3aIIOMHUTD VJIN
BPYUYHYIO BBECTY CBOJ yUeTHBbIE JaHHBIE, HallpUMep, IIaB-
HBIII ITIapOJIb Balllero MeHeKepa MapoJIell Ml I1apoilb
mIn$poBaHMA Balllero ycrpoiicTsa. [IpyuMepoM maposrbHOI
dpassr Diceware sBnsiercst viewable fastness reluctant
squishy seventeen shown pencil». ®yHkIus reneparopa ma-
poueit B KeePassXC MoKeT reHepupoBaTh IapoIbHbIe (pa-
3pI Diceware u cirygarisble aposu. Ecom BeI mpeamodnTae-
Te reHepUpOBaTh apobHbIe (ppasbl Diceware ¢ MCIIONB30-
BaHJEM HaCTOSIIMX UTIPaJbHBIX KOCTel, cM. Privacy
Guides®.

Obume pekomMeHAaLMH

+ 3amoMHUTe maposbHble Pppassl Diceware u3 7-10 cI0B aJIs BCero,
YTO BaM HY’KHO OyJeT BBECTH, IIPeKIe UeM BbI ITOJIyUUTe TOCTYII K
pasbiokupoBanHoII 6a3e manubIXx KeePassXC (mpyrumm cioBamuy,
MapoJIBHYI0 Ppasy AJA IOJIHOTO HIN(POBAHMS JUCKA U IIABHYIO
napoisbHyio ¢ppasy KeePassXC).

« Crenepupyiite napoiu u3 21 cIy4qaifHOTO CMMBOJIA I BCETO, UTO
MO>KeT XpaHnThcs B 6ase maHHbIx KeePassXC. Coxpausiite peseps-
HyI0 KOIIMIO Bailel 6a3el qaHHbIX KeePassXC BHe oduca Ha ciry-
yail, ecyiu oHa Oy[eT IOBpeXKAeHa MU U3BITA.

Konunk

Barn sanomMHeHHblIe Tapony Diceware MOTyT jIerko 3a-
OBITHCH, €CJIN Y BaC €CTh HECKOJIBKO, 32 KOTOPBIMY HY>KHO
CJIEIUTH, OCOOEHHO eCIIM BBI MICIIONIb3yeTe KaKme-Imoo 13

*privacyguides.org/ru/basics/passwords-overview/#_7
#privacyguides.org/ru/basics/passwords-overview/#_7
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o06BemMoB obmaunbix Beruncnenuit’’. Hosas sepcusa LUKS (LUKS2 ¢
ucrosb3oBanneM Argon2id) MeHee ysi3BUMa [JI aTaK METOILOM ITO/-
6opa mmapoina®® — sto 3HaueHue 1o ymonuanmio g Tails 6.0 u Qubes
OS 4.1. Ectu BBI XOTUTe y3HATH OOJIbIIIE 00 9TOM M3MEHEeHNI, MBI pe-
KoMeHayeMm 0630p Systemli®' vnu dys2p®.

HapexxHOCTh MapoJis u3aMepsieTcs: B «« Ourax sHTpornuu »**». Barm
rapoJint/IaposibHble (ppassl B Maease SOJDKHBI IMETh SHTPOIIMIO OKO-
J10 128 6ut (mapossHble Pppassl Diceware 13 KecAaTHU CIOB I T1a-
poib U3 21 cIIy4yaiiHOro CMMBOJIA, BKJIIOYAsl 3arJlaBHbIE, CTPOUHbBIE
OyKBbI, 1I(PHI U CUMBOJIBI) U He TOJUKHBI MMeTh MeHee 90 OUT 9H-
Tponuu (mapoapHele ¢ppassl Diceware 13 ceMn cJIoB).

@ KeePassXC = o X

Database Entries Groups Tools View Help

E R ®0® & T

cinch mangy thousand wind illicitly spoof quintuple ®|c B

Password Quality: Good Entropy: 90.47 bit

Password | Passphrase

>

Word Count: 7

Word Separator:

Word Case: | lowercase ¥

Close

"’blog.elcomsoft.com/2020/08/breaking-luks-encryption/

#*mjg59.dreamwidth.org/66429.html

#1systemli.org/en/2023/04/30/is-linux-hard-disk-encryption-hacked/

#dys2p.com/en/2023-05-luks-security.html

#en.wikipedia.org/wiki/
Password_strength#Entropy_as_a_measure_of password_strength
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2) 3anucersaiire Tails Ha HOBBIITI DVD-R/DVD+R* (3anuceiBaiire
ONIMH pas) It KaKIoit HoBoit Bepcun Tails — aro moBoibHO
Heyno6uHo. He ucnonpsyitre DVD ¢ mapkupoBkoit «DVD+RW»
mm «DVD+RAM», KoTopble MOKHO IIepe3anicaTh.

3) 3arpyswure Tails ¢ toram omiueit, KOTOpas IMOJIHOCTHIO 3aTPyKaeT
Tails B mamars. V3iexnre USB-nakonutesns Tails B Hauase ceaH-
ca, mpex/e ueM uTo-aubo genarts (6yab TO mogkiIoueHne K Mu-
TepHeTY WM IOoJKIoueHne apyroro USB-HakonuTes), a 3aTeM
ncrionbayitre Tails kak 06s1unO. To, Kak BbI UCIIOTB3yeTe toram
OIIINIO, 3aBUICUT OT TOTO, 3arpyskaercs ju Barr USB-HakonuTesnb
Tails ¢ momomipro SYSLINUX mian GRUB.

« Jna SYSLINUX, korja mosIBUTCS 9KpaH 3arpy3ku, Haxmure Tab
1 BBequTe mpobei. Beenure toram n Hasxkmute Enter.

« [lnsa GRUB, xorga mossBUTCS 9KpaH 3arpy3Ku, HUKMUTE € U VIC-
IOJIB3YIITE CTPEJIKY KIABMATYPHI, UTOOBI IEPEMTI K KOHITY CTPO-
KII, KoTopas HaumHaercs ¢ Linux. CTpoka, BeposATHO, IIepeHece-
Ha 1 0TOOpa’kaeTcs B HECKOJIBKO CTPOK, HO 3TO OHA CTPOKA KOH-
¢dburypauun. Beegure toram n nHaxkmute F10 mmm Ctrl+X.

Pasbnokupoeka nepeksniouarens

Ha USB ¢ nepexirouaresieM 3aIllUThI OT 3aIIJICYU BbI HEe CMOKeTe BHO-
cuTh Kakue-nn6o nusmenenus B Tails USB, korma nmepexiouaTeis 3a-
6moxupoBas. Eciu BbI MOXeTe BHOCUTH 3MEHEHMs, TO U BpeTOHOC-
Hoe I1O mosxet. EcTh ToTbKO ABa Ciryyasd, KOTa IIepeKIIouaTellb JOJ-
KeH ObITh pa3bIOKMpPOBaH:

1. Al'lﬂ cneunarnbHOro ceaHca O6HOBﬂeHMﬂ.

Ecnu Bam Hy>kHO 06HOBUTH Tails, BBI MOKeTe cHeaTh 9TO B CIIELN-
aJIbHOM ceaHCe ¢ pa30IIOKMPOBAHHBIM ITepeKIoUaTesieM — 3TO HeoO-
XOIVIMO, IIOCKOJIBKY OOHOBIIEHNE TOJKHO OBITH 3amucano Ha USB-Ha-

*°tails.net/install/dvd/index.ru.html
*'tails.net/doc/advanced._topics/boot_options/index.ru.html
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xonnurens Tails. [Tocite Toro, Kak B 3aKOHUMTE, BaM CJIefyeT Ilepesa-
nyctuth Tails ¢ 3a610KMpOBAaHHBIM IepeKIIOUATENIEM.

2. Ans BblaeneHHoOro ceaHca HacTpoyKM, eCrim Bbl
peLumMIM Ucnosb3oBarb MOCTOSHHOE XPaHMIMLLE.

Persistent Storage®® — aro ¢yukiusa Tails, koTopas mo3Bosser nepe-
HOCUTB JaHHbIe MEXK/y ceaHCaMI, KOTOpbIe B IIPOTMBHOM ciyuae ObI-
su ObI aMHesmelt, coxpaHssa faHHble Ha camoM USB-HakomnuTese
Tails. ITockonbky Persistent Storage Tpebyet 3anucu Ha USB-Hakomnu-
tenb Tails, ero 06BIUHO HENIPAKTUUHO MCIIONH30BATh C IIepeKIouare-
JIeM 3alIUTHI OT 3aNycy. AJBTEPHATHIBOI IepeKIIIoUaTeN0 3all{AThI
oT 3anucu ABisercs ucnoab3oanue Heads — Heads mposepsiet mog-
JIMHHOCTD U IeocTHOCTh USB-Hakonurens Tails ¢ momorirsio 1imdpo-
BOII MOJMIUCK IIpK 3aTrpy3Ke, U 3TO AejaeT 3anuch Ha USB-Hakonu-
tens Tails 6esomacHoit, moaromy Persistent Storage 6ymer paboTaTs
TaK, KaK U 0KIOAI0Ch.

Ewre ogHa nprnunHa n3berats UCIOIb30BAHNUS (PYHKIVIL TOCTOSHHO-
ro XpaHeHUs 3aKJII0UAETCS B TOM, YTO MHOTHE U3 HUX XPAHAT [1€PCO-
HanpHBIe gaHHble Ha USB-Hakonurene Tails. Ecau Bamr ceanc Tails
CKOMIIPOMETMPOBAH, JaHHbIE, K KOTOPHIM BBI I1OJIyYaeTe JOCTYII BO
BpeMsI 9TOT'0 CEaHCa, MOTYT OBITh MICIIOJIb30BAHBI [JIsI CBI3bIBAHMS Ba-
wnx pevicruit. Ecoiu va USB-nakonurese Tails ectb mepcoHanpHble
IAHHBIE, TAKME KaK IOYTOBBII AIIUK JIEKTPOHHOI ITOUTHI, pasjieiie-
Hue ceaHcoB Tails Gosbiire HEBO3MOXKHO, K020a NOCTMOSHHOE XPAHUTU-
we pazbnoxuposaro. UTobbl 1oOUTHCA pasmeneHus ¢ pa3bIOKMpOBaH-
HBIM ITOCTOSTHHBIM XPAHIJINIIEM, BaM ITIOHAOOUTCS BbIIeIeHHbII
USB-makonuTens Tails mig KaXmoit IMYHOCTH, ¥ OOHOBJIEHME X BCEX
KasKIbIil Mecsl OymeT GOIbIIoN paboTolt.

OpnHako BBI MOKETe 3aX0TeTh MICIIOJIb30BaTh HEKOTOpbIe (PyHKLIMI
Persistent Storage, KoTOpble He XpaHAT IIe€pCOHAIbHBIE JaHHbBIE, Ha-
IpUMep, JOTOIHUTEIbHYI0 PYHKLNIO IIPOIpaMMHOr0o obecIieueH .

**anarsec.guide/ru/posts/tails/#neobiazatel-no-sozdanie-i-nastroika-
postoiannogo-khranilishcha
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BoT nmoueMy BasKHO MCIIOJIB30BaTh B Opay3epe Tor Browser Ha-
cTpoiiky 6e3onacunoctu «Hambonee 6e3omacusbmit»’’ Mo ymorya-
HUIO, JaKe [JI « JOBEPEHHBIX» BeO-CaliTOB, YUTOOBI 3HAUMTEIHHO
CHU3UTH PUCK yCIIELIHOI aTakyu BpegoHocHoro 10 Ha 6paysep Tor.

LLindpoBaHue

Maponu

MIndpoBanne’ — exMHCTBEHHOE, UTO CTOUT Ha IIYTY HALINX 3JI0-
YMBIIIUIEHHVMKOB K YT€HNIO BCeX HAIINX JAaHHBIX, €CJIV OHO MCIIOJb-
3yeTcs IpaBIIIBHO. IlepBBlil m1ar K obecrieueHII0 6€30I1aCHOCTY Ba-
1Iero mu@poBaHMI — yOeQUThCA, UTO BbI MICIIOJIb3yeTe OUeHb HaJesK-
HbIe ITapoJIy — OOJIBIIMHCTBO IapoJjiell He Hy>KHO 3alIOMUHATB, I10-
CKOJIPKY OHU XpaHATcS B MeHekepe napodeir KeePassXC, mosromy
OHU MOTYT OBITH a0COJIIOTHO CcIyuaitHeIMI. Hyukorpma He ucmomns3syiiTe
IIapOoJIb IIOBTOPHO [JI HECKOIBKUX IieJIeil («pelpKyJIAnMs I1apo-
neti») — KeePassXC ympoiraer xpaHeHMe YHIUKAIBHBIX IIapoJIell,
IpeJHa3HAYEHHBIX JJI OMHOI Leay. UToOblI y3HATh, KaK MCIIOJIb30-
Bath KeePassXC, cm. Menemxep maposeit’®.

B repmunosornu KeePassXC naponv' — aro ciyuaitsas mo-
CJIeI0BATEFHOCTH CUMBOJIOB (OYKB, 1up U OPYTUX CUMBO-
JIOB), a hapomnvHas ¢pasza’ — aTo ciaydariHas 110CIeq0BaTeb-
HOCTB CJIOB.

MIudposanne LUKST a¢hpeKTMBHO TOIHKO TOTHA, KOTAA YCTPOI-
CTBO BBIKJIFOUE€HO — KOTJa yCTPOIICTBO BKIIOUEHO, IIAPOJIb MOXKHO
U3BJIEUb U3 MAMATHU. 3JI0yMBILIIEHHUKY MOTYT IOIMBITATHCS IIPOBe-
CTI aTaKy MeTOZOM II0A00pa I1apoJis C UCIOTIH30BAHMEM OIPOMHBIX

"anarsec.guide/ru/posts/tails/#tor
"*anarsec.guide/ru/posts/tails/#menedzher-parolei-keepassxc
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DuckDuckGo

"www.badwebsite.com/ n

+ He BBOmNITE HIKAKYIO0 MIeHTU(PUKANVOHHYIO MH(OpPMAIIIO

Ha Beb-caiiTe. Eciiu BbI mepexoqure o CChUIKE 13 3JIEKTPOHHOTO
MIChMa U BaC MPOCAT BOWITHU B CUCTEMY, 3HAIITE, UTO ITO OOBIUHAS
KOHI[OBKa (pUINMHTOBBIX KaMIaHMil. BMecTo 3T0OTO BpyUHYIO ITE-
pelinuTe Ha BebG-cailT CyKObI, K KOTOPOII BBI ITBITAETECH ITOIYUUTD
IOCTyI, 1 Boiigure TaM. Takum o6pa3oM, BbI OymeTe 3HATH, UTO
BXOMVITE HAa HY>KHBII BeG-CAIIT, [IOCKOJIbKY BBl CAMU BBEJIN afIpec, a
He TOBEPSITH CChLUIKE B 3JIEKTPOHHOM IIVICHME.

Ataku Ha BoaoOnou

3JI0yMBIIIIEHHUK TAKXKE MOXKET CKOMIIPOMETUPOBATD «IOBEPEH-
HBIiT» Be6-CalIT — 3TO IIO3BOJIIET €My yCTaHABINBATH BPeJOHOCHOE
10 Ha xOMIIBIOTEPHI JTFOOTO, KTO IoceltaeT Beb-cait, 6e3 HeoOxoau-
MOCTY 3aHMMAThCI QUILIMHTOM. ITO HAa3bIBAETCS «aTaKoll watering
hole» mnu «komnpomerarueit drive-by»’>, mOTOMy UTO OHA aTaKyeT
MHOTHX Jifofieit oqHoBpeMenHo. Hanpumep, ®EP B3imomaio Be6-caitr,
a 3aTeM MCIIOJIb30BAIO 3KCILIONT Tor Browser’®, uToObI B3710MaTh
8000 moap30oBaTesIell, KOTOpPbIE €r0 MOCETILIIN.

"attack.mitre.org/techniques/T1189/

"vice.com/en/article/53d4n8/fbi-hacked-over-8000-computers-in-120-countries-
based-on-one-warrant
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Inst aToro Tpebyercs pa3bIOKMPOBATh IIEPEKII0YATeNhb IS BbIAEIeH-
HOTO ceaHca KoHurypauum Persistent Storage:

« 3amycTuTte «pasbIOKMPOBAHHBIN» CEAHC, CO3AITE IIOCTOSTHHOE
XpaHmnie® ¢ BKIIOYEeHHBIM TOIOIHUTEIbHBIM IIPOrPAMMHBIM
obecrieueHneM, yCTAaHOBUTE NOMOJIHUTEIBHOE IPOrpaMMHoOe obec-
meueHre’* u BbIOEpUTe «YCTAHABIMBATD KQKIBII Pad» IIPU MOSIBIIE-
HI COOTBETCTBYIOIIIETO 3aIIpOCa.

« Temepp, Kora HaCTPOTIKa 3aBepIlleHa, Irepe3anycTuTe Tails B «3a-
OJIOKMPOBAHHOM» CeaHCe, IIPeKe ueM GaKTIUeCKN UCIIOIb30BaTh
nporpaMMHoOe obecrieuerue. He ycranapauBaiiTe naposib agMuHU-
cTpaTopa, KOTOPHIiT TpeGyeTcst TOJIBKO BO BpeMsI ITepBOHAUAIBHOI
YCTAHOBKU. B «3a0JI0KMPOBAaHHOM» CeaHCe HU OOUH U3 (ailios, ¢
KOTOpPBIMMU BbI paboTaeTte, He coxpansercs Ha USB-Hakonuree
Tails, TOCKOJIBKY OH «3a0JIOKMPOBAH», HO Telleph JOIIOIHNUTENIBHOE
IIpOrpaMMHOe 00ecIleueH e HaCTPOEHO Ha YCTAaHOBKY KasKIBIiL pas,
KOT/la BbI BBOJVITE IIAPOJIb IIOCTOSHHOTO XPaHMJINIIA Ha 9KpaHe
npuBeTcTBUA. UTOOBI MMETDH «3a0I0KUPOBAHHBIN» CEAHC C ITOCTO-
SHHBIM XPaHIWINIIEM, ITepekiouareas USB Heobxoqumo mepese-
CTH B IIOJIOKEHME «TOJIBKO UTEHUE» NOC/Ie TIOyUeHUs YBeTOMIIe-
HIs «J{OTIOTHUTEIbHOE IIPOrPAMMHOE 00€eCIIeUeHIe YCIIEITHO
yCTaHOBIEHO» (U 0 moakIoueHus K HTepHeTy).

®yHKIMA IOCTOSHHOTO XpaHeHN S HeJOCTYIIHA IIPU MCIIOIb30BaHUN
DVD unmu toram BapmaHTa 3arpy3xu.

USB-Hakonutenu c nepcoHanbHbIMM
AaHHbIMU

Fne MBbI MOKEM XPaHUTDh IIEPCOHAIIBHBIE NAaHHbIE MJIA VICIIOJIb30BaHUA
MEXAYy C€aHCaMl Tails, €CJIN IIEPEKII0UATEID 3allMIThI OT 3aIlVICU HE
IIO3BOJIAET HAM MCIIOJIb30BaTh IIOCTOAHHOE XpaHI/IJ’II/II_I_Ie? Mep1 pPEKO-

**anarsec.guide/ru/posts/tails/#neobiazatel-no-sozdanie-i-nastroika-
postoiannogo-khranilishcha

**anarsec.guide/ru/posts/tails/#ustanovka-dopolnitel-nogo-programmnogo-
obespecheniia
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MeHAyeM XpaHUTh IIepCOHANIbHBIE NaHHbIe Ha BTopoM USB-Hakomu-
rexe LUKS. 9tor USB-HaKOINUTENH C «II€PCOHAIBHBIMI TAHHBIMII»
He NOJIKEH BhIMNIgaeTh naeHTnuHo USB-uakonuresto Tails, 4ToObI
n36ekaTh NyTaHubl. UT0OBI cO30aTh 9TOT oTHeNbHbI USB-Hakomm-
tesb, cM. How to create an encrypted USB*. Ecitut BBI untaere 910 u3
TAKOI CTpaHbI, Kak BeIukoOpuranus, rjie HelpeqoCcTaBlIeHue mapo-
Jeit muQpoBaHNUI MOKET IIPUBECTH BaC B TIOPbMY, 3TOT BTOPOI TUCK
IOJDKEH OBITH KeCTKUM TICKOM, COEPIKAIIM CKPBITBI TOM
Veracrypt®® (makonmrenu SSD u USB He mogxomar st CKPBITHIX TO-
MoB*’).

ITogxon kK KOMIapTMeHTAIN3aUNH, OOCYKOABIIINIICS BBIIIe®, aKKY-
paTHO pasnenseT pasHble JIMYHOCTHY, VICIIOIb3YS OTAEIbHBIE CEAHChI
Tails st OTHENBHBIX BUOOB MEATENHHOCTU — HAIIPUMED, B CEaHCe
Tails Ne 1 BpI 3aHMMaeTech Mofepalieii Be6-caiita, a B ceance Tails Ne
2 BBI 3aHIIMAETECH MCCIEeNOBATEIBCKOI MEATETbHOCTBIO. DTOT MOIXO
VIMeeT IIOCJIeICTBUS AJIS TOTO, KaK BBl opranusyere cBou USB-Hako-
IUTENN «IIEPCOHATBHBIX MAaHHBIX». Eciin coxpaHsemble BaMu (aiiibl
MOT'YT MCIIOJIB30BAThHCS AJI CBA3BIBAHNA BAIIVIX BUIOB JeATEIbHO-
CTY, ICIIONIB3YHiTe pasHble USB-HakonmTeNn «IepcoHIBHBIX JaH-
HBIX» OJIS KaXKIOT0 BUOA HeSITeIbHOCTMN.

*’anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb

*¢veracrypt.fr/en/Hidden%20Volume.html

veracrypt.fr/en/Trim%200peration.html

**anarsec.guide/ru/posts/tails-best/#2-ispol-zovanie-tails-dlia-bolee-chem-odnoi-
tseli-odnovremenno
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MU JAHHBIMI». BBl MoskeTe oMecTUTh CChUIKY Ha Riseup Pad,
YTOOBI MIOJTYUNTD K HE OCTYIIL.

Hcnons3syiite Tor Browser ¢ HacTpoiikoit Safest’?! [logassio-
1ree GOJIBLIMHCTBO KCILIONTOB IpotuB Tor Browser He 6ynyT pa-
6oTath ¢ HacTpoiikoi1 Safest.

CkonmpyiitTe M BCTaBbTE afipec BPYUHYIO B Opay3ep U IIOBTOP-
HO BBeuTe foMeH. Hanpumep, mociie BCTaBKU CCHUIKIA
anarsec.guide/posts/tails moBTOpHO BBeauUTE anarsec.guide ce-
6s1. He mepexoqure 1o rumnepcchuike (T. e. Bcerga KONMUpyiTe u
BCTaBJISIITE), TAK KaK 9TO MOKET BBECTU BaC B 3a0JIy)KIeHME OTHO-
CUTEJIFHO TOTO, Ky/ia BbI HAalIpaBjsgeTech. [I0BTOPHBIN BBOI JOMEHA
3alMIIAET OT «TUIIOCKBOTTMHTa» (mailriseup.net BmMecTo
mail.riseup.net), a Tax:ke ot «omorpaduueckux aTak»’> (Kormga Ku-
pruInuecKye OYKBBI 3aMEHSIOTCS OOBIUHBIMY OYKBaMI).

Huxorpa He nepexoanre Mo COKPALIeHHON CChUIKE (HAIIPU-
Mep, cairt Tuna bit.ly, koropsrit Geper mamHHBIE BeG-ampeca 1 gena-
€T KOPOTKHE), [IOTOMY YTO UX HEBO3MOKHO IIPOBEPUTD IIEPEN IIepe-
HarnpasienueM. Unshorten.me’* MoskeT pacKpbITh COKpaIlleHHbIE
CCBLIKIL.

Eciu BbI He y3HaeTe JOMEH, ucciaenyitre ero. Haiinure nomen ¢
NOMEHHBIM MEHEM B KaBBIUKAX, MCIIOJIb3Yys IIOUCKOBYIO CUCTEMY,
COXpaHSIIYI0 KoHpuaeHnnanbHocTh (Hampumep, DuckDuckGo),
YTOOBI Y3HATD, SIBIISETCS JIY 9TO 3aKOHHBIM BeO-caiiToM. ITO He Ha-
IEeKHOE PeLLeHIe, HO 9TO XOPOIlIasi Mepa IPEeXOCTOPOKHOCTI.

"*anarsec.guide/ru/posts/tails/#tor
"*theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers
"*unshorten.me/
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dannbi

B 2017 rogy ®BP u Facebook coBmecTHO paspaboTany BpeJOHOCHBII
Bueodail , KOTOPBIN JeaHOHMMU3MpPOBAI rosb3oBaress Tails®® mo-
CJIe TOTO0, KaK OH OTKPBUI €T0, UCIOIb3ys qoMartauii Wi-Fi.

[l HeHae)XHBIX BIOXKEHUII BaM B ealle cJIeyeT MCIOIb30BaTh
Dangerzone®’ njisi OUMCTKM BCEX OTIIPAaBIE€HHBIX BaM (aiijioB Ie-
pen ux orkperTueM. Dangerzone 6eper HeHaneskHble PDF-¢aitier,
ouCHBIE TOKYMEHTHI WM M300paKEHNS U IIPEBPAIAeT UX B HALEK-
ubie PDF-¢daitnsr. O3HakOMbTECH ¢ JOKyMeHTaI[1el’° 110 yCTaHOBKe
Dangerzone nHa Tails — k coxaneHUI0, B HACTOsI1Ilee BpeMs AJIsL 3TOTO
TpebyeTcs MCIOIb30BaTh KOMaHIHYI0 CTPOKY .

Ecnnu BBI He ucnons3yerte Dangerzone, Jiy4unie Bcero OTKpbIBaTh
HeHaJe>XHbIe (aliiIbl B BhigelieHHOM ceaHce Tails «odmaita-pe-
>Kuma»’!. 10 IpeOTBPATUT BHIIOTHEHNE KOJA OT YCTaHOBIIEHVIS
yIaJIeHHOTO COeqVHEHNS C IIPOTUBHIKOM, UTO OOBIUHO HEOOXOAIMO
171 IpoAoJKeHMs aTaku. HeMemyeHHOe 3aBepllleHNe ceaHca IIOCTIe
3TOT0 MUHUMUSMPYET BEPOATHOCTb coxpaHeHMsA BpegoHocHoro II0.
OpnHako, eciy BbI He MCIIOJIb3yeTe Dangerzone [ OYMCTKY (Paiyios,
OHI OCTaHYTCH HEHaeKHBIMIL.

Ccbinku

[Ipn ncronp30BaHUY HEHAE)KHBIX CCBLIOK BaM HEOOXOOMMO 3ally-
II[aTh ABE BEILV: CBOI0 AHOHMMHOCTD U CBOXO MH(POPMALINIO.

o JIyu4ire Bcero OTKphIBAaTh HeHA/le)KHbIE CCBLIIKN B BBI/IeJIEH-
HoM ceaHce Tails 6e3 pa30IOKMPOBAHHOTO TOCTOTHHOTO Xpa-
HIINILA I NogKIrUYeHHbIX USB-HakonuTesei ¢ « IMYHbI-

**vice.com/en/article/v7gd9b/facebook-helped-fbi-hack-child-predator-buster-
hernandez

¢dangerzone.rocks/
"°tails.net/doc/persistent_storage/additional_software/dangerzone/index.ru.html
"*tails.net/doc/first_steps/welcome_screen/index.ru.html#index3h2
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Tails
Tails USB LUKS USB #1 LUKS USB #2
No Persistent Storage Website moderation Sketchy research

Ecyium USB-HakonMTENb C «JIMUHBIMY JAHHBIMI » VICIIOJIB3YeTCs IJIS
COXpaHeHUs OueHb KOH(PUAeHIMATbHBIX (aliinoB (Hampumep, TeKcTa
KOMMIOHUKe), JIyUIlle BCEro repe3anucars u yHuuToxuth USB-Hako-
[IUTEJb, KaK TOJIHKO (arirsl BaM Gosblie He moHamobarcs (cM. Really
delete data from a USB drive®). 3to ere oqHa MpuumHa UCIOIb30-
BaTh oTHenbHbll USB-HakonuTens oyd m006I1x (aiiinos, KOTOphIe
He0oOXOAMMO COXPAHUTh — BBl He HAKAILIMBaeTe KPUMIHAICTIUeE-
CKYIO0 ICTOPUIO BCEX CBOMX (PAVIOB B CBOEM ITOCTOSSHHOM XPaHVIIMIIE
Tails, 1 BbI MOKeTe JIETKO YHUUTOKUTH 9T USB-Hakommreu ¢ «my-
HBIMY JaHHBIMU» 110 Mepe HeoOXOOMMOCTI.

Ecnu BeI yxe ucnonssyere Tails u 3ammmdpoBaHHY 0 95IEKTPOHHYIO
[IOYTY, BbI, BO3MO>KHO, 3HAKOMBI C (PYHKI[MElT IIOCTOSHHOTO XPAHVIIN-
mia Thunderbird mua Baiero mourosoro diuka u kiaroueir PGP. 9ra
byHKIM He OyaeT paboTaTh NPU BKIIOUEHHOM IIepeKIIIouarelie 3a-
LIATHI OT 3anuCcy. BMeCTO MCIOIb30BaHNS TOCTOSHHOTO XPAHLIINIIA
IUIS 9JIIEKTPOHHOI ITOUTHI IIpocTo Botimure B Thunderbird ¢ momorsro
IMAP B xaxxgom HOBOM ceaHce. Kirroun PGP moxxHo0 xpanuTs Ha USB-
HaKOIINTelle «IIePCOHATBHBIX JAaHHBIX», KaK 1 J10007 Ipyroi daiii,
1 UMIIOPTHPOBATH NIPY HEOOXOMMMOCTH € ITOMOILIBIO «[[1creruepa
kitoueit OpenPGP» Thunderbird (Paitn — MMmopTupoBath OTKPHI-

*’anarsec.guide/ru/posts/tails/#real-no-udalit-dannye-s-usb
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TBIN Kinrou(n) n3 daruia / UMIopTupoBaTh CEKpeTHBIN KI0u(1) 13
darina). IIpenmy1ecTBO TAKOTO MOAXO0A B TOM, UTO €CJIM IIPAaBOOXpa-
HUTENbHBIM opranaMm ynacrcs oboittu LUKS, oHn Bce paBHO He moiy-
YyaT JOCTYII K BallleMy II0YTOBOMY fIIINKY, He 3Has I1apoJIsd Ballleil
3JIEKTPOHHOIA ITOYTHI.

OcBeAOMNEHHOCTb O PULLMHTE

JlaBajiTe BepHEeMCs K TeMe TOTO, KaK 3JI0YMBILIJIEHHUK OyeT IIPOBO-
IUTH yAAJIEHHYIO aTaKy', HalleJIeHHYI0 Ha BacC VUM Balll IIPOEKT C Ife-
JIBIO B3JIOMA; OTBET, CKOpee Bcero, «puimHr» f. duwune — 310 Korga
3JIOYMBIIIIEHHUK CO3/1aeT 3JIEKTPOHHOE MUCHMO (MJIU COOOIIEeHIe B
MIPIIOKEHNN), UTOOBI 0OMAaHOM 3aCTaBUTH BaC PacKpbITh MHPOpMa-
nuio v BHeIpuTh BpegoHocHoe I10 Ha Barr komieiotep. [lenresoil
Puwunet — 970 KOra 3JI0YMBILLUIEHHNK IIPOBEJ HEKOTOPYIO pa3Bes-
Ky ¥ UCIIOJIB3YeT yyKe M3BECTHYI0 eMy MH(POPMAIUIO O BaC, YTOOBI
aanTUpPOBaTh CBOIO (QUILMHIOBYIO aTaKy.

®uimHT paboTaeT TOJIBKO B TOM ClIydae, eClIM y 3JI0yMBbIIITIeHHIKA
€CTb CITI0CO0 OTIIPABUTh BaM COOOII[eHNe: BaM He HYKHO 0eCIIOKOUTh-
cs1 06 9TOM BEKTOpPE aTaKM [JIS TAKMX [EVCTBUIL, KaK OTIIPaBKa KOM-
MIOHVIKE JUJIV IIPOBEJEHIIE JICCIEeOBAHUII OEeMICTBUI, HO OH aKTyaJleH
LI IIPOEKTOB, OPMEHTUPOBAHHBIX Ha OOIIIeCTBEHHOCTh, KOTOpHIE
MMEIOT KaHal cBA3n. MIMeliTe B BUAY, UTO II0JIe «OT» B JIIEKTPOHHBIX
uchMaxX MOKeT ObITH IOIOENAH0, UTOOBI 0OMaHYTh BaC — IOIIINICDH
PGP*® cmsiruaer 310, JOKa3bIBas, UTO JIEKTPOHHOE IICHMO NeICTBU-
TeJIBHO OT TOTO, OT KOTO BBI OXKIJAETe €TI0 IONyUNTh.

Br1, BepodTHO, CIIBIIIATII COBET CKEIITUUECKN OTHOCUTBCA K II€PEXORY
II0 CCBLIKaM ¥ OTKPBITHUIO BJIOKEHMIT — BOT IIoYeMy. Ycrex (puimsHra
3aBMICUT OT BaIlIMX AEVICTBUIL, II09TOMY Ballla OCBEJOMJIEHHOCTb —
JIydIliag 3alluTa.

**anarsec.guide/posts/e2ee/#pgp-email
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BpenonocHsIit $haiir mian cchlIka paboTaeT, BBITOMHII KOA®! Ha Ba-
1eM KoMisioTepe. [15 BpeqoHOCHBIX GailioB KO BBIIOIHSIETCS TP
oTKpbITHY datina. [ BpeJOHOCHBIX CCHIJIOK KO BBIIIONHIETCS IIPK
rocenteHun Be6-caiita, 0OBIUHO ¢ TOMOIIbI0 JavaScript. Llens BbImos-
HEHUS 9TOT0 KOJIa — IIPEAOCTABUTH TOUKY BXOJa («HAUATIBHBII [0-
CTYII») IJI 3apa’keHUs Balllero KOMIIbIoTepa BpeqoHocHbIM I10.

Tails samnumaer ot BpegorHocHoro I10, meaHOHMMM3NPYIOIIETO Bac,
NIPVHYOUTEIbHO HAIIPaBJIAs BCe MHTEPHET-COeqMHEHN Uepes3 CeTh
Tor. OgHaKo, KaK TOJIBKO IPOTUBHUK IIONIYUUT «HAUATIBHBIN TOCTYII»,
OH IIOIIBITAETCS IIPOLOJUKIUTE CBOIO aTaKy;

+ yTOOBI CHIeNATh MHMEKIUIO CTOMKOIL ,°*2,

e YCTaHOBUTH IKpAH MK Kerurorrep ,*,

e UTOOBI U3BJIEUD Balllyl JaHHEIE ,*%

o IS QOCTVDKEHUS «IIOBBILIEHYS IIPUBIIIETMI» *

IToBbIIIeHNe IPUBIUIETUIL (T.€. TIEPEXOM OT HeIIPUBILIETMPOBAHHOTO
II0JIb30BaTEJI K aAMIHICTPATOPY B CUCTEMe) OOBIYHO HeOOXOMO
ng ooxona Tor. Tails He MMeeT mapossa agMUHUCTpPATOpa IO YMOJTUA-
HIIO (€ro HY’>KHO yCTaHOBUTH Ha 9KpaHe IIPUBETCTBUSA CEAHCa, eCIIN
HeO0XO¥IMO), UTOOBI 3aTPYJHNUTD «IIOBBIIIIEHIIE TIPVBIIETII».

[Mocnenumit aymut Tails®® 06HAPY>KIIT HECKOIBKO «ySI3BUMOCTEI I10-
BBILLIEHVIST IPUBIJIETMIT» ¥ JasKe ySI3BMMOCTB, KOTOpasi BergaBaia IP-
ajipec HENPYUBIIETMPOBAHHOTO II0JIb30BaTe L. ECIIM yCTOIMUMBOCTD K
arakaM BpeoHOCHOro I1O sBJIsleTCsl BasKHOI YACTHIO BALLIE MOMIEIN
yrpos, cMm. When to Use Tails vs. Qubes OS*".

“*en.wikipedia.org/wiki/Arbitrary_code_execution
“?attack.mitre.org/tactics/TA0003/
“attack.mitre.org/tactics/TA0009/
*attack.mitre.org/tactics/TA0010/
“en.wikipedia.org/wiki/Privilege_escalation
“*tails.net/news/audit_by_ROS/index.en.html
’anarsec.guide/posts/qubes#when-to-use-tails-vs-qubes-os
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