Bce aHapXMCTBI HOJDKHBI 3HATD, KaK MCIIOIB30BaTh Tails — B aTOM

TEKCTe OIVCBHIBAIOTCS HEKOTOPBIE JOIOJHUTEIbHBIe MephI IIPero- n

CTOPO’XHOCTM, KOTOpBIE BBI MOMKETE IIPENIIPUHATH, U KOTOPBIE Y"I LIJ M e n pa KTM KM
MMEIOT OTHOIIIeHVE K MOIENIM aHapXMUCTCKON yrpossl. He Bce

MOJIEJIV aHAPXVUCTCKON YTPO3bI OOVHAKOBEL, 11 TOJIBKO BBl MOXKETe ° I

pelINTh, Kakye Mepsl 110 CMATUYEHUIO ITOCIENCTBIUIL CTOUT IIpUMe- Ta I s

HATD JUIS Balllell TegTeIbHOCTI, HO MBI CTPEMUMCS IIPeIOCTaBUTh

COBETBI, KOTOPBIE ITIOIXOMAT IS BBICOKOPYICKOBBIX BUOB JESITENIb-

HOCTH, TAaKUX Kak TpeGoBaHMe HeiicTBus. Ecin Bol HoBUuOK B Tails,
Haunute ¢ OneparmonHas cucrema Tails - mist aHapxucros.
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Ita Bepcus 3uHa ObLIA ITOCIIEHNUIT pa3 00HOBIeHa 2024-11-25.
3arinure Ha caiT anarsec.guide/ru u ocMoTpure, HeT Ju 6ojee
MO30HUX peIaKIMil.

Cumeon T 03HauUaeT, YTO STOT TEPMUH €CTh B cioBape. Ai ferri
corti.

AnarSec 310 pecypc KOTOPBIII IIPU3BAH [IOMOUb aHAPXVCTAM OpU-
€HTHPOBATHCS BO BPXXeOHOM MUpe TEXHOIOTUIT — IT0J00pKa
roco6uii mo obecrieueHNo UUPPOBOIL GE30TACHOCT M AHOHUM-
HOCTH, a TaK)Ke II0 IIPOBEEHNI0 XaKePCKMX aTak. Bee mocobms
OOCTYIIHBI B BUfie OYKIIETOB, YTOOBI X MOXKHO OBLIO paclieyaTaTh
7 OYOYT IIOCTOSTHHO OGHOBIISTHCA.

3awumra

Tails

« Onepanunonnas cucrema Tails - mng anHapxucTon
+ Jlyummne npaxkruku Tails

Qubes OS
« Qubes OS for Anarchists
TenegoHsbi

« M36aBbcA OT IIIMIOHA B TBOEM KapMaHe
« GrapheneOS for Anarchists

O6Lme sonpocsi

+ Linux Essentials
« Remove Identifying Metadata From Files

Encrypted Messaging for Anarchists
« Make Your Electronics Tamper-Evident

HanaaeHue

Ckopo oxcudaemcst
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Bce aHapxuCcThI HOKHBI 3HATH, KaK MCIIOIB30BaTh Tails — B aTrom
TEKCTEe OITMCHIBAIOTCS HEKOTOPHIE MOIIOJIHUTEIbHbIE MepHI IIPeI0-
CTOPO’KHOCTM, KOTOPBIE BBI MOKeTe IPEeNIIPUHATH, I KOTOPHIe
MMEIOT OTHOIIIEHME K MOENN aHAPXMCTCKOI yrpo3bl’. He Bce mo-
JeJIV aHAPXMCTCKOM YIPO3BI OAMHAKOBEI, I TOJIBKO BBI MOXKETE
peLINTh, KaKye Mephl 110 CMATUEeHNIO ITOCIeCTBUI CTOUT IIpMMe-
HATD JJIS Balllell AesTeJIbHOCTY, HO MBI CTPEMMMCS IIPEIOCTaBUTh
COBETBI, KOTOpBIE ITOXOMSIT AJIsI BEBICOKOPUCKOBBIX BUJIOB Jes-
TEJILHOCTY, TAKMX KakK TpeGoBaHMe HeticTBud. Eciy BbI HOBUUOK B
Tails, naunute ¢ Oneparmonnas cuctema Tails - g anapxu-
cTOB.

HauneMm c paccMoTpeHMS Tpex TeM, 3aTPOHYTHIX Ha CTpaHULIe
npenynpesxgenuit Tails®: sanqura Barreit TMIHOCTH, OTpaHMIUe-
Hug cetu Tor 1 HeHaJeXHbIe KOMIIBIOTEPHL.

3aliura Ballen JIMYHOCTU NpPU

ucnonb3oBaHuu Tails

~
«

‘anarsec.guide/ru/posts/tails/
*tails.net/doc/about/warnings/index.ru.html
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Tails co3man @t cCOKpBITHA Bareyt tuuHocTy. Ho Heko-
TOpBIE Balllyl AEVICTBUA MOTYT PACKPBITh BAIly JIMUHOCTE:

1. O6MmeH ¢aitiaMmu ¢ MeTaJaHHBIMI |, TAKMMM KaK JaTa,
BpeMsI, MeCTOIIOJIOKeHe U MHpopMaIms 06 yCTpoii-
CTBe

2. Ucnonp3oBanue Tails mig HeCKONIBKUX LeJI€N OHO-
BpEMEHHO

1. O6MeH dainamm ¢ MeTaAaHHbIMU

I[TepByto mpo6iieMy MOKHO PellINTh, OUMCTIB MeTaJlaHHbIE
¢daiios epex Mx MyOIMKaLeIL:

+ Yro06sI y3HATh, KAK 3TO cOeIaTh, cM. Remove Identifying
Metadata From Files>.

2. Ncnonb3oBaHue Tails aAna 6onee uem
OAHOM L.en1 OAHOBPEMEHHO

STY BTOpPYIO HpO6J’IeMY MOXXHO CMATYNTDH C IIOMOIIIBIO TaK HA3bI-
BaeMoIt «KOMITIAPTMEHTAJIN3 AL

» Pasnmenenne® o3HauaeT paspmeneHe pasjIMIHbBIX BIIOB OeATelb-
HocTM min npoekToB. Ecu BeI ncnons3yete ceancs! Tails mis
Goiee ueM OIHOII L1eJIM OMHOBPEMEHHO, 3JI0YMBIIIUIEHHUK MO-
JKeT CBSI3aTh BalllM pa3jIIUHbIE BUABI NeATEIBHOCTI BMeCTe.
Hamnpumep, ecotyt BbI BXOOUTE B pa3Hble YUeTHBIE 3aIVICY Ha OJI-
HOM U TOM e BeO-calitTe B omHOM ceaHce Tails, Be6-caitT Mmoxxer
OIIpeIeNINTh, YTO yUeTHBIE 3aIIVICH VICTIONB3YIOTCA OTHVUM U TeM
JKe UeJIOBEKOM. DTO IIPOMUCXOIUT IIOTOMY, UTO BeO-CalIThl MOT'YT
OIIpeeNINTh, KOI/Ia IBA aKKayHTa JICIIOJIb3YIOT OOHY M TY XKe
cxemy Tor.

*anarsec.guide/posts/metadata/
*notrace.how/threat-library/mitigations/compartmentalization.html
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Tor network

Tor'’® (short for The Onion Router) is an open and distributed
network that helps defend against traffic analysis. Tor protects you
by routing your communications through a network of relays run
by volunteers around the world: it prevents someone monitoring
your Internet connection from learning what sites you visit, and it
prevents the operators of the sites you visit from learning your
physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and
organizations around the world. No single relay ever knows both
where the encrypted connection is coming from and where it is
going. An excerpt from a leaked top-secret NSA assessment calls
Tor «the King of high secure, low latency Internet anonymity»
with «no contenders for the throne in waiting». The Tor network
can be accessed through the Tor Browser on any operating system.
The Tails'”® operating system forces every program to use the Tor
network when accessing the Internet.

For more information, see Tails for Anarchists*®°

and Privacy
Guides*®. To understand the limitations of Tor, see the Whonix

documentation®®?.

8torproject.org/

" anarsec.guide/glossary/#tails
*anarsec.guide/posts/tails/#tor
#*iprivacyguides.org/en/advanced/tor-overview/
**2whonix.org/wiki/Warning
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Spear phishing

Spear phishing is more sophisticated than regular phishing'’,
which casts a wide net. In spear phishing, attackers customize
their forged messages and send them to a smaller number of
potential victims. Spear phishing requires more research on the
part of the attacker; however, the success rate of spear phishing
attacks is higher than the success rate of regular phishing attacks.

Synchronous communication

Unlike asynchronous communication'”?, both parties must be
online at the same time. This does not require servers for the
communication and is often referred to as «peer to peer».

Threat model

Threat modeling is a family of activities for improving security by
identifying a set of adversaries, security goals'’?, and

vulnerabilities'”®, and then defining countermeasures to prevent or

mitigate the effects of threats to the system. A threat is a potential
or actual undesirable event that can be malicious (such as a DDoS
attack'®) or accidental (such as a hard drive failure). Threat
modeling is the deliberate activity of identifying and assessing
threats and vulnerabilities.

For more information, see the No Trace Project Threat Library'”,
Defend Dissent: Digital Threats to Social Movements'’® and
Defending against Surveillance and Suppression'””.

%anarsec.guide/glossary/#phishing
*anarsec.guide/glossary/#asynchronous-communication
?anarsec.guide/glossary/#security-goal
"*anarsec.guide/glossary/#vulnerability
"*anarsec.guide/glossary/#ddos-attack
*notrace.how/threat-library/
"*open.oregonstate.education/defenddissent/chapter/digital-threats/
”’open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/
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« YUroObI He JaTh 3JI0YMBIIIIEHHUKY CBS3aTh BAIIIN HEVICTBIS
npu ucnonb3oBanun Tails, mepesamyckaiire Tails mexxay pas-
nunuHbIMU HeiictBusMu. Hanpumep, nepesanyckaiire Tails
MEXIy IIPOBEPKOI IVICeM Pa3HBIX IIPOEKTOB.

« Tails mo ymonuaumio aMHe3MpyeT, IO3TOMY [JIS COXPAHEHMS
M00BIX TaHHBIX 13 ceaHca Tails HEOGXOAMMO COXPaHUTH UX HA
USB-nakonurens. Eciin coxpanseMsle ¢aityibl MOTyT ObITH MC-
ITOJIb30BAHBI JJIS CBI3BIBAHMS BAILVX HEVICTBII, MICIIOIb3YyIiTE
pasusble 3ammudposanubie (LUKST) USB-nakonmrenn mis Kax-
noro gevictsusg. Hampumep, ncnonsayiite onue USB-Hakonn-
tenb Tails misa MmomepupoBanus Be6-caiiTa, a Pyroit — AJIs uc-
cneqoBanus nevictsuit. B Tails ects pyHKUMS, HazbIBaeMas
Persistent Storage, HoO MBI He peKOMeHIyeM JMCIIOIb30BaTh €€
11 XpaHeHUs JaHHBIX, 0 YeM MBI pacCKa)keM HIDKe’.

OrpaHunueHusa cemm Tor

*anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-
zashchity-ot-zapisi



Tails ncnonbsyer cers Tor®, MOCKOIBKY 9TO caMast CIIIb-
Has ¥ IOIyJIpHas CeThb AJIA 3allUTEI OT CJIEKKI I IIeH-
3ypsl. Ho y Tor ecTb orpaHmueHns, eciu Bac 6€CIIOKOAT:

1. CkpsITze TOTO, uTO BBI McIoab3yeTe Tor u Tails
2. 3amuTa BalllMX OHJIATH-KOMMYHMKAIIMIL OT peLln-
TEJIBHBIX VI OIIBITHBIX 3JI0YMBIILIEHHIKOB

1. CkpbiTve dakra ucrnonb3oBaHus Tor u
Tails

9Ty MEPBYIO MPOOIEMY MOKHO CMATUNTD C IIOMOIBI0 MOCTOB
Tor®:

« Tor Bridges — 910 cekpeTHbIe peTpaHCIATOpHI Tor, KoTOpbIe
CKpBIBAIOT Ballle ITOAKIIOUeHMe K ceTu Tor. OmHako 3T0 He06X0-
OVIMO TOJIBKO TaM, I'le IToAKIoueHne K Tor 3a6I0KupoBaHoO, Ha-
IIpUMep, B CTpaHaXx C KECTKOJI 1IeH3ypOIl, HEKOTOPBIMH I1y0-
JIMYHBIMY CETAMI VIV HEKOTOPBIMIY IIPOTrpaMMaMI PORUTENb-
CKOTO KOHTPOJII. ITO CBsI3aHO ¢ TeM, uto Tor u Tails sammmaror
Bac He TeM, UTO BbI BBITJIIAUTE KaK JI000I IPYyTroil M0JIb30Ba-
Tenb VIHTepHeTa, a TeM, UTO Bce mmonb3oBareu Tor u Tails BbI-
AT oquHaKkoBo. CTaHOBMUTCA HEBO3MOKHBIM OIIPEJIEJINTS,
KTO eCTb KTO Cpey HUX.

2. 3awmra ot peLumnTenbHbIX U OMbITHbIX
HanaAatoLmx

CxBO3HasI KoppensyuoHHas ataka’ — 3To TeopeTmyecKuil crrocod, ¢
IIOMOILIBIO KOTOPOTO II00ATbHBII 3JI0YMBIILIEHHIK MOKET Hapy-
LINTHh aHOHMMHOCTS Tor:

MoIHEbI1 IPOTUBHYK, KOTOPBI MOKET aHAIU3MPOBATh
BpeMs 1 popMy TpadmKa, BXOAAIIETO U MCXOIAIIETO U3

“tails.net/doc/anonymous_internet/tor/index.en.html#bridges
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used for decryption; the public key must be made public, and is
used for encryption. This is the model used for encrypted
communication, since the public key cannot be used for
decryption. All other parties must verify that a published public
key belongs to its intended owner to avoid man-in-the-middle
attacks'®.

There are several approaches to public-key cryptography. For
example, some cryptosystems are based on the algebraic structure
of elliptic curves over finite fields (ECC). Others are based on the
difficulty of factoring the product of two large prime numbers
(RSA). Public-key cryptography can also be used for digital
signatures*®*.

To learn more, watch this video*®®, or for a more detailed look, see
166

Defend Dissent: Public-Key Cryptography**.

Remote attacks

By remote attack, we mean that an adversary would access the
data on your phone or laptop through an Internet or data
connection. There are companies that develop and sell the ability
to infect your device (usually focusing on smartphones) with
malware®” that would allow their customer (your adversary, be it
a corporate or state agent) to remotely access some or all of your
information. This is in contrast to a physical attack'®.

For a more detailed look, see Defend Dissent: Protecting Your
Devices*®’.

**anarsec.guide/glossary/#man-in-the-middle-attack
**anarsec.guide/glossary/#digital-signatures
*youtube.com/watch?v=GSIDS_IvRv4
**open.oregonstate.education/defenddissent/chapter/public-key-
cryptography/
’anarsec.guide/glossary/#malware
**anarsec.guide/glossary/#physical-attacks
**open.oregonstate.education/defenddissent/chapter/protecting-your-
devices/
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Phishing

Phishing is a technique of social engineering**®. Attackers send
SMS messages, emails, chat messages, etc. to their targets to get
their personal information. The attackers can then try to
impersonate their victims. It can also be used to get the victim to
download malware'** onto a system, which can be used as a
starting point for hacking. Spear phishing

155 s a more

sophisticated form of phishing. For more information, see the
Kicksecure documentation*>°.

Physical attacks

A physical attack is a situation where an adversary first gains
physical access to your device through loss, theft, or confiscation.
For example, your phone may be confiscated when you cross a
border or are arrested. This is in contrast to a remote attack'”’.

For more information, see Making Your Electronics Tamper-
Evident'*®, the Threat Library***, the KickSecure documentation**’,

and Defend Dissent: Protecting Your Devices*.
Public-key cryptography

Public-key cryptography (or asymmetric cryptography) is the
192, Each party has two keys
(public and private). The private key must be kept secret and is

opposite of symmetric cryptography

***anarsec.guide/glossary/#social-engineering
P*anarsec.guide/glossary/#malware
anarsec.guide/glossary/#spear-phishing
Pekicksecure.com/wiki/Social_Engineering
7anarsec.guide/glossary/#remote-attacks
8anarsec.guide/posts/tamper
notrace.how/threat-library/techniques/targeted-digital-surveillance/
physical-access.html
1%kicksecure.com/wiki/Protection_Against_Physical_Attacks
*open.oregonstate.education/defenddissent/chapter/protecting-your-
devices/
‘**anarsec.guide/glossary/#symmetric-cryptography
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cetnt Tor, MOKeT GBITH B COCTOSIHUY AeaHOHMMU3UPOBATh
noJib3oBaresiein Tor. T aTaky Ha3bIBAIOTCI aTaKaMI
CK603HOU KOppenAyuu , IOTOMY UTO 3JI0YMBIIIJIEHHIK
IOJDKeH Habiromarh 06a KoHIa merny Tor oqHOBpeMeH-
HO. [...] ATaku CKBO3HOI KOPPEJSINI N3YUAINCh B VIC-
CJIeIOBaTEIhCKMX paboTax, HO MbI He 3HaeM HU 00 Of-
HOM (aKTIUeCKOM UCIIOJIb30BAHUN IS AeaHOHMM3a-
LM II0JIb30BaTeleln Tor.

Heuenesvie n uenesbie KopperisiuMoHHbIe artaku

Kax omnmcaHo B IpuBeJeHHOII BBIIIe LTATe, III00AIBHBII IIPO-
TuBHIUK (To ecTb AHB) Moxer B3imomars Tor ¢ momo1npio Koppe-
JIAUMOHHOM aTaky. Ecim sTo mpomsoliner, MHTepHeT-aapec, KOTO-
PBIIT BBI MICIIOJIB30BAJIN B KodeliHe 6e3 KaMep BUAeOHAOIIONeHN,
OymeT BeCTM TOJIBKO K Ballleit o01Ielt o6acTu (Harpumep, K Ba-
IIIeMy TOpOJy), IIOCKOJIbKY OH He CBSI3aH ¢ BaMI. KoHeuHo, 3T0
MeHee BEePHO, eCJIM BbI MCIIONIb3yeTe MeCTOIIOJIOKEeHIIE PeTyIIap-
Ho. KoppendmuoHHble aTaky elle MeHee OCYIIeCTBMIMBI IIPOTNB
ITOAKJIIOUEHMII K agpecy .onion, MOCKOJIbKY BbI HUKOTJa He IIOKH-
naeTe ceThb Tor, I09TOMY HET «KOHEUHOI TOUYKM», C KOTOPOI
MO’KHO OBLTO GBI KOPPEINPOBATh IIOCPEICTBOM aHAJIN3a CETEBOTO
TpaduKa (ecy MeCTOIIONIOKeHIe cepBepa HeM3BECTHO IIPOTUBHU-
Ky). CTOUT IIOMYEepPKHYTh, UTO «CKBO3HBIE KOPPENALMOHHBIE aTa-
K M3YUaNCh B MICCIIeJOBATEIbCKIX paboTax, HO MBI He 3HaeM
HI 0 KaKOM (paKTMUECKOM MCIIOJIb30BAHNN [JIS JeaHOHMM3a-
MU I10Jb30BaTesneit Tor».

To, UTO MBI Ha30BEM «IIeJIEBOVI» KOPPEJSILMOHHOI aTaKoi, Tro-
pasno 6ojiee BEPOATHO, IOTOMY UTO HErJIOOATBHBIN IPOTUBHUK
(T. . MeCTHBIE IPABOOXPAHUTEIBHBIE OPTAHbI) CIIOCOOEH Ha 3TO,
€CJIV BBI YK€ HAXOMUTECH B II0JIE€ UX 3PEHUS U SABIIAETECH LIEIBIO
¢dbusnueckoro Habmogenns’ u/mnu 1udpoBoro HaboKeHUT®.
TO MOATUII KOPPEJSILIMOHHO aTaKy, KOTa IIpeAroaraeMast

"notrace.how/threat-library/techniques/physical-surveillance/covert.html
®*notrace.how/threat-library/techniques/targeted-digital-surveillance.html

9



LIeJIb y’Ke M3BECTHA, UTO JesIaeT aTaky Oojiee JIETKO AJIst TOCTH-
JKEHMUS, IIOCKOJIBKY 9TO 3HAUUTENHHO COKpAIl[aeT 00beM JaHHBIX
1 duibTpauuu Oy Koppensiuun. HereneBas koppensioHHas
aTaka, VICIIOJIb3yeMasi A1 JeaHOHNMM3AIMN I10JIb30BaTess Tor,
ABJIseTCH OecrpereJeHTHON B TEKYILMX TOKA3ATeIbCTBAX, VIC-
II0JIb3YEMBIX B CY[E, XOTd «IieJIeBasd» KOppeJAlMOHHaA aTaKa JiC-
II0JIb30BaJIaCh B KauecTBe ITOATBEPKAAIOIIIET0 JOKa3aTeabCTBa’ —
I10/103p€eBaeMblIil yKe ObLT MAeHTUGUUMPOBAH, YTO ITO3BOJIIIIO
ClIeOBATEeJIIM COIIOCTABUTH MX HAOII0aeMBbIil CIIe] C OIIpeqesleH-
HOIT OHJIATH-aKTMBHOCTHIO. B UaCTHOCTM, OHI COIIOCTAaBIUJIN CETe-
BOIT Tpa(bm( Tor, ncxopgiuit 13 foMa II0J03peBaeMoro, Co Bpe-
MeHeM, KOI'Zla ero aHOHVMHBII IICEBAOHMM ObLI OHJIAMH B UaTax.

Yro6bI 06BACHNUTD, KAK 3TO paboTaer, OyQeT IIOJIE3HO, eCIIN y BaC
ecTb 6a30BO€ IIOHMMAaHIE TOTO, Kakas nHpopmanus Tor BugHa
Pa3INUHBIM TPETHUM JIMI[AM — CM. MHTEPAKTUBHYIO IpaduKy
EFF*. [l HeneeBOI KOPPEIALMOHHOI aTaKy CJIeT0BATEII0
HY>XHO OymeT Hauamb ¢ y31a évixoda Tor: B3siTh KOHKPETHYIO OH-
JIaliH-aKTMBHOCTD, MCXOAITYI0 U3 y3Jjla BBIXOJA, I MIONBITAThCA
COITOCTABUTH €€ C OTPOMHBIM 00beMOM ITI00AIBHBIX JAHHBIX, KO-
TOpBIE IIOCTYNAIOT Ha Y375l Bxofaa Tor. OgHako, eciau nomospeBae-
MBIl y>Ke UOeHTUUIMPOBaH, CJIef0BaTelb MOKET BMECTO 3TOTO
IIPOBECTU «IIeJIEBYIO» KOPPENILMOHHYIO aTaKy U Hauamb C Y3714
6x00a Tor: B3sITh JaHHBIE, BXOSIIINIE HA y3el BXoaa (uepes3 gusu-
uecKuil UIU Yugdposoii cired TIOKO3PEBAEMOro ), ¥ IOIBITATHCS CO-
IIOCTaBUTbh UX C KOHKPEMHOU OHJIAUH-AKMUEHOCMbK), ICXOAAIIEN
13 y3Jla BBIXOHa.

Ins Barrero gusuueckozo cieda oneparys 1o HabIIogeHII0 MO-
JKeT HabII0aTh, KaK BBl PETYJIIPHO XOqUTe B Kade, a 3aTeM II0-
IIBITAThCSA COIIOCTABUTD 3TO C OHJIANH-aKTUBHOCTBIO, B KOTOPOII
OHM Bac II003peBaloT (HAIIpIMep, eCJIt OHU IT0J03PEBAOT, UTO
BBI MOJiepaTop BeO-caiiTa, OHY MOTYT IIOIIBITATHCI COIIOCTABUTD
9TM BpeMeHHbIe OKHA C aKTUBHOCTBIO MOJiepaTopa BeO-caiiTa).

*medium.com/beyond-install-tor-signal/case-file-jeremy-
hammond-514facc780b8
“eff.org/pages/tor-and-https
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people to create social graphs), and other parties (to target
location-based advertising). Whenever you use a computer, you
are likely leaving metadata behind.

For more information, see Remove Identifying Metadata From
Files'* and Defend Dissent: Metadata'*°.

Open-source

The only software we can trust because the «source code» that it
is written in is «open» for anyone to examine.

Operating system (OS)

The system software that runs your device before any other
software. Some common examples include Windows, macOS,
Linux, Android, and iOS. Linux and some versions of Android are
the only open-source options on this list.

Passphrase

A passphrase is similar to a password**!, but is made up of words
instead of random characters.

Password

A password is a string of characters used for authentication. A
strong password consists of randomly chosen characters that all
have the same probability of occurrence and can be created with
the KeePassXC Password Generator.

For more information, see Defend Dissent: Passwords**?

*anarsec.guide/posts/metadata
%open.oregonstate.education/defenddissent/chapter/metadata/
anarsec.guide/glossary/#password
“?open.oregonstate.education/defenddissent/chapter/passwords/
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GnuPG / OpenPGP

GnuPG (GPG) is a program that implements the OpenPGP (Pretty
Good Privacy) standard. GPG provides cryptographic functions for
encrypting, decrypting, and signing text and files. It is a classic

140

example of public-key cryptography*’. When used with email,

141

metadata'" (such as email addresses) remains unencrypted. It does

not provide forward secrecy'*.

143

For more information, see this primer'*’. We don’t recommend it

for encrypted communications, here’s why'**.

LUKS

The Linux Unified Key Setup (LUKS)** is a platform-independent
specification for disk encryption. It is the standard used in Tails**’,
Qubes OS'’, Ubuntu, etc. LUKS encryption is only effective when
the device is powered off. LUKS should use Argon2id**® to make it

less vulnerable to brute-force attacks.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the
target is using), government agencies (to collect information about

“anarsec.guide/glossary/#public-key-cryptography
*'anarsec.guide/glossary/#metadata
?anarsec.guide/glossary/#forward-secrecy
*github.com/AnarchoTechNYC/meta/wiki/Pretty-Good-Privacy-
%28PGP%29
“**anarsec.guide/posts/e2ee/#pgp-email
®gitlab.com/cryptsetup/cryptsetup
““*anarsec.guide/glossary/#tails
anarsec.guide/glossary/#qubes-os
“*anarsec.guide/posts/tails-best/#passwords
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Ins Barrero yugpoeoeo ceda, eciy BbI UcIONb3yeTe MHTepHeT U3
I0Ma, CJIeIoBaTeIb MOXKeT HaOII0gaTh 32 BCeM BaIlInM Tpadukom
Tor, a 3aTeM IIOIBITATHCSI COIIOCTABUTD TO C OHJIATH-aKTUBHO-
CTbI0, B KOTOPOJI OHU Bac Io03peBatoT. [y Ballleil KOHKpemHou
OHTTaliH-akmueHocmu GoJiee CIIOXKHBIN aHaIN3 OyIeT BKIIOUATh
PETUCTPALINIO TOTKIIOUEHIT K CepBepy I OAPOOHOTO CpaBHe-
HI, a IPOCTOI aHATN3 OyqeT ueM-T0, UTO OyHeT IIyOIMIHO BU-
HO BceM (HampuMep, KOTa Balll IICEBIOHUM HaXOQUTCI B CETU B
yaTe MM KOTJa IIOCT ITyOIMKyeTcs Ha BeO-caiiTe).

BbI MOKeTe CMATUNTD BO3JEVICTBUE METONOB, JOCTYIIHBIX MOT'Y-
IIIeCTBEHHBIM IIPOTMBHIKAM, OTAaBasg MPUOPUTET CCHILJI-

KaM .onion, KOrjga OHI JOCTYIIHBI , IPTHNMAasI BO BHIMaHUe
BO3MO>KHOCTbH IleJIEHATIPABIEHHOTO HAOIIOMEeHUS U MICIIOIb-
3y mogkiroueHne Kk lHTepHeTy, KOTOpO€E He IPUBA3AHO K
Balllei JMUHOCTI.

UHrepHer-coeamHeHne, He NpuBsadaHHoOe K BalLeH
JTMYHOCTH

Hcnonp3oBaHune NHTepHET-COeAMHEHNs, He IIPUBA3aHHOIO K Ba-
IIeVl IMYHOCTY, O3HAUAeT, UTO eCJIM aTaKa Ha ceThb Tor OymeT
YCIIEILIHO, OHa BCe paBHO He eaHOHMMU3IpPYeT Bac. Y Bac ecThb
IBa BapMaHTa: UCI0ab30BaTh Wi-Fi 13 ob1iecTBeHHOTO MecTa
(manmpumMep, oty B Kade Oe3 KaMep BUIEOHAOIIONSHS) VI
JCII0JIb30BaTh aHTeHHY Wi-Fi uepes 0KHO 13 4aCTHOTO IIPOCTPaH-
CTBa.

Paborta B 061 ecTBEHHOM MecTe

Eciu BaM HY»KHO 1CIT0J630BaTh VIHTEpHET Hepery IsipHO, HAIIpu-
Mep, UTOOBbI OTIIPAaBUTh KOMMIOHIKE JJIV TIPOBECTY MCCIIE{0Ba-
HIe JeJICTBUIL, BBl MOXKeTe BBIIIOJIHITH OOHApY)KeHMe CIIeX-
Ku'' ¥ aHTUCIEXKY'? Iepeq TeM, KaK IMOITHI B KOQeIlHIo,
TOUHO TaK jKe, KaK BbI 9TO JieJIaeTe Iepef IPSIMBIM [eVICTBUEM.

“notrace. how/threat-library/mitigations/surveillance-detection.html
*’notrace. how/threat-library/mitigations/anti-surveillance.html
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CMm. «<How to submit an anonymous communiqué and get away
with it»** g momyueHMs KOMOTHUTENBHOV MHPOPMAITUY O TOM,
YTO BKJIIOUAeT B ceOsl OTIIpaBKa KOMMIOHMIKE.

IIpu ucnons3zoBarun Wi-Fi B 06111eCTBEHHBIX MECTaX CIEQyeT
YUUTHIBATH CIEAYIOLINE COOOpaskeHsT Oe30IIaCHOCTH:

« Bpems nmeer 3Hauenne. Eciiu BbI XOTUTE OTIIPABUTH OTUET Ha
ClleyIoIliee yTpo 1ocie 6eCIopsiiKOB MIM KOMMIOHVIKE BCKOpe
mmocyie akuuu (BpeMsi, KOTaa MOKeT ObITh Oojiee BBICOKUII PUCK
I{eJIeHaINIPaBIeHHOTO HAOII0AEeHS), PACCMOTPITE BO3MOKHOCTD
noposxaath. B 2010 rony, Ha cienylolliee yTpo I10CIe IIOJKora
6anka B Kaname, monuims ciaemmiia 3a Iogo3peBaeMbIM, KOTAa
OH IIIeJI M3 IoMa B MHTepHeT-Kade, 1 HabI0[aa, KaK OH pas-
Mell[aJl KOMMIOHIIKe, a 3aTeM 3aKallbIBasl HOyTOYK B jecy. Co-
BCEM HeJaBHO CJIeOBaTeJIV, OCYILeCTBIIIBIINeE pusnuecKoe Ha-
OnromeHNe 3a aHApXMUCTOM Bo PpaHIum', yCTaHOBUIIN CKPBI-
TYI0 KaMepy I KOHTPOJIS JOCTyIla B MHTepHeT-Kade Hemare-
KO OT I0Ma TOBapuIIa U 3aIlPOCUIN 3aIIICH BUAEOHAOIOqeHIUS
3a {eHb, KOra ObLIO OTIIPABIEHO KOMMIOHIUKE O IIOIKOTE.

» He Bxoxqnre B IpUBBIUKY IIOCEIIATh OMHY U Te e Kade CHOBA U
CHOBa, eCJIV MOsKeTe 3TOro 136exars. UeM yalile BbI IIOJIb3Yye-
TeCh IPOCTPAHCTBOM, TeM Oouibliie FIHTepHeT IpMBsI3aH K Ba-
et inyHocTy. KpoMe TOrO, ecim ciiexxka 3HaeT, Kyaa Bbl Ha-
IIpaBJIsgeTech, aHTUCIIEKKA He 6yaeT 3¢ eKTUBHOIL.

« Eciut BaM Hy)XHO KynuTh Kode, YTOObI IIOTYUUTH [1apOJIh OT
Wi-Fi, mnature HaaxmdHbIMI!

+ Bcranbre cIMHOII K CTeHe, UTOOBI HUKTO He MOT «3aJIe3Th Ha
IIJIeY0», YTOOBI YBUIETD BAlll 9KpaH, I B eajle YCTAHOBUTE HA
CBOII HOYTOYK 9KpaH KoHpumeHmanrbHoctn". Ecan BoI nuiire-
Te KOMMIOHUKe B ouaitu-ceccnu Tails mepen moxomom B o6iige-
CTBEHHOE IIPOCTPAHCTBO, BaM ITOHAXOOUTCS BCETO HECKOIBKO
MUHYT, UTOOBI 3aIIEPETHCS B OOILIECTBEHHOM TYaJIeTe, UTOOBI
OTIIPaBUTH €TO.

Bnotrace.how/resources/ru/#how-submit
notrace.how/resources/ru/#ivan
“anarsec.guide/ru/posts/tails/#ekran-konfidentsial-nosti
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To learn more, watch this video*. For a more detailed look, see
Defend Dissent: Authenticity through Cryptographic Signing'** or
our GPG explanation'*.

Encryption

Encryption is the process of scrambling a message so that it can
only be unscrambled (and read) by the intended parties. The
method you use to scramble the original message, or plaintext, is
called the cipher or encryption protocol. In almost all cases, the
cipher is not intended to be kept secret. The scrambled,
unreadable, encrypted message is called the ciphertext and can be
safely shared. Most ciphers require an additional piece of
information, called a cryptographic key, to encrypt and decrypt
(scramble and unscramble) messages.

For more information, see symmetric cryptography***

cryptography

, asymmetric
135

, or Defend Dissent: What is Encryption?**

Forward secrecy

Forward secrecy (FS, also known as «Perfect Forward Secrecy»)
combines a system of long-term keys and session keys to protect
encrypted communications from future key compromise. An
attacker who can record every encrypted message (man-in-the-
middle*”) won’t be able to decrypt those messages if the keys are
compromised in the future. Modern encryption protocols such as
TLS**® 1.3 and the Signal Protocol provide FS. For more
information, see Anonymous Planet’.

*anarsec.guide/posts/tails-best/#appendix-gpg-explanation
**anarsec.guide/glossary/#symmetric-cryptography
**anarsec.guide/glossary/#public-key-cryptography
**open.oregonstate.education/defenddissent/chapter/what-is-encryption/
“*’anarsec.guide/glossary/#man-in-the-middle-attack
**anarsec.guide/glossary/#https

**anonymousplanet.org/guide. html#forward-secrecy
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either a GUI (the GtkHash program) or a CLI command
(sha256sum).

For more information, see Linux Essentials'?®

. The Tech Learning
Collective’s «Foundations: Linux Journey» course on the
command line*** is our recommended introduction to using the

CLI/terminal.

Correlation Attack

An end-to-end correlation attack is a theoretical way that a global
adversary could break the anonymity of the Tor network'*. For
more information, see Protecting against determined, skilled
attackers'*® and Make Correlation Attacks More Difficult’®. For
research papers on the subject, see Thirteen Years of Tor Attacks'*®

and the design proposal on information leaks in Tor'*’.

Digital Signatures

Digital signatures are based on public-key cryptography™*°. A
private key is used to digitally sign data, while the corresponding
public key is used by third parties to verify the signature. Before a
public key is used to verify a signature, its authenticity should be
verified.

»*anarsec.guide/posts/linux/#the-command-line-interface
?*techlearningcollective.com/foundations/linux-journey/the-shell
»*anarsec.guide/glossary/#tor-network
**anarsec.guide/posts/tails-best/#2-protecting-against-determined-skilled-
attackers
**anarsec.guide/posts/tails/#make-correlation-attacks-more-difficult
28github.com/Attacks-on-Tor/Attacks-on-Tor#correlation-attacks
»’spec.torproject.org/proposals/344-protocol-info-leaks.html
*%anarsec.guide/glossary/#public-key-cryptography
Plyoutube.com/watch?v=s22eJ1eVLTU&listen=false
*?open.oregonstate.education/defenddissent/chapter/cryptographic-
signing/
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» Eciu kade 6e3 kamep BrIeOHAONIONEHNSI BCTPEUAIOTCS PEKO,
BBI MOKeTe IOIpoboBaTh MOTyUnTh KocTyn K Wi-Fi kodeitan
CHApY>K¥I, BHE 30HBI JeJICTBYUA KaMep.

« IlogmepsxmBaiiTe CUTYyalMIOHHYIO OCBEOMJIEHHOCTD ¥ OybTe
roToBbI BeITAUTH USB-Hakonurens Tails, 9TOOBI BBIKIIOUNTH
KOMIIBIOTEP B JI100071 MOMeHT. OueHb CJIO’KHO IO epKIUBATh
aJleKBaTHYIO CUTYaIMIOHHYIO OCBEIOMJIEHHOCTb, OCTABasCh CO-
cpenoToueHHBIM Ha ceaHce Tails — mogymaiite 0 TOM, UTOGBI
IIOIIPOCUTH GIM3KOr0 Apyra I000IIaThCs C BAMY, KOTOPBII MO-
JKET IOCBATUTH cebs MPUCMOTPY 3a BAIlINM OKpYskeHmeM. Ecin
USB-uakonnurens Tails ussieuen, Tails BEIKITIIOUNTCS U Hepe3a-
MIUIIET OIEPATUBHYIO TaMITh CIyJYallHBIMY HaHHBIMI . Bee
USB-nakonnurenn LUKS, xotropsle 6puIn pastIoKMpPOBaHBI B ce-
ance Tails, Terreps 6yayT cHOBa 3arndposansr. O6paTurte BHI-
manue, uto Tails npegynpexnaer'’ : «Pusnuecky usBieKaire
USB-HakonmTe b TONBKO B CIIyuae Upe3BbIUAIHON CUTYAI[NM,
TaK KaK 3TO MHOTAA MOXKET IIPUBECTU K II0JIOMKe (ajiioBOI CU-
CTE€MBI ITIOCTOSIHHOT'O XPAHVIINIIA».

- ¥ omHOro uesoBeKa, OTBEUAIOIIETO 33 PHIHOK JapKHeTa, U3b-
s KoMiipioTep Tails, Korma oH OTBJIEKCS Ha QayIbIINBYIO
npaky psapoM ¢ HuM. [Toqo6Has TakTMKa UCIIONB30BAIACH I B
apyrux nonuieiickux onepauusax'®. Ecan 6s1 ero USB-Haxo-
niutens Tails GBI IPUKPEIUIEH K MOSCY C ITOMOIIIBIO KOPOT-
KOTO KyCKa JIECKY, ITOJIMIMS, CKOpee BCero, IIoTepsiia ObI Bce
ynuku, korga USB-uakomnurens Tails 6b11 651 BoITaIeH. Bo-
Jlee TeXHIUEeCKM 3KBUBasieHToM gaBigercd BusKill?® — ognua-
KO MBI peKOMEH/IyeM IIOKYIIaTh €ro TOJIBKO JIMYHO MU pac-
IeyaTeIBaTh Ha 3D-puHTEpe®. ITO CBA3AHO C T€M, UTO JII0-
60e MIChMO MOKeT OBITh IlepexBaueHo’’ 1 N3MEeHEHO, UTO
cnenaeT 060pyIOBaHIe BpeXOHOCHBIM?.

*“tails.net/doc/advanced_topics/cold_boot_attacks/index.ru.html
"tails.net/doc/first_steps/shutdown/index.ru.html
*dys2p.com/en/2023-05-luks-security.html#attacks

“buskill.in/tails/

*buskill.in/3d-print-2023-08/
**docs.buskill.in/buskill-app/en/stable/faq.html#q-what-about-interdiction
*ru.wikipedia.org/wiki/BadUSB
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Pabora u3 nuuHoro NPOCTPAaHCTBA

Ecnn BaM HY>KHO peryJspHO II0JIb30BaThca MHTEpHETOM Mg Ta-
KIX IIPOEKTOB, KaK MOJepUpOBaHe BeO-caliTa MM B3JIOM, TO IIe-
pexon Ha HOBoe Mecto Wi-Fi mocite mpmasTIS KOHTpMEp HaOI0-
IOeHUs MOXKeT ObITh HepealVCTUUHBIM Ha eKeJHeBHOII OCHOBe.
Kpowme Toro, riiaBHBIM IPUOPUTETOM IIOTMIN OyIeT U3bATUE
KOMIIBIOTEpa, II0Ka OH He 3aIn¢poBaH, ¥ IM Iopasao Ipolie
3TOTO HJOOMUTHCA B OOIIIECTBEHHOM MECTe, 0COOEHHO €CJIV BBI Of-
HIL. B 3TOM cLieHapmy MaealbHbBIM CMATUYEHNEM SIBISETCS JIC-
noJb3oBaHMe aHTeHHbI Wi-Fi, paciosio)keHHOII 32 OKHOM B
YaCTHOM IIPOCTPAHCTBE, AJISI JOCTYIIA C PACCTOSHUSA B
HECKOJIPKO COT€H MeTPOB — (13nueckoe HaOIOqeHe He 3aMe-
TUT, KaK BbI BXOJUTe B Kade, VI He CMOXKET JIETKO U3BSITH BAlll
BKJIIOUEHHBIT HOYTOVK, a 11¢ppoBoe HaOM0qeHe He 3aMeTUT HI-
yero B BauleM gomaiiiHeM VHrepHeTe. UTOOBI 3aIIMTUTHCST OT
CKPBITHIX KaMep®’, BaM Bce PaBHO CJIefyeT ObITh OCTOPOKHBIM C
TEM, TJe BbI pa3MelljaeTe CBOIL SKpaH.

Ecan anrernna Wi-Fi camiikom TexHudeckas OJIs Bac, BbI MOYKETe
IOake 3aXOTeTh MCIOJIB30BATh CBOJ JOMAIITHNIL MIHTEPHET I
HEKOTOPBIX IIPOEKTOB, TPEOYIOIIMX YACTOTO JOCTyIla B MHTEPHET.
9TO IPOTUBOPEUNT IIPEIbIAYILIEMY COBETY He MCIIOIb30BaTh MH-
TepHEeT-COeAMHEHEe, IPUBI3aHHOE K Balllell IMYHOCTU. ITO KOM-
IIPOMICC: UCIIOIb30BaHme Tor 13 qoMa mmo3BoJIseT n30eKaTh Co-
3gaHusa GU3NUECKOTO Clef1a, KOTOPBIN TaK JIerKo HabIoaaTh, 3a
cueT co3maHus HMPPOBOro cjiena, KOTOPEIL 6ojee TEXHNUEH IS
HaOII0AeHNs ¥ U3 KOTOPOTO MOJKET OBITh CIIOKHEE CeIaTh
OocMbIC/IeHHbIe BIBOABL. CYIIIECTBYeT ABa OCHOBHBIX PICKA Jea-
HOHMMM3AI[1Y, KOTOPbIE CIeyeT YUUTHIBATH IIPU MCIIOTIb30Ba-
HUI JOMAIITHETO MHTEPHETa: UYTO IPOTUBHUK IeaHOHUMU3UPYET
BaC C IIOMOIIBIO aTaKM KOPpessiuy Tor My UTo OH JeaHOHUMMU-
3UpYeT Bac, B3JIOMAaB BAIlly CUCTEMY (HAIIpMUMep, C IOMOILIbIO Gu-
HIMHra**) uTo mospoisgeT uM oboiTu Tor®. UroOnI cuenars 00e

*notrace.how/earsandeyes
**anarsec.guide/ru/posts/tails-best/#osvedomlennost-o-fishinge
*anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os

14

See When to Use Tails vs. Qubes OS*'". We do not offer «<harm
reduction» advice for Windows or macOS computers, as this is
already widespread and gives a false sense of privacy and security.

Encrypted Messaging

118

See Encrypted Messaging for Anarchists
Storing Electronic Devices

See Make Your Electronics Tamper-Evident'®.

Mpunoxenune: Cnoeapb

Asynchronous Communication

Unlike synchronous communication'®’, both parties do not need to
be online at the same time. This relies on some sort of server to
store messages until the message recipients come online. This is
the type of messaging that most people are familiar with (email,
Signal, etc.).

Command Line Interface (CLI)

The «command line» is an all-text alternative to the graphical
«point and click» tool that most of us are more familiar with; the
Command Line Interface (CLI) allows us to do some things that a
Graphical User Interface (GUI) does not. Often, either a GUI or a

CLI would work, and which you use is a matter of preference. For

121 122

example, in Tails'*!, you can verify the checksum'# of a file using

"anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
“8anarsec.guide/posts/e2ee/

*anarsec.guide/posts/tamper/
*%anarsec.guide/glossary/#synchronous-communication
**anarsec.guide/glossary/#tails
**?anarsec.guide/glossary/#checksums-fingerprints
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like an «encrypted landline» and leave it at home when
you are out of the house. See Kill the Cop in Your

Pocket®.

Your Computer

110,

Operating system''’: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections
through the Tor network*'!. See Tails for Anarchists'*?

and Tails Best Practices**>.

Operating system''*: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve
and no anti-forensic features. However, it is accessible
enough for journalists and other non-technical users.
Basic knowledge of using Linux is required — see Linux

. Qubes OS can even run Windows programs
such as Adobe InDesign, but much more securely than a
standard Windows computer. See Qubes OS for

Essentials'*’

Anarchists**®.

109

"anarsec.guide/glossary#operating-system-os
Manarsec.guide/glossary#tor-network

112

113

"anarsec.guide/glossary#operating-system-os

115

116

anarsec.guide/posts/nophones/
anarsec.guide/posts/tails/
anarsec.guide/posts/tails-best/

anarsec.guide/posts/linux
anarsec.guide/posts/qubes/
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9TM aTaky 6oJiee CJIOXKHBIMY, MbI peKOMEHyeM ITOAKII0UAThCSI K
VPN neped nonknrouenuem K Tor (1.e. Ber — VPN — Tor — Un-
TepHeTr*®) mpu mcnosb3oBanuu Tails u3 qoma, uro Tpebyer 3amyc-
ka VPN c Baurero ceTeBoro ycTpoiicTsa (MapLIpyTHu3aTopa WiIn
arnmapatHoro 6panaMayapa). Bosee mogpobuyo nadpopmanuio o6
o6ocuoBaunu cM. Privacy Guides®.

MoaBoAS HUTOr

Il menuKaTHOM U HeperyJISpHON MHTepHeT-aKTMBHOCTY MC-
[OJIB3YIITe MHTEPHET-TIOAKI0UEHE U3 CIyUaiHoro Kade, KOTO-
pOMYy IpenlIecTBYeT OOHAPYKEeHIE CIEKKU U aHTUCIIeXKa. [l
IeiCTBUIL, TpeOYyIOIINX eKeTHEBHOTO AoCTya B IHTepHeT, Tak
4TO INPUHATIE Mep IPOTUBOLEIICTBUA CJIEKKE U IIOMICK HOBOTO
Kade HepeabHBI, JIyUllle BCETO UCIIOIH30BaTh aHTeHHy Wi-Fi. Ec-
JIVI 9TO CIMIIKOM TEXHITUECKN HJIS BaC, TO MOKHO MCIIOJIF30BATh
momatrHuil Wi-Fi, HO i1 9TOro HY>KHO JOBEPATh YCTOUMBOCTI
Tor k KOppeNAIMOHHBIM aTakaM, MepaM, KOTOpbIe BbI IIpMHMUMAae-
Te IIPOTUB B3JI0Ma, I BanteMy VPN-mposaiinepy.

*gitlab.torproject.org/legacy/trac/-/wikis/doc/TorPlusVPN#you-vpnssh-tor
*’privacyguides.org/ru/advanced/tor-overview/#safely-connecting-to-tor
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CHu>XKeHMe PUCKOB NpH
MCMNONb30BaHMU HEHAAEXHbIX

KOMMNbIOTEROB

N v e T

Tails moxeT Ge3omacHo paboTaTh Ha KOMIIBIOTEpe, Ha KO-
tTopoM ectb Bupyc. Ho Tails He Bcerga MoskeT 3aIllUTUTh
Bac, Korga:

1. YcraHOBKA € 3apa’keHHOT0 KOMITBIOTEPA
2. 3anyck Tails Ha kommbioTepe ¢ HeucnpaBHoit BIOS,
IIPOIINBKOII JIM 060pyHOBaHIEM

1. YcraHoBKa ¢ 3apa>keHHOro Komnbiorepa

9Ty HepByI0 IpobIeMy MOXKHO PEIIUTh, MCIIOJIb3Y s AJIsS yCTa-
HoBKM Tails koMnbroTep, KOTOpOMY BHI OBEpsIeTe:

**anarsec.guide/posts/qubes/
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¢ tornet.biz'™

MpunoxeHune: PekomeHaauum

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance'*?
for the purposes of incrimination'* and network mapping**. Our
goal is to obscure the State’s visibility into our lives and projects.
Our recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted

*: «So let’s be clear about our

surveillance measures in France'
responsibilities: if we knowingly bring a networked device
equipped with a microphone and/or a camera (cell phone, baby
monitor, computer, car GPS, networked watch, etc.) close to a
conversation in which “private or confidential words are spoken»
and must remain so, even if it’s switched off, we become a

potential state informer..”

You may also be interested in the Threat Library’s «Digital Best
Practices»'*°.

Your Phone

107,

Operating system'’”: GrapheneOS is the only
reasonably secure choice for cell phones. See GrapheneOS
for Anarchists'®®. If you decide to have a phone, treat it

*tornet.biz/threads/luchshie-praktiki-tails.225/

2notrace.how/threat-library/techniques/targeted-digital-surveillance.html

*notrace.how/threat-library/tactics/incrimination.html

%*notrace.how/threat-library/techniques/network-mapping.html

19 actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-
preventive-surveillance-measures-france/

% notrace.how/threat-library/mitigations/digital-best-practices.html

"anarsec.guide/glossary#operating-system-os

**anarsec.guide/posts/grapheneos/
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LLlar: MpoBepbte otkpbithiK kntoy Tails

* gpg --import < tails-signing.key MMIOPTUPYET OTKPBITHIN
w0y Tails B Baliy cBA3Ky KiIrouert, 4TO6BI ero MO>KHO OBLIO MC-
TI0JIb30BaTh.

e gpg --keyring=/usr/share/keyrings/debian-keyring.gpg --
export chris@chris-lamb.co.uk | gpg --import mMIopTu-
pYyeT OTKpBITHIN Kitou padpaborunka Debian B Baury cBsi3ky
KJIIOUell, YTOOBI €ro MOYKHO OBIJIO MCITOJIb30BATh.

e gpg --keyid-format Oxlong --check-sigs
A490D0OF4D311A4153E2BB7CADBB802B258ACD84F 1103BOIIET BaM
IIPOBEPUTDH OTKPBITHIN Kintou Tails ¢ OTKpBITBIM KiTToUOM paspa-
6otumka Debian, mpoBepnB BHIBOA B COOTBETCTBUM C MHCTPYK-
uusaMu. ITO OeaeTcs OIS TOro, YTOOBI B ClIyuae KOMIIpOMeTa-
LMY MCTOUHMKA OTKpBITOTO Kittoua Tails (tails.net) y Bac 611
BHEIIHUIT ICTOYHMUK MCTUHBI, KOTOPBIN Bac IpeayIpeauT.

e gpg --lsign-key
A490D0OF4D311A4153E2BB7CADBB802B258ACD84F cepruduumpyer
OTKPBITHII KoY Tails ¢ moMomisio Kioua, CO3qaHHOTO BaMI
Ha IIOCJIegHEeM IlIare.

Terepb MbI 3HaeM, UTO y HAC €CTh ITOAJIMHHAS BEPCUs OTKPBITOTO
kiroua Tails. gpg Takke 3HaeT 9TO, IOTOMY YTO MBI PELLIIIN CEP-
T UUUPOBATH €ro.

LLlar: NpoBepbte 3arpy>keHHbIM daunn
Tails .img

o« TZ=UTC gpg --no-options --keyid-format long --verify
tails-amd64-6.1.img.sig tails-amd64-6.1.img mo3BOJIg€ET
BaM MPOBEPUTH, UTO (Hail .img IOAMICAH TaK, KaK 1 JOJDKHO
OBITh, IPOBEPUB BHIBOA B COOTBETCTBUM ¢ MHCTPYKImamu. Ho-
Mepa Bepcuil B KOMaHe M3MeHATC.

Teneps, Koraa MbI 3HaeM, UTO y HAC €CTh ITOJIMHHASA BepCus
¢aitna Tails .img, MBI MOXXeM IIPUCTYINUTD K €r0 YCTAHOBKe Ha
USB-HakonUTENb.
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« CoriacHO HAIIMM pEKOMEHIAIMAM (rec), B Uieale 9T0 JOJDKHA
651Th cucTeMa Qubes OS?, Tak Kak ee Topasao CIOKHee 3apa-
3UTh, UeM OOBIUHBIN KoMIbIoTEp Linux.

« Wcnomnsayitre metox ycranoBku « Terminal» «Debian or Ubuntu
using the command line and GnuPG»?°, Tak xak oH GoJee Tia-
TEJIBHO IIPOBEpPsIET LEeJIOCTHOCTD 3arPy3KU C MCIIOJIb30BaHUEM
GPG'. Eciiut ncnonp3oBaHme KOMaHIHO CTPOKU ' [JIs1 BAC HEIIO-
HATHO, M3yUNMTe OCHOBBI KOMaHIHOI CTPOKY C ITOMOLIBI0 Linux
Essentials®® u cm. IIpuinoxenue Hyske®'.

« Ilocne ycranoBku He nogkitoyarite USB-uakonunrens Tails (nin
mo6ste USB-nHakonurenu LUKST, ncnons3yemsre Bo Bpems ce-
aucos Tails) k pyruM KoMIIbIOTEpaM; eCiiyt KOMIIBIOTEp 3apa-
JKeH, MHpeKIMsI MoXeT pacrpoctpaHutbed Ha USB-Hakomm-
TeNnn?,

2. 3anyck Tails Ha koMnblotepe ¢
nospexaeHHbim BIOS, npowwmekon unum
obopyaoBaHMeM

Sra BTOpas mpobieMa TpebyeT HECKOJIBKMX cMATUeHmit. [laBaiiTe
HauyHEM C HECKOJIBKMX OIpeeIeHNI.

« ITpoepammmoe obecnererue — 3TO MHCTPYKLIMK IJII KOMIIbIOTe-
pa, 3aIMICaHHBIE B «KOJE».

« Annapammnoe obecneuerue — 3T0 PU3UUECKUIT KOMIIBIOTED, KO-
TOPBII BBI UICIIOIb3yeETe.

« ITpowuska — 3T0 HN3KOYpOBHEBOE IIPOrpaMMHOe obecIieueHue,
BCTPOEHHOE B YacTh 000PYyOOBaHNA; BBl MOXKETe IIPOCTO LyMaTh
0 HeM Kak O CBSI3YIOIl[eM 3BeHe MeKIy 000pyIOBaHMEM U BbI-
COKOYPOBHEBBIM IIPOIPaMMHBIM 00ecIleueHeM OIlepPalyIOH-
HOIJI cucTeMBbl. ETO MOXHO HalITV B HECKOJIBKUX Pa3IMUHbBIX

#tails.net/install/expert/index.ru.html
*°anarsec.guide/posts/linux/
*'anarsec.guide/ru/posts/tails-best/#prilozhenie-obiasnenie-gpg
**ru.wikipedia.org/wiki/BadUSB
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KoMIoHeHTax>® (kectkue nucku, USB-Hakonurenn, rpaduue-
CKIII IIPOIECCOP U T. I.).

« BIOS — 310 cienuiasipHas IPOIINBKA, BCTPOEHHAS B allriapar-
HYIO UaCTh «MATEPUHCKOI IJIATHI» U OTBEYAIOIIAS 32 3aTPY3KY
KOMIIbIOTEpA NPV HAKATUM KHOIIKI ITUTAHNA.

YV Hammx IPOTUBHUKOB €CTh JBE KATErOPMI BEKTOPOB aTak: ¢pu-
3uueckue ataku’ (uepes GpusanuecKnit JOCTyII) 1 yIaJeHHbBIE aTa-
ku' (uepes ymaneHHslit qoctyn K MurepHery). [IpotusHuk ¢ dhu-
3MUECKUM JOCTYIIOM MOKET CKOMIIPOMETIPOBATH IPOrPaMMHOE
obecrnieueHne (HapuMep, 3aMEHUB OMEPALIMOHHYIO CICTEMY Bpe-
OOHOCHOII Bepcuelt), obopynoBaHue (Hanpumep, 106aBUB Keli-
JIorrep) U MpoInuBKy (Hanpumep, 3amenus BIOS BpenoHocHO
Bepcueit). [IpOTMBHIUK ¢ yIaJIEHHBIM JOCTYIIOM HAUMHAET CO
B3JI0Ma Bac (KOMIIpOMeTaIys IIPOrpaMMHOr0 00eCIIeueHs), a 3a-
TEM MOJKET IIepPeT K KOMIIPOMETALMY IIPOIIBKIA.

Ecy 3710yMBILITIEHHNK B3JIOMAJI allllapaTHoe obecreyeHue M
IIPOIIMBKY HOYTOYKa, 9TO TaKKe IIOCTABUT IIOJ yTPO3Y CEaHC
Tails, mockonpKy omeparmonHas cucreMa OyaeT paboTaTh Ha Bpe-
IJOHOCHOII OCHOBE.

He BceM HyXHO IpUMeHATH Bce coBeThI Hinke. Hampumep, ecin
BBI Mcrionb3yete Tails TOTBKO I aHOHMMHOTO IIPOCMOTpa Be6-
CTpaHNI[ ¥ IMVCHbMEHHOI IIePeCKY, HEKOTOPBIE M3 HUX MOTYT
okasaTbcs u3nnirHuMu. OXHaKo ecyy BbI ucnonb3yere Tails mos
IIOJIauy 3aBJICHN O AeICTBUAX, KOTOPhIE B BBICOKOII CTeIIeHN
KPUMIHAJIN3MPOBAHEL, 60JIee TIATEeIbHBII II0JXO0, BEPOITHO,
OymeT yMecTeH.

Anﬂ CMSIrYeHUsl NOCI1eACTBMU GU3MYECKMX aTak:

+ Bo-mepBbIX, KynuTe HOBBIN KoMubioTep. HoyTOyk 13 ciy-
YalfHOTO BOCCTaHOBJIEHHOI'0 KOMIIBIOTEPHOTO Mara3mHa BpsA
Ju yke ckoMmrnpoMmerupoBar®?. [lokynaiiTe KOMIIBIOTEp 3a Ha-
JIMYHBIE, YTOOBI €TI0 HeJIb3d OBLIO OTCIeANTD [0 BAC, M JIMUHO,

*Kkicksecure.com/wiki/
Firmware_Security_and_Updates#Firmware_on_Personal_Computers
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Digital Signatures

Alice

I am sending ) Signing
100 BTC to Bob. (Encryption)

+ Alice's Private Key

DFCD3454
BBEA788A

Bob *

I am sending Verification
100 BTC to Bob. [ “® (Decryption)

Alice's Public Key

Tails mopmyceIBaeT CBOM peN3bl, X TOJIBKO OHM MOTYT 3TO CHe-
JIaTh, IOTOMY YTO TOJIBKO y HUX €CTh X 3aKpbIThIN Kitou. OqHa-
KO 5T MOTY IIPOBEPUTD, UTO 3Ta IOIIICH NeJICTBUTENbHA, IMes KO-
IO MIX OTKPBITOTO KiIfoua. Tereps s 00BsICHIO gPEKOMAHIBI B
MHCTPYKLUAX 10 IpoBepke Tails®.

LLlar: TeHepaums napbl knouen

i HIT BOICTBO Riseu I naH -
Tails pekome €T 9TO PyKoBOACTBO Riseup® mig cosmanmd cob
CTBEHHOI I1aphbl KIOUEIL.

» gpg --gen-key 3aIpoCUT Y BaC HEKOTOpbIe ITapaMeTphl KOHpU-
Iyparum, a 3aTeM CTeHepUpyeT Iapy KIoYell.

*tails.net/install/expert/index.ru.html
riseup.net/en/security/message-security/openpgp/gpg-keys#using-the-
linux-command-line
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Ucnons3oBanue gpg Tails Bo Bpemst ycraHOBKU OyHeT MeHee 3a-
IIyTaHHBIM, €CJIM BRI IIOJIMeTe, KaK OH paboraer.

Cuauaia Hemuoro noscaennit. PGP u GPG™ — aro repmuHsI, Ko-
TOpBIE MOKHO VCIIOJIB30BaTh B3anmosdamensemo; PGP (Pretty
Good Privacy) — aro craumapr mmmdposanus, a GPG (GNU
Privacy Guard) — aro nmporpamma, kotopas ero peannsyer. PGP/
GPG Taxke ucronb3yercs s 3ammdpoBaHHON 9JIEKTPOHHOM
nepenucku’’), HO MbI UCIIOJIb3YEM €T0 3[1eCh TOJBKO IJIS IIPOBEP-
KI1 1{eJIOCTHOCTY Y1 TIOJJITHHOCTY (pajiIoB.

GPG — xnaccuuecknii mpuMep KpUnrorpaduu ¢ OTKPHITHIM KITIO-
yom’. GPG nipepocrasisier kpurnrorpaguyeckme QyHKIMN IS
wmdposanusa’, memmdposanmsa u nognucu GHaiIoB; HAC 30ECh
nHTepecyeT undposas moamnuck daiuros. Komanna Tails momgmm-
coiBaeT unpposbiMu’ mognucsamu ceou penussl .img. GPG maer
HaM BO3MOKHOCTb IIPOBEPUTE, UTO (ailil JeICTBUTEIHHO ObLI
«IIOATIVICAH» Pa3paboTUMKAMMU, UTO IT03BOJISIET HAM OBITH yBEPEH-
HBIMI B TOM, UTO OH He ObLI ITOJeJaH.

Terieps BaM HY’KHO ITOHSTb OCHOBBI KPUIITOIPapUM C OTKPBITHIM
xiouoM. 9to Bugeo Computerphile®® comepsxnt oriamyHbIit 0630p
C HaMIAOHBIMU ITocoOuUstMu. IT0IBOMISA UTOT, MOXKHO CKa3aTh, UTO
IS IIOAIIVICY COOOIIEHNIT MCIIONB3YETCS CEKPETHBIN/3aKPhI-
THII KJII0Y , ¥ TOJIBKO II0JIb30BATENb, Y KOTOPOTO €CTh 3TOT KJIK0Y,
MOXeT 3T0 ceaTh. KakxgoMy 3aKphITOMY KJII0OUY COOTBETCTBYET
OTKPBITHII KJIFOU — 9TO HAa3bIBAETCS MAPOil Kirrouert . OTKpbI-
TBI KJIFOU [T€pPeJAETCs BCEM U UCIIOIb3YEeTCs ISl [IPOBEPKU IIO-
IIUCHL.

°’anarsec.guide/posts/e2ee/#pgp-email
**youtube.com/watch?v=GSIDS_lvRv4
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IIOTOMY UYTO IIOUTy MOKHO IIepeXBAaTUTh — I1OAeP>KaHHbIII
Thinkpad — memeBsiit n HamexHbIIT BapuaHT. JIyuire Bcero mc-
oJIb30BatTh Tails ¢ BbIgeIeHHBIM HOYTOYKOM, UTO He ITO3BOJIUT
3JIOYMBIIIUIEHHIKY HaIleJIMThCS Ha MPOLINBKY Yepe3 MeHee 3a-
LUIIEHHYIO OIIEPAIVIOHHYIO CUCTEMY VUM Yepe3 BaIllyl 0ObIu-
Hble HeaHOHVMHBIe JeiicTBus. Ellte oqHa npuunHa NMeTh BbI-
IeJIeHHBII HOYTOYK 3aKJII0YaeTcs B TOM, YTO eCJIM YTO-TO B
Tails ctomaercs, no6as nHGOpMAaIs, KOTOPAst IIPOCOUNTCS U
packpoeT HOYTOYK, He OyIeT aBTOMaTUUeCK! CBI3aHa C BAMU U
BaIllell IIOBCEeJHEBHOI JesITeJIbHOCTHI0 Ha KOMITBIOTEpe.

« CoenaiiTe BUHTHI HOYTOyKa 3alMIIeHHBIMI OT HECAHK-
IIMOHMPOBAHHOTO AOCTYIIA, XpaHNITE €ero B 3allUIIeHHOM
OT HEeCaHKIMOHMPOBAHHOTI'O JOCTYIIa COCTOSTHIM M CJIeXU-
Te 3a B3JIoMaMIUL. [IpMHAB 3TU MepbI IIPegOCTOPOKHOCTH, BBI
CMOKeTe 0OHAPYKUTD JII00bIe Oynyiune Gu3nuecKme aTaki.
OsunakomsbTech ¢ pykoBoactBoM «Make Your Electronics
Tamper-Evident»**, 4To65I aganTpoBaTh BUHTHI BAILIETO HOYT-

**arstechnica.com/tech-policy/2014/05/photos-of-an-nsa-upgrade-factory-
show-cisco-router-getting-implant/
**anarsec.guide/posts/tamper/
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OyKa, UCIIOIB3YIITe KaKyo0-1100 GopMy 0OHAPYKEHUS BTOPKe-
HIIL M XpaHUTe HOYTOYK JOJDKHBIM 00pa3oM. XpaHUTe Bce
BHEIIIHIIE YCTPOJICTBA, KOTOPBIE BBI OymeTe MCII0JIb30BaTh C HO-
yTOyKoM, TakuM xe obpazom (USB, BHEIITHMIT KeCTKMIT TIICK,
MBIIIB, K1aBuaTypa). Korga ¢usnueckie BeKTOpBI aTak cMsrde-
HBI, 3JI0YMBIIUIEHHIK MOXET MCIIOIb30BaTh TOJNBKO yIAIeH-
HBIE aTaKI.

Aflﬂ 3aLUMTbl OT yAarieHHbIX arak:

« Ucnonn3syiiTe Wi-Fi, He cBA3aHHBII ¢ Balllel JMUYHOCTHIO.
MEI peKOMeHyeM 3TO He TOJIBKO IS 3all[UThI OT JeaHOHVIMIU-
3amuu, HO M JJI 3allIMTHI OT B3jioMa. Jlydire HUKorga He yc-
[10JIH30BaTh BhIAENEeHHBIT HOyTOYK Tails Ha Bamiem momariraem
Wi-Fi. 9to menaer HOyTOyK ropasgo MeHee SOCTYITHBIM [JIS
yIaJeHHOTO 3JI0YMBILLUIEHHIKA, UeM HOYTOYK, KOTOPBIIL pery-
JIApHO IOAKIIOUEH K BallleMy goMaltHemy Wi-Fi. 3moymsr-
JIEHHUKY, HalleJIMBILIEMYCS Ha Bac, Hy>)KHa OTIIpaBHas TOUKa, 1
Bamt gomanrauit Wi-Fi — moBoJIbHO xopollias ToukKa.
N3BieKknTe >KECTKMIL AMCK — 39TO IIPOILe, UeM Kakercs. Ecin
BbI IIOKyTIaeTe HOYTOYK, BBl MOKeTe IIONPOCUTh MarasuH cie-
JIaTh 9TO M MOTEHIMAJIBHO COKOHOMMUTh HEMHOI0 feHer. Ecin
BbI uirete Ha YouTube «u3Bneus sxeCcTKMIT GUCK» IJIS Balllelt
KOHKPETHOII Mofey HoyTOyKa, BeposATHO, OymeT obyudaroiriee
BULeO0. YOequTech, UTO BBl U3BJIEKIV aKKyMYJIITOp HOYTOYKa 1
OTCOEIUHILIY IIHYp NUTaHMA. MBI U3BJIeKaeM >KeCTKUIT UCK,
YTOOBI IMTOTHOCTBIO YIANIUTH IIPOIIMBKY >KECTKOTO JUCKa, KOTO-
pas, Kak U3BECTHO, OblIa CKOMIIPOMETUPOBAHA XaKepamMum*®.
JKecTkmit myICK SBJISETCSA YACThIO IIOBEPXHOCTY aTaKy, I OH He
HYy’KeH B paboueil cucreMe, Takoit kKak Tails, koropas paboraer c
USB.

Iogymarite o ToM, uT00BI yxanuth unrepgeric Bluetooth,
KaMepy U MUKPOQOH, XOTs 3T0 60jIee CII0KHO — BaM ITOHAIO0-
OMTCS PYKOBOJCTBO ITOJIB30BATEJIS AJIs Balllell MOeIN HOyTOy-
ka. Kamepy MoxxHO, 110 KpaitHell Mepe, «OTKIIOUUTDH», HAaKJIENB

**wired.com/2015/02/nsa-firmware-hacking/
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st cuHXpOHHBIX ' U aCMHXPOHHBIX' COOOLIEHNTT MBI PEKOMEHY-
em Cwtch®®, ectut TOIBKO 9TO He AHOHUMHSBIN ITYOIMUHBII IPO-
€KT, B 9TOM cJIydyae MbI Bce paBHO pekoMeHayeM PGP. [lns moiy-
ueHMs qOonoNHUTENbHOI nHPopManuu cM. Encrypted Messaging
For Anarchists®.

B 3zakniouyeHue

Hcnonp3oBanne Tails 6e3 9TixX COBETOB BCe PABHO SBIISIETCS
OTPOMHBIM YJIyYIIIeH/EeM 10 CPAaBHEHMIO CO MHOTYIMU APYTUMM
BapMaHTaMI. YUMTHIBAs, YTO AHAPXVCTHI PETYJIIPHO NOBEPIIOT
cBolo cBoGony Tails, mpuHATHE 9TUX TOIOIHUTENBHBIX Mep
IIPeJOCTOPO>KHOCTI MOKeT ellle GOJIbIIIe YKPeIIUTh Ballle JOoBepue
K 3TOJ OII€PaLVIOHHOI CUCTEME.

MNpunoxeHne: ObbacHeHUe
GPG

BonpmmuceTBy mosb3oBareeit Linux penko nmonagoburcs mHTEp-

deitc komauguoit crpoku’. Ecau BoI ucnomne3yere Tails, on Bam
BOOOIIIe He TOHATOOUTCS, XOTS I Oosiee 6e30MaCHON YCTaHOB-
Ku’® BaM IMOHATO0ATCA CIIeyIOIe KOMAaHIbL:

+ wget: 3TO I103BOJISIET 3arpyskath (paitiel n3 MHTEepHETA ¢ IIOMO-
II[bI0 KOMAHHOI CTPOKM (a He BeG-Opay3sepa)

« gpg: obpabareiBaer onepauun mndposanns GPGT. cnonbay-
eTCsl IS IIPOBEPKM L{EJIOCTHOCTY ¥ TIOJUIHHOCTY 3arpy3Ku
Tails.

- apt: yopasiser nakeramu B Debian.

« dd: KomupyerT Qa1 ¢ OQHOTO QUCKA HA APYTOIL.

**anarsec.guide/posts/e2ee/#cwtch
°*anarsec.guide/posts/e2ee/
*>anarsec.guide/posts/linux/#the-command-line-interface
*“tails.net/install/expert/index.ru.html
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b0 pyHkuun «CreHepupoBaTh HApoIb» (3HAUOK UTPATTh-
HOIT KOCTI).
— s napamerpa «IIyts k Tomy» BbiOepuTe USB-Hakonurexs

«JIMYHBbIEe TaHHbIEe», KOTOPBII BBI TOJIBKO UTO Pa3bIOKMpPOBa-

JINL.
Aocryn k BawweMy 3alunMGpoBaHHOMY TOMy

Korpa BbI 3axorure pacumngposars ToM, HoxMure « MoHTHIpoO-
BaTb TOM»:

e 910 IIPOMCXOOUT aBTOMATUUECKU IIPY CO3QaHNI TOMaA.

+ Temeps BbI MO)KeTe K0OABIATEH Qajlibl B CMOHTYPOBAHHBIN TOM:

LLIeJIKHNTE MIPaBOil KHOIIKOV MBIIIN 10 TOMY U BbiOepute «OT-
KPBITD IIAIIKY ».
- Bsr moskere mpoBeputs pabory SiriKali, cosgas TecToBbIit

daitn 3meck. ItoT dair 6ymer oTobparKaThCA B 3arundpoBaH-

HOM BU[E€ B KaTayore cipher.
+ 3aKOHYNB, IIEJKHIUTE IIPABOIL KHOIIKOV MBIIIIY TOM I BHIOEpU-
Te « OTKIIOUMTE».

[Ipesxe yueM COXpaHATh Ba)KHbIE BailIbl B TOME, CIeIy€eT IPOBe-
CTU TECTUPOBAHMeE, UTOOBI yOEOUTHCS, UTO OH PaboTaeT Tak, Kak
OKIIAeTCst, 0COBEHHO €CIIU BBI MCIIOJB3YETE €r0 BIIEPBBIE.

3awmoppoBaHHas CBA3b

AnekrponHas moura PGP — nauboitee ycrosBiascsa popma 3a-
mndpoBaHHON KOMMyHuKauuy Ha Tails B anapxucTckoM mpo-
crpanctse. K coxanennto, PGP He umeer mmpsmoii cekpeTHOCTH '
— TO eCTb, OJJVIH CEeKpeT (Balll 3aKPBITHII KIIOU) MOKET paciind-
POBaTh BCe COOOIIEHM, @ He TOJIBKO OTHO COOOIIeHNe, YTO IBIIS-
eTcs CTAaHAApPTOM B 3aIIN(POBAHHBIX COOOIIEHNAX CETOTHA. ITO
IIPOTMBOIIOJIOKHOCTD «3aIITe METafaHHbIX» 1 IMeeT HeCKOJIb-
KO [IPYTUX HEIOCTATKOB .

°*anarsec.guide/posts/e2ee/#pgp-email
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Ha Hee HaKJelKy. MMKpo¢OH UacTo IIOAKIIOUAETCS K MaTepyH-
CKOII IJIaTe Yepes3 pa3beM — B 3TOM CJIydae IIPOCTO OTKIIOUNTE
ero. Eciiut aT0 He 04eBMIHO VMIIM eclIM pa3beMa HeT, TaK Kak Ka-
6eJIb IIpUIIasH HEIIOCPEACTBEHHO K MaTEepPMHCKOII IIaTe, VN
ecJIM pa3beM Hy’KeH I APYTUX Liesell, OTpeKbTe Kabelb MUK-
podoHna miaockoryonamm. ToT ke MeTOI MO>KHO MCIIOJIb30BaTh
IUIS IIOCTOSTHHOTO OTKJIFOUEHMSI KaMephl. TakKe MOKHO 1cC-
1op30BaTh Tails Ha BhIIeTeHHOM «O(JIIaliH» KOMIIBIOTEPE,
yIaInB TakKe ceTeBYI0 KapTy. HekoTopble HOYTOYKM UMEIOT
IepeKJIFoUaTen Ha KOpPITyce, KOTOpble MOXKHO JICIIOJIb30BATh
IUTSI OTKJIIOUeHMs 6eCIIPOBOIHBIX MHTEP(DEICOB, HO NI
«odraliH» KOMIIbIOTEpA IIPeAIIOUTUTeNbHEee PAKTUUECKN Yaa-
JINTH CETEBYIO KapTy.

YcTaHOBUTE I1€JIOCTHOCTD 3arpy3Ki, 3aMmeHus BIOS na
Heads*”. VccienoBaTenu 6e301acHOCTI IIPOXEMOHCTPIIPOBAIII
aTaky’® Ha mporusky BIOS monbsoBarens Tails, uTo mossomnmio
uM ykpacTb kinrourt GPG n anexTponssle nucbeMa. K cosxaie-
Huto, BIOS Hens3s ymannts, Kak skecTkuit quck. OH He0OOXOAUM
IUTSI BKITIOUEHUS HOyTOyKa, II09TOMY ero Heo0X0aUMOo 3aMe-
HITD IPOIIMBKOI C OTKPBITBIM MCXOIHBIM ' KOTOM. ITO CIIOXK-
HBIIT IIPOLIecC, ITOCKOIBKY OH TpeOyeT OTKPBITIS KOMIIBIOTepa U
JICIIOJIb30BAHM CIEIMaIbHbIX THCTPYMEHTOB. BonbIIMHCTBO
AQHAPXJICTOB HEe CMOT'YT CHAEJIaTh 3TO CAMOCTOATEJIbHO, HO, Haje-
I0Ch, B BalllMX CETAX HAJJETCS JOBEPEHHBIN YeJI0BEK, KOTOPHI
CMOJKeT HaCTPOUTH ero A Bac. [IpoekT HassiBaercsa Heads, mo-
TOMY 4TO 9TO Apyras cropoHa Tails — rae Tails samuinaer mpo-
rpamMMmHoe obecrieuenne, Heads sammiiaer npommusky. OH
MMeeT Ty Ke 1eiib, uto u Verified Boot*’, HaitmeHHbIi1 B
GrapheneOS, KOTOpPBIII ycTaHABIMBAET ITOJTHYIO I[EIIOUYKY HOBE-
pust ot obopynoBanus. Heads numeer orpaHnueHHy0 COBMECTH-
MOCTB*’, TI09TOMY UMEITE 9TO B BUAY IIPU IIOKYIIKE HOYTOYKA,
€CJIV BBI IJIAHUPYETEe YCTAHOBUTH €r0 — MBI peKOMEHAYeM

*"osresearch.net/
**youtube.com/watch?v=sNYsfUNegEA
*privacyguides.org/ru/os/android-overview/#_2
“osresearch.net/Prerequisites#supported-devices
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ThinkPad X230, moToMy 4TO €ro ycTaHOBKa MeHee CJIOKHA, UeM
y mpyrux mMopeineit. [Ipoiteccopbl 3TOro oKoJIeHUs CII0OCOOHBI
addexTuBHO ynanaTs Intel Management Engine*' npu nepemnpo-
ke Heads, Ho 370 He oTHOCHUTCA K 60JIee ITO3XHIM IIOKOJIe-
HISIM IIPOLIECCOPOB Ha HOBBIX KoMiIpioTepax. Heads moxxHO Ha-
CTPOUTH JJIS IIPOBEPKM LEJIOCTHOCTY U IomimHHOCcT USB-Ha-
kormrens Tails — cMm. mokyMeHTaNM0*, IpeOTBpAIIas €ro 3a-
TPy3Ky, ecm oH Ob11 moanenaH. Heads samuiaer ot pusnue-
CKUX U yIaJIeHHBIX KJIAcCOB aTak Ha mpounuBky BIOS u mpo-
rpaMMHOe obecrieueHne onepaunonHoil cucremst! Ecin Heads
KOTHa-11b0 0OHAPY>KUT IOAAEIKY, BBl JOJKHBI HEMeIEHHO
paccMaTpuBaTh yCTPOJICTBO KaK HeHaneskHoe. KpuMuHanuctu-
yecKuit aHann3*® MoeT BBIIBUTH, KaK IIPOU30IILTa KOMIIpOMe-
TALMs, UTO IIOMOJKeT IIPeIOTBPATUTD ee MMOBTOpeHne. Ber Moxke-
Te CBA3ATHCA CO CIYK00i1, HAIIpuMep, ¢ ropsyas IVMHUS 110
uudposoit 6esonacHocty Access Now*?, x0T MBI peKOMeHAYyeM
He OTIIPABJIATH UM HMKAKUX IIePCOHATBHBIX JaHHBIX.

« Ucnonnsyitte USB-HakomuTe 1 ¢ 3all{MIIeHHOI IIPOIINB-
ko1, HapuMep Kanguru FlashTrust*’, uto6s1 USB-Hakonnrens
nepecral paboTarp*’, ecau MpoIMBKa OygeT CKOMIPOMETHPO-
Bana. Kanguru umeeT po3HUYHBIX IIPOAABIIOB I10 BceMy Mupy?/,
YTO IT03BOJIIET BaM IIOKYIIATh UX JIMUHO, UTOOBI 130€KaTh puC-
Ka IlepexBaTa II0YTHL

“en.wikipedia.org/wiki/

Intel_Management_Engine#Assertions_that ME_is_a_backdoor
*osresearch.net/InstallingOS/#generic-os-installation
“notrace.how/threat-library/mitigations/computer-and-mobile-

forensics.html
**accessnow.org/help
“kanguru.com/products/kanguru-flashtrust-secure-firmware-usb-3-0-flash-

drive
*kanguru.com/blogs/gurublog/15235873-prevent-badusb-usb-firmware-
protection-from-kanguru
“’kanguru.com/pages/where-to-buy
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TBI C IPYTOI peanmaaryeit Imn(poBaHUsa MOXKeET ObITh IOJIE3eH
711 0000 KOHPMAEHIMATBHBIX JaHHBIX.

YcraHoBka SiriKali

SiriKali — aTo mporpamma ast 3amrmdpoBaHHBIX TOMOB, KOTOpAs
ncrnonb3yet gocryptfs®® sa xysmmcamu. OHa JOCTYIIHA B PEIIO3UTO-
puu Debian® u MmosxeT OBITB JIETKO yCTaHOBJIEHA KaK OIIOJIHI-
TeJIpHOE IporpaMmMHoe obecnieuenne’’. B Synaptic ycranosure u
sirikali, n gocryptfs (ecnu BbI uyBcTBYeTe cebst KOMOPTHO B KO-
MaHJHO CTpOKe', BBI MO)KeTe JCII0JIb30BaTh gocryptfs Hamps-
MYyI0, I BaM Ha caMOM [eJjie He HyXeH sirikali). Eciiu BbI He x0TH-
Te nepeycranasiauBarh SiriKali B ka)xgom ceance, BaM HY»XHO 0y-
OeT HacTpOuUTh [JOMoIHNTeIPHOE IIPOTPAMMHOe ObecIieue e B
INocrosHHOM XpaHMINIE’ .

CosasaHne 3aLmneopoBaHHOro roma

IIpn ncrions3zoBaunu SiriKali g co3manusa Toma 6yayT CO3aHbI
IBa HOBBIX KATAJIOTA: «3aIIM(POBAHHBIN» KATAIOT, B KOTOPOM
dakxTuyecky xpaHaTcs samdpopanHsle ¢aiibl (VolumeName/ Ha
BarreMm USB-Hakonuree ¢ «IepCOHATBHBIMY JAHHBIMIU» ), I
«OOBIYHBII» KATAJIOT, B KOTOPOM BBI ITOJIYYUTE TOCTYII K pac-
nppoBaHHOMY TOMY IIOCJIe eTr0 MOHTMpOBaHus (/home/
amnesia/.SiriKali/VolumeName).

o INTogxmrounte USB-HAKOIIUTEND C «JIMUHBIMI JaHHBIMI», Ha
KOTOPOM BBI OyieTe XpaHUTh 9TOT 3aIIN(PPOBAHHBIN TOM, 1
BBequTe ero napoiybuyio ¢pasy LUKS.

« 3arem B SiriKali Haxxmure «Co31aTh TOM» U BBIGEPUTE OIILMIO
«gocryptfs».

- Bawm 6ymer npennosxeno BBecTu naposs. Co3pmariTe HOBYIO 3a-
nuch B daitne KeepassXC u creHepupyiiTe 11apoiib ¢ IIOMO-

**nuetzlich.net/gocryptfs/

#packages.debian.org/bookworm/sirikali

**anarsec.guide/ru/posts/tails/#ustanovka-dopolnitel-nogo-programmnogo-
obespecheniia

**anarsec.guide/ru/posts/tails-best/#razblokirovka-perekliuchatelia
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rosib3oBaTh Tails M1 XxpaHeHNs BceX «3aIlTOMHEHHBIX»
naposeit Ha USB-nakonurene LUKS, a saTem xpaHUTD
ero BHe MeCTa, Tie ero He CMOTYT HAlITI BO BpeMs IIOJII-
LIEIICKOTO pelifa. Bel MOIDKHBI OBITH B COCTOSHIMY BOCCTA-
HoBuUTh napoisib LUKS sroro USB-HakonmTend, ecau mpo-
1110 MHOTO BpeMeHu. CM. Bubnnorexy yrpos® mis nByx
Pa3IMYHBIX IIOAXOJ0B, KOTOPBIE BBl MOKeTe VICIIOIb30-
BaTh: OJVIH II0JIaTaeTCcs Ha JOBEPEHHOIO TOBAPMIIA, a
IpyTOII ABNIAETCA caMomocTaToUHbIM. Kak 1 B cirydae co
BCEMI BaKHBIMI Pe3epBHBIMI KONMAMIU, y BaC JOJLKHO
OBITh KAK MUHIIMYM [IBA.

MaponbHbie ppasel Tails

Hna Tails BaM Heo6X0AMIMO 3aIIOMHNTD ABe MAPOJIbHBIE (Ppasbl:

1) ITaponpnas ¢ppasza USB- HakonmUTeId «II€pPCOHAIBHBIX HaH-
HbIx» LUKSY, rme xpanutces Bamr daitin KeePassXC.
2) IlaponbHas ¢ppasa KeePassXC

Ecnu BRI MCIIOTB3yeTe MOCTOSHHOE XPAaHMIINIIE, 9TO ellle OJHa
naposnpHad (ppasa, KOTOPYIO BaM IPUETCS BBECTY HA SKpaHe
IIPUBETCTBYA BO BpeMs 3arpy3KH, HO OHAa MOKeT ObITh TaKOJI iKe,
kak naposs LUKS. Beixmouarite Tails Bcakmit pas, Korga BbI OTXO-
OUTe OT KOMIIbIoTepa 6ojiee YeM Ha HEeCKOJIBKO MUHYT.

3awmnoppoBaHHbIe TOMa

LUKST — aro 3mopoBo, HO riry6okas 3ammra He moBpequrt. Ecian
nouuus kKoHduckyer Bair USB-Hakonureab BO BpeMs 00bICKa
o0Ma, OHU HOIPOOYIOT MCIIOIB30BATh PA3IMUHbBIE TAKTUKY, UTO-
651 0007ITH ayTeHTNPUKAIMIO®Y, I09TOMY BTOPOII YPOBEHD 3alLN-

*notrace.how/threat-library/mitigations/digital-best-practices.html#header-
use-strong-passwords

¥ notrace.how/threat-library/techniques/targeted-digital-surveillance/
authentication-bypass.html
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« 3anycture Tails ¢ USB-HakonuTeJist ¢ pu3mMUecKNM 1epe-
KJI¥oUaTejeM 3alIThI OT 3aIIMCIL..

Ucnonb3oBaHue

nepeknyarensa 3aLimTbl o1
sanncu

UYto Takoe mepeKIIovaTeNsb 3awumost om 3anucu ? Korga
BBI BCTaBiIsieTe 0ObIYHBI USB B KOMIIBIOTEp, KOMITBIOTED
BBIIIOTTHAET OIlepallil YmeHus I 3anucu ¢ HUM, a oIepa-
M 3anucu MOXKeT N3MeHnUTh manuble Ha USB. Hekoto-
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pele cienuanbHble USB, paspaboTaHHbIe OIS aHAIM3a
BPEIOHOCHBIX IIPOTPAaMM, MEIOT (PU3NUeCKIII IepeKIIIo-
yaTesb, KOTOPHIIT MOXKeT 3a0okupoBarh USB, Tak uro
JaHHBbIE MOTYT OBITh NPOUUMAHbLL C HETO, HO HUKAKIe HO-
BbIe JaHHbIe He MOTYT OBITh 3aniCaHbl Ha HETO.

Ecnu na Barem USB-nakonuteie Tails ects nepekirouarers 3a-
LIUTHI OT 3arucy, Takoil kak Kanguru FlashTrust*®, xkorma nepe-
KJIIOUaTeJb 3a0JI0OKMPOBAH, BbI 3aILMIIEHBI OT 3JI0yMBIIIICHHIKA,
CKOMIIPOMETHUPOBABIIIETO IIporpaMMHoe obecrieuenne Tails, xpa-
Hameecs Ha USB-Hakonurese. 9To KpUTHUECKH BaKHO. UTOOBI
ckoMIpoMeTrupoBaTs Bail USB-Hakonurens Tails, 3moymermnien-
HUKY HeoOXOIMMO MIMETh BO3MOKHOCTb 3aII/IChIBAThH Ha HETO.
9710 03HaUaeT, uTo Jake ecanu ceaHc Tails 3apaskeH BpeZOHOCHBIM
I1O, Bamr USB-nakonurens Tails HemsMeHseM, II09TOMY KOMIIPO-
MeTals He MOXKeT ObITh IlepeHeceHa Ha II0CIeTyIOIIIe CEaHChI
Tails («ycroitunBocTs BpegorocHoro I[10») mytem n3MeHeHMs
(aiiioB omepalMOHHON CUCTeMBbI. EMMHCTBEHHBI APYTroii crocob
YCTAHOBUTH «YCTOMUMBOCTE BpegoHocHoro I10» — 3To xoMmIpo-
MeTalMs NPOILIMBKY, KOTOPYIO BBI YK€ CMATUMIIINL.

O6patute BHNMaHue, uto mpoiunska Heads nemaer rmepexitoua-
TeJIb 3aI[UTHI OT 3aIIVICY HEHY>KHBIM, IIOCKOJIBKY €r0 MOYKHO Ha-
CTPOMTH Ha MPOBEPKY L[EJIOCTHOCTH U nominuHocTy USB-Hako-
nurens Tails mepen 3arpyskoit®.

Ecnn Bor He ucnonb3yere Heads u He moxete npuo6pectn USB-
HaKOIIMTEJIb C IIepeKIIoYaTesIeM 3alllThI OT 3aIlVICH, Y Bac eCThb
TpY BapUaHTAa.

1) Ycranosure Tails Ha SD-kapry u ucnomnssyiite agantep USB
3.0 g1 SD-kapTel, MOCKOJIBbKY SD-KapThl OCHAIIEHBI II€PEKIIIO-
yaTejeM 3allMThl OT 3aIIVICIL.

**kanguru.com/products/kanguru-flashtrust-secure-firmware-usb-3-0-flash-
drive

*osresearch.net/InstallingOS/#generic-os-installation
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Yro Takoe maponbHad ¢ppasa Diceware? Kak ormeuaer
Privacy Guides®*, «maposbasie ¢ppassl Diceware sIBISOT-
s OTJIYHBIM BapMaHTOM, KOTa BaM HYKHO 3aIIOMHUTH
VIV BPYUHYIO BBECTM CBOYI YUETHBIE JAaHHbBIE, HAIPY-
Mep, TJIaBHBIIT TAPOJIb BAIIeT0 MeHeIKepa IapoJieil M
IapoJjb MM poBaHNs Balllero ycrpoiicraa. [Ipumepom
mmaposibHOI ¢dpassl Diceware sBisercs viewable fastness
reluctant squishy seventeen shown pencil». ®yrkuus re-
HepaTopa napodeil B KeePassXC MmosxeT reHepupoBaTh
mapoibHbIe ¢passl Diceware u ciryuariHblie maposan. Ec-
JIU BBI IIpeAIIOUNTaeTe TeHEPUPOBATD IIapOJIbHbIE (Ppasbl
Diceware ¢ 1CII0JIb30BaHMEM HACTOSAIIMX UTPATBHBIX KO-
creit, cMm. Privacy Guides®.

Obume pekomeHAaLmum

+ 3amomHuTe mapoabHble Pppasel Diceware 13 7-10 cI0oB aJs Bee-
0, YTO BaM HY>KHO Oy[eT BBECTH, IIpeKIe UeM BbI IIOJTyUNUTe
IOCTyI K pa30iiokupoBaHHoOI 6a3e qaHHbIX KeePassXC (npyru-
MM CJIOBaMM, ITapOJIbHYIO (ppasy s MOTHOTO HIN(poBaHMS
IUICKA U TJIABHYIO HaponbHyo ¢ppasy KeePassXC).

« Crenepupyiite naposuu u3 21 cIy4aifHOTO CMMBOJIA IJIS BCETO,
YTO MOXKET XpaHUThCs B 6a3e mauubIx KeePassXC. Coxpansiite
pe3epBHYIO Komuio Bateil 6a3sl qanHbIx KeePassXC BHe oduca
Ha CJIydJaii, eciy OHa OyJeT ITOBpeXeHa WM U3BITA.

Konunk

Bamu 3anmomHeHHBIe ITapoiy Diceware MOTyT JIeTKO 3a-
OBITHCS, €CJIV Y Bac eCTh HECKOJIBKO, 32 KOTOPBIMY HYX-
HO CJIEJUITh, 0COOEHHO eCJI BBl MCIIOJb3yeTe KaKye-JIn-
60 13 Hux HeuacTo. YTOOBI CHM3UTH PUCK TOTO, YTO BBI
HaBcerpa 3abyzere mapois Diceware, BbI MOKeTe JC-

#*privacyguides.org/ru/basics/passwords-overview/#_7
®privacyguides.org/ru/basics/passwords-overview/#_7
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BaHUEM OTPOMHBIX 00BEMOB 00IaUHBIX BhIumuciaeHnit’’. HoBas
Bepcust LUKS (LUKS2 ¢ ucnionszoBaunem Argon2id) meHee ya3Bu-
Ma IS aTaK MeTOIOM ITo0opa mapoua® — 9To 3HaUeHIe 110
ymomuanuio g Tails 6.0 m Qubes OS 4.1. Ecin BbI XOTHTE Y3HATD
Gosiblire 06 9TOM M3MEHEHUY, MBI peKOMeHayeM 0030p Systemli®!
i dys2p®>.

HanexxHOCTh mapos n3Mepsercs B «« Outax sHTponuu »**». Ba-
LI ITApOJIN/IIapoIbHbIe (ppasbl B Measne JOJDKHBI MMETh 9HTPO-
o okoio 128 6ut (maposbHsbie ¢passl Diceware n3 mecaTu
CJIOB I TIAPOJIb U3 21 CITyUyailHOro CMMBOJIA, BKIIIOUAsT 3a-
[JIaBHBIE, CTPOUHBIE OYKBBI, LIIGPHI 1 CUMBOJIBI) U He OJDKHBI
nMeth MeHee 90 6ut sHTpormy (maposbHble ppasbl Diceware s
CEMU CJIOB).

@® KeePassXC. - o X

Database Entries  Groups Tools View Help

BB ®0® 8 %

cinch mangy thousand wind illicitly spoof quintuple ®llc B

Password Quality: Good Entropy: 90.47 bit

Password | Passphrase

>

Word Count: 7

Word Separator

Word Case: = lowercase ¥

Close

"*blog.elcomsoft.com/2020/08/breaking-luks-encryption/

*mjg59.dreamwidth.org/66429.html

#systemli.org/en/2023/04/30/is-linux-hard-disk-encryption-hacked/

#2dys2p.com/en/2023-05-luks-security.html

#en.wikipedia.org/wiki/
Password_strength#Entropy_as_a_measure_of_password_strength
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2) 3anuceiBaire Tails Ha HOBBIT DVD-R/DVD+R* (3anuceiBaiite
OJIMH pa3) [ KOKIOo HOBOM Bepcun Tails — 910 MOBOIBHO
Heyno6Ho. He uconeayitre DVD ¢ mapkupoBkoit «DVD+RW»
nnu «DVD+RAM», KoTOpble MOXHO Ilepe3anncarh.

3) 3arpysure Tails ¢ toram omigmeit, KOTOpas MOJIHOCTHIO 3arPy-
saet Tails B mamars. Ussnexkure USB-makonurens Tails B Ha-
yaje ceaHca, Ipexae YeM UTo-anbo genats (6yab TO ITOTKIIIO-
yeHye K lHTepHeTy mty nopkitoueHne apyroro USB-nHakomnu-
TeJst), a 3aTeM ucronb3yiire Tails kak o6pruno. To, Kak BBI MC-
IoJIb3yeTe toram oMo, 3aBUCUT OT TOTO, 3arpysKaeTcs JIu
a1 USB-makonmnrens Tails ¢ momornsro SYSLINUX minn
GRUB*'.
 Ina SYSLINUX, korma mosBUTCS 9KpaH 3arpysKu, HAKMITE

Tab n BBemuTe IpOGes. Beequre toram u Haskmute Enter.

« [Ina GRUB, xorpa nosBuTcS 9KpaH 3arpys3KU, HUKMUTE € I
MCIIONB3YIITe CTPEJIKM KIaBUATYPBhI, UTOOBI IIEPEIITI K KOH-
Iy CTPOKM, KoTopasd HaumHaercd ¢ Linux. CTpoka, BepodaTHO,
IepeHeceHa 11 0TOOpaskaeTcs B HECKOJIBKO CTPOK, HO 3TO Of-
Ha cTpoka KoHburyparuu. Beegure toram u Hakmure F10
nnn Ctrl+X.

Pasbnokupoeka nepekriouarens

Ha USB c nepexirouaTeneM 3alUTHL OT 3aIIMCY BB HE CMOKeTe
BHOCUTH Kakne-1u6o usmenenns B Tails USB, korpa nepexiioua-
Tenb 3a610kupoBaH. Eciu BBI MOXKeTe BHOCUTH U3MEHEHUS, TO U
BpenonocHoe I10 mosker. EcTb TOJBKO ABa cityyasi, KOTaa mepe-
KJI0YATeJb HOJDKEH ObITh pa3bIoKMpOBaH:

1. Aflﬂ cneuunaribHoro ceaHca 06HOBrEHHMS.

Ecnu Bam Hy>xHO 00HOBUTH Tails, BEI MOKeTe cesaTh 91O B CIIe-
MAJTBHOM CeaHCe C pa30IOKMPOBAHHBIM IIEPEKIIOYATETIEM — 9TO
HEOOXOMMO, IIOCKOJIBKY OOHOBJIEHUE HOJLKHO OBITH 3aIIICAHO Ha

*°tails.net/install/dvd/index.ru.html
**tails.net/doc/advanced_topics/boot_options/index.ru.html
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USB-nakonmrens Tails. ITocie Toro, Kak BbI 3aKOHUUTE, BaM CJIe-
nyer mepesanyctuthb Tails ¢ 3a610kMpoOBaHHBIM ITepeKITIOUATE-
JIEM.

2. Ans BbiaeneHHoro ceaHca HacTpPOMKHM, €Crin Bbl
peLUMITU MCNOSb30BaTb MOCTOSIHHOE XPaHMIIMLLE.

Persistent Storage®® — ato ¢pyuxinsa Tails, koTopas mmosBosser Ie-
PEHOCUTH JaHHbIe MEXAY CeaHCaMMU, KOTOphIE B IIPOTUBHOM CIIY-
yae ObLIN OBI aMHe3Mell, COXpaHssa qaHHbIe Ha caMoM USB-Hako-
nutene Tails. [Tockosbky Persistent Storage TpeGyer 3ammcu Ha
USB-nakonurens Tails, ero 00bIYHO HEMPAKTUYHO UCIIOTIH30BATH
C IIepeKIIoYaTeIeM 3aIl{ThI OT 3aIIMCU. AJBTEPHATUBON Iepe-
KJIIOUATeNIo 3al{UThI OT 3aIlMCH ABJIAETCI UCIIoMb3oBaHme Heads
— Heads poBepsieT mogmmHHOCTD U 1eI0CTHOCTH USB-HakommTe-
a5t Tails ¢ momorpio 1dpPoBOIT MOAINCH IPU 3aTPY3KE, U ITO He-
naet 3anuch Ha USB-nakonutens Tails 6esomacHoit, moaromy
Persistent Storage 6y11eT pa60TaTb TaK, KaK U OXKIJaJI0Ch.

Ewte ogua nprunHa u36eraTs UCIIOIB30BaHNU QPYHKI[MI IIOCTO-
SHHOTO XpaHEHNS 3aKII0YAETCs B TOM, YTO MHOTME U3 HIX Xpa-
HAT IepcoHanbHble faHHble Ha USB-Hakomnuresne Tails. Ecin Barx
ceanc Tails ckommpomeTupoBaH, faHHbIE, K KOTOPBIM BBI IIOJIyYa-
eTe QOCTYII BO BPeMs 9TOTO CeaHca, MOTYT ObITh MCIIOIb30BaHbI
I CBA3bIBaHMA Baiumx peiictsuii. Ecan ma USB-uakomnmrese
Tails ecTs mepcoHanbHbIE JaHHBIE, TAKVe KaK IIOUTOBBII SIIITUK
9JIEKTPOHHOII IIOUTEI, pasfenenue ceaHcos Tails GospIire HeBO3-
MO>KHO, K020a NOCMOSHHOe XpaHusuwe pazbnokuposaro. YToowl
OOOUTHCS pasmeseHus ¢ pa3bIOKMPOBAHHBIM IIOCTOSTHHBIM Xpa-
HIINILEM, BaM IIOHamoouTcd BeigeleHHbI USB-HakonmuTenn
Tails gug KaXKmoit JIMUHOCTY, ¥ OOHOBJIEHNE MX BCeX KaKIbII Me-
cs1g Oymer 60JIbIIION paboOTOIL.

OxHako BBI MOXKeTe 3aXOTeTh JCIIOJIb30BaTh HEKOTOpPhIe (QyHK-
unu Persistent Storage, KoTopble He XpaHAT IepCOHATIbHbIE TaH-

*?anarsec.guide/ru/posts/tails/#neobiazatel-no-sozdanie-i-nastroika-
postoiannogo-khranilishcha
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Bor mouemy Ba)kHO MCIIOJIB30BaTh B Opay3epe Tor Browser
HACTPOIIKy Oe3omacHoctu «Hambosree 6e3omacHbIin»’’ 1o
YMOJIUaHUIO, JaXKe MJIS «OBEpEeHHBIX» BeO-CcailTOB, UTOOBI 3HA-
YMTEJIBHO CHU3UTH PUCK YCIEIIHON aTaku BpemgoHocHoro [10 Ha
6paysep Tor.

LLindpoBaHue

Maponu

OInudposanne’ — equHCTBEHHOE, UTO CTOUT Ha IYTU HAIIUX 3JI0-
YMBIIIJIEHHMKOB K UTEHNIO BCeX HAIIIMX JaHHBIX, €CJIV OHO JC-
[I0JIB3yeTCs MPaBUWILHO. [lepBoIit miar k obecreueHmo Ge3omnac-
HOCTH Bamiero mudpoBaHUI — YOeAUTHCS, UTO BBl CIIOJIb3yeTe
OueHb Ha/le)KHbIE IIapOJIM — OONIBIIMHCTBO I1apoJIeil He HYXKHO
3aIIOMIHATBD, IIOCKOJIBKY OHI XPaHATCSA B MeHepKepe IapoJieit
KeePassXC, moaToMy OHU MOTYT OBITh aBCOTIOTHO CIyUatHBIMIL.
Huxorpma He mcIionb3yiiTe mapob MOBTOPHO NI HECKOJIBKUX Iie-
neit («permpkysanus napoineit») — KeePassXC ymporaer xpane-
HIle YHUKAIBHBIX IapoJielt, IpeIHa3HaUeHHBIX [JI OIHOI I{eJIN.
Yro6s! y3HATH, Kak 1crnonb3oBaTh KeePassXC, cm. Menemxkep ma-
podeit’®.

B repmunonorun KeePassXC napons™ — ato cnyuarinas
IIOCJIEOBATEIHLHOCTS CMBOJIOB (OYKB, LUdp 1 Opyrux
CUMBOJIOB), & NAPOIbHAsA Ppasa’ — 3TO cIydaitHas mocye-
JIOBaTEJILHOCTH CJIOB.

OIudposanne LUKS' appexTnBHO TOTBKO TOrAa, KOTAA
YCTPOJICTBO BBIKIFOUEHO — KOTJa YCTPOIICTBO BKIIOUEHO, Ia-
POJIb MO>KHO M3BJI€Ub U3 MaMATH. 37I0YMBIIIUIEHHUKI MOTYT I10-
IIBITAThCS IIPOBECTY aTaKy MeTOJOM II0A060pa IapoJs C MCIOTIb30-

""anarsec.guide/ru/posts/tails/#tor
"*anarsec.guide/ru/posts/tails/#menedzher-parolei-keepassxc
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DuckDuckGo

"www.badwebsite.com' n

+ He BBOoguTe HUKaKYI0 NAeHTU(PUKATMOHHY O MHPOpMa-

IMIO Ha Bed-caiiTe. Ecu BbI mepexonyTe 110 CChUIKE U3 3JIEK-
TPOHHOTI'O IIMIChMa I BaC IPOCAT BOWTY B CUCTEMY, 3HAIITE, UTO
9TO OOBIYHASL KOHI[OBKA (PUIIMHTOBBIX KamMIlaHuit. Bmecrto aro-
ro BPYUHYIO IepelifuTe Ha BeO-cailT C1y»KObI, K KOTOPOIL BbI
IIbITaeTeCh IMOJYYUTH JOCTYIL, 1 BojanuTe TaM. Takum obpasom,
BBI 6y)1eTe 3HATh, UTO BXOAUTE Ha HY)XHBIIT BeO-CailT, ITOCKOJIb-
Ky BBI CaMIM BBEJIM aJpec, a He JOBEPATH CCHIIKE B 3JIEKTPOH-
HOM ITICHMe.

Ataku Ha BOAOMNOM

310y MBILITIEHHNK TaK)Xe MOKeT CKOMIIPOMETIPOBATh «IOBEPEH-
HBIIT» Be0-CaliT — 9TO IIO3BOJIET €My yCTaHABIMBATh BPeIOHOC-
Hoe 10 Ha KOMITBIOTEPHI JII060TO, KTO IHOocelaeT Be6-caiit, 6e3
HeOOXOAMMOCTI 3aHMMAThCS (PUILMHIOM. DTO Ha3bIBAETCS «aTa-
Koit watering hole» unu «xommpomerarueit drive-by»’>, moromy

UTO OHA aTaKyeT MHOTUX Jiofeil oqHoBpeMeHHo. Hanpumep, ®EP

B3JIOMAJIO BeO-CajiT, a 3aTeM JICIIOJIB30BaJI0 SKCILIONT Tor
Browser’®, uto06sI B3sioMmaTh 8000 moJjib30BaTelIel, KOTOpBIE €ro

ITIOCETMIIN.

"attack.mitre.org/techniques/T1189/
"vice.com/en/article/53d4n8/fbi-hacked-over-8000-computers-in-120-
countries-based-on-one-warrant
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Hble, HallpyuMep, JOIOJHNUTEIbHYI0 PYHKIMIO IPOrpaMMHOTIO
obecnieuenns. [l aToro Tpebyercs pa3dIOKMpOBATh IIepeKIIoya-
TeJIb I BbIIeJIEHHOTO ceaHca KoHurypauuu Persistent Storage:

+ 3amycTuTte «pa3OIOKMPOBAHHBIN» CEAHC, CO3MaiTe IIOCTOSTHHOE

XpaHMINIe>® ¢ BKIOUeHHBIM HOIOJHNTEIbHBIM IIPOTPaMM-
HBIM o0ecIIeueHeM, yCTaHOBITE JOIIOTHUTEIBHOE IIPOrpaMM-
Hoe obecrieueHmne’* 1 BHIOEPUTE «YCTAHABIMBATE KAXKIBIIT Pas»
IIPY TIOSIBJIEHNUY COOTBETCTBYIOIIIETO 3aIIpOCa.

Teneps, Korga HacTpoJika 3aBepllleHa, Iepesanycrure Tails B
«3a0JIOKMPOBAaHHOM» CeaHce, IpeXae ueM (PaKTUIeCKU JC-
I10JIb30BaTh IIporpaMMHOe obecrieueHnne. He ycranaBimBaiite
IapoJib aAMIHUCTPATOPa, KOTOPBIIL TPeOyeTcs TOIBKO BO BpeMs
IIepBOHAYAJIBHOI yCTAaHOBKU. B «3a0610k1MpoBaHHOM» ceaHce
HI OJUH 13 (ailyIoB, ¢ KOTOPBIMIU BBI paboTaeTe, He COXpaHSeT-
cq Ha USB-nakonureie Tails, mockosbKy oH «3a0I0KMpOBaH»,
HO TeIlepb JOIOJTHUTEJIbHOE IIPpOorpaMMHOe oOecIleueHe Ha-
CTPOEHO Ha YCTAaHOBKY KaXKABIi pas, KOTAa BbI BBOOUTE IIapOJIb
IIOCTOSIHHOTO XPaHMJINIIA Ha 9KpaHe IMPUBeTCTBUA. YTOObI
MeTh «3a0I0KMPOBAHHBIN» CEaHC ¢ IIOCTOSHHBIM XpaHUIIN-
11eM, Iepekiaouaresnb USB HeoOXoaMMo IepeBecT B IIOJI0Ke-
HIE «TOJIbKO UTeHMe» Nocie IMOoNydeHns yBegoMiaeHns «Jlo-
IIOJIHNTEIBHOE IIPOTPaMMHOe obecIiedeHIe yCIIeITHO yCTaHOB-
JeHo» (U o rmoakiIoueHus K VHTepHeTy).

OyHKIUA TOCTOSIHHOTO XpaHEeHN HeJOCTYIIHA IIPY JMCIIOJIb30Ba-
Huy DVD mnu toram BapmuaHTa 3arpy3KI.

USB-Hakonutenu ¢ nepcoHanbHbIMU
AaHHbIMM

I'me MBI MOXeM XpaHUTH IIePCOHAIbHBIE JaHHBIE NI MICIIOIb30-
BaHUA MeXay ceancamu Tails, eciin mepexitouaresb 3al{UThI OT

**anarsec.guide/ru/posts/tails/#neobiazatel-no-sozdanie-i-nastroika-

postoiannogo-khranilishcha

**anarsec.guide/ru/posts/tails/#ustanovka-dopolnitel-nogo-programmnogo-

obespecheniia
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3aImyICK He IT03BOJIIeT HaM VICIIOJIb30BaTh IIOCTOSTHHOE XPaHIIIN-
mre? MeI pekOMeHyeM XpaHUTh IIepCOHAIBHBIEC TaHHbIE HA BTO-
pom USB-makonmutene LUKS. Stor USB-Hakonmurens ¢ «mepco-
HAJILHBIMU JaHHBIMII» He JOJKEH BBIMIANETh umeHTnuHo USB-
HakoruTelto Tails, uro6er n36exaTs myTaHuUIbl. YTOOBI CO3AaThH
5TOT oTHeabHbIN USB-Hakonurens, cM. How to create an
encrypted USB®’. Eciiut BbI unTaere 9T0 U3 TaKOI CTpaHBbI, Kak Be-
JMMKOOpUTAHMS, TIe HEIIPeIOCTABIIeH e Tapoelt IudpoBaHusI
MO’KeT IIPUBECTU BaC B TIOPBMY, 9TOT BTOPOIL OUCK HOJLKEH OBITH
JKECTKUM OVICKOM, COIePIKAIIUM CKPBITHIL ToM Veracrypt®® (Hako-
nutenu SSD u USB He moaXoQaT A CKPBITHIX TOMOB®').

ITogxox K KOMIIAPTMEHTATIM3AN, O0CYKOABILINIICA BBILIE®®, aK-
KypaTHO pasfelisgeT pasHble JUUHOCTY, UCIIOIb3Ys OTeIbHBIE ce-
aHceI Tails 11 oTeIbHBIX BUIOB [eATEIFHOCTI — HAIIPUMeD, B
ceamrce Tails Ne 1 BbI 3aHUMaeTech Momepalueit Beb-caiiTa, a B ce-
ance Tails Ne 2 BBI 3aHMMaeTeCh UCCIELOBATEIBCKON HeATEIbHO-
CTBI0. DTOT MOAXOM MMeeT IOCJIeACTBIA IJIT TOro, KaK BBl Opra-
Husyete cBou USB-HaKoNUTeNN «IIepCOHAJIBHBIX HaHHBIX». Ecian
coxpaHsieMble BaMy (pajiyibl MOTYT MCIIOIB30BAThCS IS CBA3bIBA-
HIIA BalllVIX BUOB JeATEJILHOCTH, VICIIONb3yiiTe pasHble USB-Ha-
KOITMTENN «IIePCOHANBHBIX JaHHBIX» I KOKIOTO BUIA AeITeNb-
HOCTIL.

**anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb

**veracrypt.fr/en/Hidden%20Volume.html

>"veracrypt.fr/en/Trim%200peration.html

**anarsec.guide/ru/posts/tails-best/#2-ispol-zovanie-tails-dlia-bolee-chem-
odnoi-tseli-odnovremenno
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ro XpaHILININA JUIN HogKiIroueHHbIx USB-HakonuTeeii ¢
«JIMYHBIMU JAHHBIMI». BbI MOXKeTe IIOMEeCTUTH CCBLIKY Ha
Riseup Pad, uTo0bI IOJTyUnTH K HEl JOCTYII.

Hcnoas3syiite Tor Browser ¢ HacTporikoit Safest’?! [Tonas-
JstoIiee GOJBIINHCTBO 9KCILIONTOB poTuB Tor Browser He Gy-
OyT paboTaTh ¢ HACTPOIIKOII Safest.

CxonupyiiTe ¥ BCTaBbTe afpec BPyUYHYIO B Opaysep M IIo-
BTOPHO BBeguTe foMeH. Hanmpumep, 1mociie BCTaBKM CCBLIKY
anarsec.guide/posts/tails IIOBTOpHO BBEONITE
anarsec.guide ce6s. He nmepexonute 1o rumnepcchiike (T. . Bce-
r7a KOIMPYIITe M BCTABJIAIITE), TAK KaK 3TO MOXKET BBECTU BacC B
3a01yKIeHue OTHOCUTEIBHO TOTO, Ky/ia BbI HAIIPaBIsIeTeCh.
IToBTOpHBIT BBOA JOMEHA 3aIIUIIAeT OT «TUIIOCKBOTTIH-

ra» (mailriseup.net BMecro mail.riseup.net), a Takxe 0T «OMO-
rpadmuecknx atak»’> (KOTga KUPWLIMUYECKUE OYKBBI 3aMeHs-
I0TCA OOBIUHBIMIU OYKBAMI).

Huxkorma He mepexoguTe M0 COKPAIEeHHOI CChUIKe (Ha-
npumMep, cait Tumna bit.ly, kotopsiit 6eper niuHHBIE BeG-anpeca
U fieJlaeT KOPOTKIE), [IOTOMY YTO MX HEBO3MO)XHO IIPOBEPUTH
nepen neperanpasiaerueM. Unshorten.me’* MoskeT packpsITh
COKpAIlleHHBIE CCHLIKIL.

Ecnu BeI He y3HaeTe JOMeH, McciaeayiiTe ero. Haiinure no-
MeH C JOMEHHBIM MeHeM B KaBbIUKaX, MCIIOJIb3Ys IIOMCKOBYIO
CHUCTEMY, COXPAHSIOIIYI0 KOHPUIEHIMATBHOCTS (HAIIPUMeD,
DuckDuckGo), uTo6s! y3HATh, SIBISIETCS JIU 9TO 32aKOHHBIM BeO-
caiiToM. JTO He HaJe)KHOe pellleHe, HO 9TO XOpoliasg Mepa
IIPeJOCTOPOKHOCTH.

"*anarsec.guide/ru/posts/tails/#tor
"*theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers
"*unshorten.me/
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daunbi

B 2017 rogy ®BP n Facebook coBmecTHO paspaboranu BpeqoHOC-
HBIN aneocbaﬁm , KOTOPBIl JeaHOHUMMN3NPOBAJ I10JIb30BaTes
Tails®® mociie TOro, Kak OH OTKPBLI €0, UCIIOIB3YsI JOMALIIHIIT
Wi-Fi.

,L[JISI HeHaJle;KHBIX BJIOKEHIII BaM B Ujeale CJIEAYET MCIIOJIb30-
BaTb Dangerzone“ JJI1 OUMCTKM BCE€X OTIIPABJI€HHBIX BaM

(1)3]7[.110]3 Imepea mxX OTKpbITIIEM. Dangerzone 6epeT HEHaOEKHbIE

PDF-daiins, opucHbIe JOKyMEHTHI WM M300pakeHNs U IIpeBpa-
miaet ux B Hagexusle PDF-¢aitnbr. O3HaKoMbTECh C JOKYMeHTa-
uueir’® o ycranoske Dangerzone na Tails — k cokanenuro, B Ha-
CTOsIIIlee BpeMsI [IJISI 9TOr0 TpebyeTcs MCII0Ib30BaTh KOMAaHIHYIO
cTpoky’.

Ecnu BeI He ucnonb3yere Dangerzone, JIy4iire Bcero OTKpbI-
BaTh HeHaJe)KHbIe ailaIbl B BhIgeIeHHOM ceaHce Tails
«oduraitH-pe>xuma»’!. IT0 NPeTOTBPATUT BHIIIOIHEHE KOIA OT
YCTaHOBJIEHMS YOAJIEHHOTO COeMHEHNS C IIPOTUBHIKOM, UTO
00GBIUHO HEOOXOMMMO Ui IIPOAOJLKEHMS aTaku. Hememnenuoe
3aBepllIeHIE CeaHca II0CJIe 3TOI0 MIHIMUS3NUPYET BEPOSITHOCTD
coxpaHeHus BpengoHocHoro [10. OxHako, eciy BbI He UCIIOIb3ye-
te Dangerzone s ouncTky (ailyIoB, OHU OCTAHYTCS HEHaTeXK-

HBIMU.

Ccbinku
Hp]/[ JMICIIOJIB3OBAaHUN HEHAOEXHDBIX CCBIJIOK BaM HeO6XOIII/IMO 3a-
INUIIIATh OBE€ BEIII: CBOXO aHOHVMMHOCTB V1 CBORO I/IHq)OpMaLU/IIO.

+ Jlyuire Bcero OTKpbIBaTh HEHAJe)KHbIE CCBIIIKU B BbIIe-
seHHOM ceaHce Tails 6e3 pa3oIOKMPOBaHHOTrO IIOCTOSHHO-

“*vice.com/en/article/v7gd9b/facebook-helped-fbi-hack-child-predator-
buster-hernandez

*dangerzone.rocks/

"°tails.net/doc/persistent_storage/additional_software/dangerzone/
index.ru.html

"‘tails.net/doc/first_steps/welcome_screen/index.ru.html#index3h2
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Tails USB LUKS USB #1 LUKS USB #2
No Persistent Storage Website moderation Sketchy research

Ecnan USB-HakonuTesb ¢ « IMUHBIMY JaHHBIMIU» MCIIOIb3YyeTCs
IUISI COXpaHeHNsI OUueHb KOHUAEeHIIMATHHbIX GaliiioB (Hanpumep,
TEKCTa KOMMIOHUKeE), JIVUIIIe BCETO Iepe3alncaTh U YHUUTOXKNUTD
USB-Hakonuretb, KaK TOJBKO ¢ailibl BaM 0OJIbIlIe He TIOHATOO0SIT-
cs (cM. Really delete data from a USB drive®®). 9to erte ogua mpu-
4IHA JICIIOJIB30BaTh OoTAeabHBIN USB-HakonmTenpb AiIg Jr00bIX
¢aitoB, KOTOpbIe HEOOXOIMMO COXPAHNUTh — BBl He HaKaILTyBae-
Te KPUMMUHAINCTUYUECKYIO CTOPUIO BCeX CBOUX (alijioB B CBOEM
ITOCTOSIHHOM XpaHmianie Tails, 1 BbI MoKeTe JIETKO YHIUUTOXIUTH
9T USB-HaKOIUTENN ¢ «JIMYHBIMY JaHHBIMI» II0 Mepe Heo0xo-
IVIMOCTH.

Ecnu BBI yxe ucnonbsyere Tails u sammndpoBanHy 0 971€KTpOH-
HYIO IIOUTY, BbI, BO3MOKHO, 3HAKOMBI C (yHKIMEN ITIOCTOSHHOTO
xpanunuiia Thunderbird g Bamrero moutoBoro sSimka 1 Kixo-
ueit PGP. 9ta pynkuus He 6yger paborars npy BKIOUEHHOM IIe-
pexyIIouarese 3aI{/AThI OT 3alyCcy. BMecTo MCIIONb30BaHUS ITOCTO-
STHHOTO XPaHWINIIA I 9JIeKTPOHHOI IIOYTHI IIPOCTO BOJIAUTE B
Thunderbird ¢ momoisio IMAP B kaskmoM HoBOM ceaHce. Kitroun
PGP mosxnHO xparuth Ha USB-Hakonurese «IIepCOHAJIBHBIX JaH-
HBIX», KaK U JII000i1 qpyroit $hail, 1 MMIIOPTUPOBATH IIPU HEOG-
XOIMIMOCTH C IMOMOIIBI0 «[ncneruepa xiroueit OpenPGP»
Thunderbird (®aitn — VMmopTupoBaTh OTKPBITHIN Kittou(u) u3
daitna / UmmoprupoBath cekperHblit kiou(n) us daitna). [Ipe-

*’anarsec.guide/ru/posts/tails/#real-no-udalit-dannye-s-usb
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JMMYLLIECTBO TAKOTO ITOAX0Ja B TOM, UYTO €CJIM IIPABOOXPAHUTEIb-
HbIM opraHam ynactcsa o6oittu LUKS, oHu Bce paBHO He mosyuar
IOCTYII K BallleMy IIOYTOBOMY SIIIMIKY, He 3Has MapoJisd Balleil
3JIEKTPOHHOII IIOYTHI.

OcBeAOMNEHHOCTb O GULLUUHTE

[aBaiiTe BepHEMCS K TEMe TOTO, KaK 3JI0YMBILUIEHHUK Gy mer
[IPOBOJNTH YOAIEHHYIO aTaKy ', HAlleJIEeHHYI0 Ha BAC VI BAlll
IIPOEKT C LIEJIBIO B3JIOMA; OTBET, CKOpee Bcero, «uimur» . Pu-
WUHe — ITO KOTHA 3JIOYMBILIIEHHNK CO3/1a€eT 9JIEKTPOHHOE INCh-
Mo (MM COOOIIIeHNEe B IIPIIIOKEHNN), YTOOBI 0OMaHOM 3aCTaBUTh
BacC pacKpbITh MHPOPMAIMIO MIK BHeOPUTH BpegoHocHoe I10 Ha
BallI KoMIibioTep. Llenresoti gpuwune’ — 310 KOrga 370y MbILILIEH-
HUK IIPOBeJI HEKOTOPYIO Pa3BeAKY 1 MCIIONb3yeT yKe U3BECTHYIO
emMy nH(pOpMaLMIO 0 Bac, YTOOBI aJalITUPOBATh CBOIO (QUILINHIO-
BYIO aTaKy.

®urrHT paboTaer TOJIBKO B TOM CIIyUae, eCIN Y 310y MBIIILIeH-
HIIKA eCTh CII0CO0 OTIIPABUTH BaM COOOIIIEHNE: BAM He HYKHO
6eCIIOKOUTHCS 00 9TOM BEKTOpE aTaKM IJIsl TAKUX JEVICTBUIL, KaK
OTIIpaBKa KOMMIOHMKE VIV [IPOBEIeHIEe MCCIIe{OBAHIII Ieil-
CTBMIL, HO OH aKTyaJleH [ IPOEKTOB, OPMEHTIPOBAHHBIX Ha 00-
II[eCTBEHHOCTh, KOTOpPbIe MMEIOT KaHaJ CBsA31. MIMeriTe B BUAY,
UTO II0JI€ «OT» B 3JIEKTPOHHBIX MUCEMAaX MOYKET ObITh MOIENaHO,
uT00BI 00MaHyTh Bac — moamuchk PGP cmaruaer 910, MoKasbIBasd,
YTO 3JIEKTPOHHOE IICHMO HEMCTBUTENBHO OT TOTO, OT KOTO BBI
OKIIIa€Te €r0 MONYUNTh.

Brl, BepoATHO, CIBIILIANN COBET CKEIITUUECK) OTHOCUTBCS K Ilepe-
X0y IIO CChIJIKAM U OTKPBITUIO BIOKEHUII — BOT II0UeMy. YcIex
(dbuIMHra 3aBUCUT OT BaIllIUX NEVCTBUIL, I0O3TOMY Ballla OCBEIOM-
JIEHHOCTB — JIyulllad 3alliTa.

“*anarsec.guide/posts/e2ee/#pgp-email
“*en.wikipedia.org/wiki/Arbitrary_code_execution
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BpemoHocHBIIT daitin uin cchuika paboTaeT, BBITOMHII KOI®! Ha
BallleM KoMIIbIoTepe. [ Bpe JOHOCHBIX (ajijioB KOM BBIIIOJHSIET-
sl IIpU OTKpBITHUY darina. [11g BpeJOHOCHBIX CCBUIOK KOJ BBIMIOJI-
HSIETCSI IIPY TIOCeIeHNM Be6-caiiTa, OOBIYHO C IIOMOII[BIO
JavaScript. Llesrp BBIITOJTHEHNS 3TOTO KOJa — IIPEIOCTaBUTH TOUKY
Bxoma («HAYaJIBHBIN JOCTYII») NI 3apaskeHNs BAIlero KOMIIBIO-
Tepa BpegoHocHbIM 0.

Tails 3amuiaer ot BpegonocHoro 110, jeaHOHUMU3UPYIOLIETO
BaC, IPMHYONTEIBHO HAIIPABIIAI BCe MHTEPHET-COeqUHEHNS Ue-
pes ceTs Tor. OqHAKO, KaK TOJIBKO IIPOTVBHMK IIOJyUNT «HAUAIb-
HBIJ OCTYII», OH IIOIIBITAEeTCS IIPOJOJIKITE CBOIO aTaKy;

» yTOOBI cHenaTh MHPEKIMIO CTOMKOIM ,%,

+ YCTaHOBUTH 9KpaH WJIN Keruiorrep ,*,

o UTOOBI U3BJIEUD BAaIllM TaHHBIE ,**

o IUISL JOCTVI)KEHUS «IIOBBIIIEHUS IIPUBUIIETAI»*

[ToBsbILIeHVEe IPUBIIET NI (T.€. TIepeXo]] OT HeIIPUBUIIETPOBAH-
HOTO II0JI30BaTeNs K aIMUHIICTPATOPY B CUCTEME) OOBIYHO HEeOO-
xomgumo it ooxona Tor. Tails He MMeeT maposIst aIMUHKICTPATOPA
10 YMOJIUAHUIO (€70 HYKHO YCTAHOBUTD HA 9KpaHe IIPUBETCTBIS
ceamca, eClIi HeOOXOOUMO), UTOOBI 3aTPYIHUTE «IIOBBILLIEHVE
IIPUBUJIET I .

IMocnenumnit aygur Tails®® 0GHAPYKIII HECKOIBKO «ySI3BUMOCTEIT
IIOBBIIIIEHNS] IPUBIUIETUI» U JaXKe YSI3BIMOCTb, KOTOpask BbIIA-
Baya IP-agpec HenmpuBMIIErNpPOBaHHOTO NOJIb30BaTeNd. Ecin
YCTOITUMBOCTH K aTakaM BpegoHocHOro 110 siBiseTcst Ba)XKHOII ya-
CTBIO Barireit Mmogenn yrpos, cM. When to Use Tails vs. Qubes OS®".

“?attack.mitre.org/tactics/TA0003/
“*attack.mitre.org/tactics/TA0009/
*attack.mitre.org/tactics/TA0010/
“en.wikipedia.org/wiki/Privilege_escalation
“*tails.net/news/audit_by_ROS/index.en.html
’anarsec.guide/posts/qubes#when-to-use-tails-vs-qubes-os
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