Tails — 310 omeparoHHas CUCTeMa, KOTOpasl [ejlaeT aHOHMMHOE
JCIIONIb30BaHIe KOMITbIOTEpPA HOCTYIIHBIM I Beex. Tails paspaboran
Tak , 4TOObI He OCTAaBJIATh CJeJOB Ballleil aKTMBHOCTU Ha BallleM
KOMITBIOTEPE, €CIIV BBl SIBHO HE HACTPOUTE €ro Ha COXpaHEeHUe OIpe-
IENEeHHBIX MAaHHBIX. JTO JOCTUTAeTcs IyTeM 3amycka ¢ DVD wmm
USB, He3aBUCHUMO OT yCTAaHOBJIEHHON Ha KOMIIBIOTEPE OMEPALIIOHHON
cucremsl. Tails mocraBisieTcst ¢ HECKOJIBKIMIL BCTPOEHHBIMY IIPUIIOKe-
HUSIMU, [IPeIBAPUTEIHLHO HACTPOEHHBIMU C yUeTOM 0e30I1aCHOCTH, U
BCE AHAPXVICTHI IOJDKHBI 3HATH, KK UCIIOJIb30BATh €r0 Ik 0e30I1acHO-
ro OOIIEeHMsI, MICCIIeOBAHMS, PENAKTUPOBAHNS U ITyOINKAIMY KOHPI-
MEeHIMAIBHOTO KOHTEHTA.
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Ira Bepcus 3MHA ObLyIa I10CJIe T HUIT pas o0HoOBIeHa 2024-04-26. 3aii-
IOUTe Ha caiT anarsec.guide/ru  mOCMOTpUTe, HeT Ju Hoiee MO3THUX
penaxumii.

CumBoi T 03Hauaer, 4TO 3TOT TEPMUH eCTb B cioBape. Ai ferri corti.

AnarSec 910 pecypc KOTOPBIiT IPU3BaH IIOMOUb aHAPXICTAM OpUEH-
TUPOBATHCS BO BPAXKIEOHOM MUpPe TEXHOJIOTUIT — IMOAOOpKA IIOCOOUIT
1o obecreueHNIo HUPPOBOIL GE30IIACHOCTY ¥ AHOHUMHOCTI, a TaKXKe
I10 MPOBENEHNUIO XaKEPCKIX aTak. Bce mocobust JOCTynHBI B BUjie OyK-
JIETOB, UTOOBI X MOKHO OBLIO pacreuararts U OyIyT IOCTOSHHO 06-
HOBJISTBCH.
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« Remove Identifying Metadata From Files
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» Make Your Electronics Tamper-Evident
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for the throne in waiting». The Tor network can be accessed through

the Tor Browser on any operating system. The Tails"*

operating
system forces every program to use the Tor network when accessing

the Internet.

For more information, see Tails for Anarchists*®’

and Privacy
Guides*?®. To understand the limitations of Tor, see the Whonix

documentation®.

**anarsec.guide/glossary/#tails

?’anarsec.guide/posts/tails/#tor
?*privacyguides.org/en/advanced/tor-overview/
»*whonix.org/wiki/Warning
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Threat model

Threat modeling is a family of activities for improving security by

119 " and vulnerabilities*?®,

identifying a set of adversaries, security goals
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack'??) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity

of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library'*,
Defend Dissent: Digital Threats to Social Movements'** and Defending
against Surveillance and Suppression'**.

Tor network

Tor'* (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor «the King
of high secure, low latency Internet anonymity» with «no contenders

"anarsec.guide/glossary/#security-goal

*anarsec.guide/glossary/#vulnerability

*'anarsec.guide/glossary/#ddos-attack

?’notrace.how/threat-library/

»open.oregonstate.education/defenddissent/chapter/digital-threats/

**open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/

»torproject.org/
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For more information, see Making Your Electronics Tamper-Evident"?,

the Threat Library**?, the KickSecure documentation'*?, and Defend
Dissent: Protecting Your Devices'**.

Remote attacks

By remote attack, we mean that an adversary would access the data on
your phone or laptop through an Internet or data connection. There
are companies that develop and sell the ability to infect your device
(usually focusing on smartphones) with malware'*® that would allow
their customer (your adversary, be it a corporate or state agent) to
remotely access some or all of your information. This is in contrast to
a physical attack'*c.

For a more detailed look, see Defend Dissent: Protecting Your
Devices'"".

Sandboxing

Sandboxing is the software-based isolation of applications to mitigate
system failures or vulnerabilities. For example, if an attacker hacks an
application that is «sandboxed», the attacker must escape the sandbox
to hack the entire system. Virtualization'*® is the most powerful
implementation of sandboxing.

anarsec.guide/posts/tamper

2notrace.how/threat-library/techniques/targeted-digital-surveillance/physical-
access.html

*kicksecure.com/wiki/Protection_Against_Physical_Attacks

**open.oregonstate.education/defenddissent/chapter/protecting-your-devices/

" anarsec.guide/glossary/#malware

eanarsec.guide/glossary/#physical-attacks

' open.oregonstate.education/defenddissent/chapter/protecting-your-devices/

%anarsec.guide/glossary/#virtualization
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Tails — 310 onepanmonHas cucrema’, KoTopas geraeT aHOHUMHOE VIC-
[I0JIb30BaHME KOMIIBIOTEPA JOCTYIIHBIM Ui Beex. Tails paspaboran’
TaK , UTOOBI HEe OCTaBJIATDH CJIEOB Balllell aKTMBHOCTM Ha BallleM KOM-
IIBIOTEpE, €CIIM BBI IBHO He HACTPOUTE €ro Ha COXpaHeHUe oIIpeje-
JIEHHBIX TaHHBIX. ITO JocTUraercs nyreM sanycka ¢ DVD niam USB,
HEe3aBUCUMO OT YCTAaHOBJIEHHOV Ha KOMIIBIOTEPE OIEePAIIOHHO CH-
creMsl. Tails mocTaBnsercs ¢ HECKOIBKMMY BCTPOEHHBIMMI IIPUIIOKE-
HUAMU’, IpeqBAPUTETIHHO HACTPOEHHBIMI C YUeTOM 0e30IIaCHOCTH, U
BCE aHAPXWCTHI JOJDKHBI 3HATh, KaK MCII0IH30BATh €ro st Ge3oImac-
HOTO OOILeHNS, ICCIIEIOBAHMS, PEIAKTUPOBAHMS M IIyOIMKALINI KOH-
¢$MIeHIATPHOTO KOHTEHTA.

HoxkymeHnranus Ha caitre Tails® mpeBocxogHa U IIpocTa B MCIIOIb30Ba-
Hun. B aToM pykoBopcTBe 0600111eHa Hanbolee BaKHAS JOKYMeHTa-
L(UIs1, @ TAK)Ke TOTIOJIHUTEIBHO BKIIIOUEHBI COBETHI 110 HACTPOIIKE U IC-
[10JIb30BAHMIO, OTHOCSIIMECS K Moenu yrpo3’ anapxucros. Our Jlyu-
e nipaktuky Tails* article goes into more detail, but we recommend
that you familiarize yourself with the basics of Tails before reading it.

TAILS: amHe3uueckas u

UHKOTHHUTO XXHUBaAA CHUCTEMA

Tails — aT0 omeparmonnas cucrema. OneparioHHas CuCTeMa — 3TO
HabOp IporpaMm, KOTOpbIe YIIPABIAIOT PA3INUHBIMI KOMIIOHEHTAMU
(>KecTKMIT OUCK, 9KPaH, IIPOLIECCOP, TAMATH I T. [.) KOMIIBIOTEPA U
II03BOJIIIOT €My QYHKI[MOHUPOBATb.

Bs1, BeposTHo, cabiany o « Windows» minu «macOS», ABYX caMbIX
pacIpocTpaHeHHBIX OIIePallIOHHEIX cucTeMax. EcTs u npyrue omnepa-
LMIOHHBIE CUCTEMBI — MOJKET OBITh, BBI cibInIany o Linux? Linux or-

'tails.net/about/index.ru.html
*tails.net/doc/about/features/index.ru.html
*tails.net/doc/index.ru.html
*anarsec.guide/ru/posts/tails-best



HOCHUTCH K CEMEJICTBY OIlepallMOHHBIX CUCTEM, KOTOPOE pa3BeTBJIAET-
¢ Ha HECKOJIBKO II0JICeMENICTB MM PasINIHbIX Bepcuii Linux, oqHa
13 KOTOpBIX HasbiBaeTcd Debian. B momgcemerictse Debian mb1 Haxo-
num Ubuntu u Tails. Tails — a1o guctpubytns (Bepcus) Linux ¢
HEeCKOJIBKMIMY OTJIMUYMTEIBHBIMI 0COOCHHOCTSMIU:

« Kusas cucmema
— Tails — aTo Tak Ha3bIBaeMas >KMBas cucTeMa. B To BpeMs Kak
IpyTHe oIlepallyIOHHBIE CUCTEMBI 3aITyCKAIOTCA C >KECTKOTO JIICKa
Balllero KOMIbioTepa, Tails ycTanaBiuBaeTcs Ha BHelllHee
ycTpoiicTBo, Takoe kKak USB (mu maxe SD-kapra nian DVD). Ko-
I'ia BRI 3aITyCKaeTe KOMIIBIOTep C IMOAKIIOUEeHHBIM yCTPOIICTBOM
Tails, BaItr KoMnpOTEp paboTAET C ITOTO YCTPOIICTBA, OCTABIISIS
Balll )KeCTKIII MCK HETPOHYTHIM. BBI Ta’ke MOXKeTe VCII0JIb30-
Bath Tails Ha KoMIIBIOTEpE 63 KECTKOTO HVICKA.
+ Amnesus
— Tails paspaboran Tak, UTOOBI HE OCTABIIATh HUKAKUX DJAaHHBIX Ha
KOMITBIOTEpE, KOTOPBIN BBI MICIIOJIb3yeTe; OH HUUEro He 3aIlChI-
BaeT Ha >KeCTKMII IMCK U paboTaeT TOJIBKO B OIIEPATUBHOI ITaMs-
i (RAM), KOTOpast aBTOMAaTUUECKN CTUPAETCS IIOCIIE BBIKIIIOUe-
uus. Cama cuctema Tails live (o6s1uno paboratorias Ha USB) Tak-
JKe 0CTaeTcs HeTPOHYTOI. EqMHCTBEeHHBII CIT0CO6 COXPaHUTD UH-
dbopmanuio — mepeMecTUThb ee Ha apyroii pasmen USB mepen BoI-
KiaroueHneM (cM. Hioke). I{esrb 3T0ro — He OCTaBJISATH KPUMIHA-
JMCTUYECKUX CIIeTOB, KOTOpPBIE KTO-TO, MMEIOIil Hu3necKuit
IOCTYII K BalleMy KoMubioTepy min USB-nakonuresro Tails, mor
ObI TI03Ke IPOUNTaTh. Takue Belly, Kak MCTOpNs Ionucka B H-
TepHeTe, «HeaBHO OTpeNaKTVPOBaHHbIE» JOKyMEHTEI 1 T. 1.,
CTUpPAIOTCH.
+ Unkxocnumo
- Tails Taxxe ABIgeTCSI CUCTEMOI, KOTOpas ITO3BOJIIET BaM OCTa-
BaThCA MHKOTHUTO VIV aHOHUMHBIM. OHa CKpBIBAaeT 3JIEMEHTHI,
KOTOpbIe MOTYT PaCKpBITh Ballly JUYHOCTb, MECTOIIOJIOKEHIIE U
T. 1. Tails ucnonpayer cerb anounmuoctn Tor™ mis sammrer Ba-
1I1e’I aHOHMMHOCTY B CETH, 3aCTaBJIAd BCe CTAaHIApTHOE IIpo-

and the Whonix documentation®.

Open-source

The only software we can trust because the «source code» that it is
written in is «open» for anyone to examine.

Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Phishing

Phishing is a technique of social engineering*®. Attackers send SMS
messages, emails, chat messages, etc. to their targets to get their
personal information. The attackers can then try to impersonate their
victims. It can also be used to get the victim to download malware'*’
onto a system, which can be used as a starting point for hacking. Spear

108

phishing'®® is a more sophisticated form of phishing. For more

information, see the Kicksecure documentation®.

Physical attacks

A physical attack is a situation where an adversary first gains physical
access to your device through loss, theft, or confiscation. For example,
your phone may be confiscated when you cross a border or are
arrested. This is in contrast to a remote attack™.

1 whonix.org/wiki/Warning#Man-in-the-middle_Attacks
%¢anarsec.guide/glossary/#social-engineering
’anarsec.guide/glossary/#malware
%anarsec.guide/glossary/#spear-phishing
19kicksecure.com/wiki/Social_Engineering
°anarsec.guide/glossary/#remote-attacks
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authenticity — that you are actually connecting to the web server you
intended, and that this connection is encrypted.

For more information, see our explanation®® or Defend Dissent:
Protecting Your Communications®.

LUKS

The Linux Unified Key Setup (LUKS)'* is a platform-independent
specification for disk encryption. It is the standard used in Tails*®*,
Qubes 0OS**%, Ubuntu, etc. LUKS encryption is only effective when the
device is powered off. LUKS should use Argon2id*®* to make it less

vulnerable to brute-force attacks.

Man-in-the-middle attack

An example of a man-in-the-middle attack is when Alice
communicates with Bob over the Internet, Eve (eavesdropper) joins the
conversation «in the middle» and becomes the man-in-the-middle. Eve
can modify, insert, replay, or read messages at will. Protective
measures include encryption (confidentiality) and checking the
authenticity and integrity of all messages. However, you must also
make sure that you are communicating with the expected party. You
must verify that you have the real public key of the recipient. For
example, this is what you do when you verify a contract’s «Safety
Number» in the Signal encrypted messaging app.

For a more detailed look, see Defend Dissent: The Man in the Middle***

**anarsec.guide/posts/tails/#what-is-https
*’open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/
1gitlab.com/cryptsetup/cryptsetup
anarsec.guide/glossary/#tails
?anarsec.guide/glossary/#qubes-os
% anarsec.guide/posts/tails-best/#passwords
%4open.oregonstate.education/defenddissent/chapter/the-man-in-the-middle/
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rpaMMHOe obecIieueHne IoaKIouarscsa K ViHTepHety yepes Tor.
Ecnu nmpusosxeHne nplTaeTcs MOAKIOUYNTLCI K IHTepHeTy Ha-
npsamyio, Tails aBromaTuuecku 3abnokupyet coequuenue. Tails
TakKe nsMeHseT «MAC-agpec» Balllero ceTeBOro 000pyaoBaHN,
KOTOPBIV MOKeT JICIIOJIb30BAaThCA I YHUKAJIBHOI NAeHTNU-
Kaluu Balllero HoyToyKa.

10EEETE40 ﬁ &

Obscures your Real IP Prevents Network Prevents Location Blocks Fingerprinting
Address Observation Determination

@
Prevents Cross-Site Isolates Cookies & Writes Nothing to Disk No Browser History
Correlation Scripts

« besonacnocmv
- Tails 6p11 paspaboran ¢ yuerom 6e3omnacHocTt. MuHuMMaIbHasl,
¢dyHKIMOHANBHAS 1 IIPOBEPEHHAs Cpefja y>Ke YCTaHOBJIeHa (co
BCEM HEOOXOOMMBIM st 6a30BOIT 00PABOTKI TEKCTA, PENAKTUPO-
BaHMs M300pakeHNI1, IIN(POBAHNS I T. 1.).

Cerogusaursss 1ydpoBas 6e30IaCHOCTb He 00513aTeIbHO 3aBTPALLI-
Hsis. 3alUTa MePCOHAJIBHBIX JAHHBIX TPeOyeT peryJsApHbIX 00-
HoBJeHMII. [{udpoBrie MHCTPYMEHTHI HeHANE)KHBL, €CIIM OHY HIUKO-
rja He OOHOBJIAIOTCSA, M YTOOBI MIMETh IIOCTOSHHYIO YBEPEHHOCTb B
3TUX MHCTPYMEHTAaX, XOPOIIIO 3HATh, YTO KOMaHbI aKTUBHO IO Aep-
’KIMBAIOT VX ¥ UTO Y HUX XOpoIIasd peryranusd. BaXxHo moHMMAaTh OyX
Tails: Bce paspaborano ¢ yuetom Oe3zomacHoctir. OHAKO B IIPOrpaMM-
HOM ofecIleueHIN He CyIIeCTBYeT UAealbHOr0 MHCTPYMEHTa; BceTaa



ecTs orpannyenus. Kpome roro, cmoco6 ncnonpsoBanus Tails mo-
’KeT cO37aBaTh IPOOIeMBbI 0€30IIaCHOCTIL.

Tails — 3T0 GecruraTHOE IPOrpaMMHOE OBecIIeueHre C OTKPBITHIM IIC-
xoxHbIM' KooM. JIr060i1 sKeTaroImil MOXKeT IIPOCMAaTPUBATh, 3aTPy-
KaTh ¥ M3MEHATh UCXOMHBIN KOX (perternT)... AGCOTTHO HeoOXOoMu-
Mo yBenuThest, uto Bepeus Tails y Bac momnuunas. He npeneOperaiire
aTaraMu IIPOBEPKM BO BpeMs YCTAHOBKU, KOTOPBIE IIOIPOOHO OTIyCca-
HbI Ha Beb-caitre Tails.

Tails rmo3BoJisieT HecIeryanNCTaM M3BJIEKaTh BBITOAY U3 IMIPPOBOIL
6€e30IMaCHOCTY ¥ AHOHUMHOCTH 6€e3 KpyToit KpuBoit o6yuenus. Uc-
nosp3oBaHMe Tor uMeeT perramolee 3HaUeHNe I UPPOBOIL aHO-
HuMHOCTY, 1 Tails moMoraer Ham coBepIIaTh KAK MOKHO MEHbIIIE
OLIMGOK IIPU MICIIOIB30BaHUM TOr I HEKOTOPBIX PYIUX MHCTPYMEH-
toB. Mcions3oBauue Tails TpeGyeT coBceM HEMHOTO yCUIINIA, UTOOBI
cIesaTh [OBCeJHEBHOE UU(POBOE MOBeieHe Gosiee Ge30IacHbIM, a-
Ke eCJIM MHOT/IA 9TO KaKeTcs «HeyHoOHbIM». C IpyTroil CTOPOHBI,
«ymobHas» abTEPHATIBA O3HAUAET IIOBBIIIEHHBIN PUCK PEIIPECCIIT
— He TOJIBKO IS BaC, HO ¥ JUUISL TeX, C KeM BbI O0IIIaeTeCh.

This tutorial is divided into several sections. The first covers the basics
for getting started with Tails. The second section covers tips for using
the software included in Tails, as well as what you need to know about
how Tor works. The third section is about troubleshooting any
problems that you might encounter with your Tails USB, so do not
give up at the first problem — most of the time the solution is simple!

KoHuenuua moaenu yrpos

Tails — 10 He Marus, u y Hee MHOTO orpaHmueHmit. VIHTepHeT 1 KOM-

MIBIOTEPBI — 3TO BpakaeOHAsT TEPPUTOPUS, CO3TAHHAT IS KPAXKU Ba-

IIMX OaHHbIX. Tails He 3aIMTUT Bac OT UeaI0BeUeCKUX OINMOOK, B3JIO-
Ma 060pyIOBaHMs, B3JIOMa IIPOLINBKI, B3JIOMa MJIJT HEKOTOPBIX OPY-

rux TUNnoB aTak. B VlHTepHeTe He cyliecTByeT MOealbHO 6e30I1acHO-
CTH, II03TOMY TaK BaKHO IIOCTPOUTH MOJENH yrpos™.

Interface (GUI) does not. Often, either a GUI or a CLI would work, and
which you use is a matter of preference. For example, in Tails*’, you
can verify the checksum?®® of a file using either a GUI (the GtkHash
program) or a CLI command (sha256sum).

For more information, see Linux Essentials®. The Tech Learning
Collective’s «Foundations: Linux Journey» course on the command
line*® is our recommended introduction to using the CLI/terminal.

Correlation Attack

An end-to-end correlation attack is a theoretical way that a global
adversary could break the anonymity of the Tor network®*. For more
information, see Protecting against determined, skilled attackers®® and
Make Correlation Attacks More Difficult®. For research papers on the
subject, see Thirteen Years of Tor Attacks’ and the design proposal on
information leaks in Tor.

HTTPS

The «S» in HTTPS stands for «secure»; which means that your
Internet connection is encrypted using the Transport Layer Security
(TLS)* protocol. This involves the website generating a certificate
using public-key cryptography®” that can be used to verify its

* anarsec.guide/glossary/#tails
**anarsec.guide/glossary/#checksums-fingerprints
#anarsec.guide/posts/linux/#the-command-line-interface
*’techlearningcollective.com/foundations/linux-journey/the-shell
‘anarsec.guide/glossary/#tor-network
°?anarsec.guide/posts/tails-best/#2-protecting-against-determined-skilled-
attackers
**anarsec.guide/posts/tails/#make-correlation-attacks-more-difficult
**github.com/Attacks-on-Tor/Attacks-on-Tor#correlation-attacks
’spec.torproject.org/proposals/344-protocol-info-leaks.html
*¢youtube.com/watch?v=0TLDTodL7Lc&listen=false
°’anarsec.guide/glossary/#public-key-cryptography
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Operating system®': Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials®>. Qubes OS
can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists®.

See When to Use Tails vs. Qubes OS**. We do not offer «<harm
reduction» advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging

See Encrypted Messaging for Anarchists®’
Storing Electronic Devices

See Make Your Electronics Tamper-Evident®.

Mpunoxenue: Cnoeapsb

Command Line Interface (CLI)

The «command line» is an all-text alternative to the graphical «point
and click» tool that most of us are more familiar with; the Command
Line Interface (CLI) allows us to do some things that a Graphical User

#tanarsec.guide/glossary#operating-system-os
#2anarsec.guide/posts/linux

#anarsec.guide/posts/qubes/
**anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
#anarsec.guide/posts/e2ee/

*¢anarsec.guide/posts/tamper/

48

ITocTpoeHme Mopeny yrpo3 — 3TO IIPOCTO BOIIPOC, OT KOTOPOTO BHI 3a-
nmaete cebe onpeneneHHbIe Borpockl. OT Koro s 3amuiack? Kakossl
MX BO3MOKHOCTU? KakoBBI ObLIN GBI ITOCIENCTBYS, €CIU OBl Y HUX
OBLI TOCTYII K 3TUM JaHHBIM? A 3aTeM, MCXOXI U3 KOHKPETHO CUTY-
aInu, OLleHUTe, KaK BBl MOKETE 3aIUTUTH CeOsI.

It makes no sense to say «this tool is secure». Security always depends
on the threat model and it takes place on multiple levels (network,
hardware, software, etc.). For more information on this topic, see the
Threat Library”.

1) OcHoBebl ucnonbsosaHms Tails

Mpeanocbinku

Bbi6epure USB/DVD:

Tails 6ymer pa6orars Tonbko ¢ USB-HakonuTenamMu o0beMOM He Me-
Hee 8 I'b, DVD-nuckamu nnu SD-kapramu. Bee nanusie Ha USB-Ha-
KoIuTele OYAyT IIOJHOCTBIO CTEPTHI BO BpeMsl yCTAaHOBKIY, II09TOMY
COXpaHMNTEe X B IPYTOM MeCTe, a eCJIU BbI He XOTUTE, UTOOBI TaM
OCTANCh KaKye-Iubo CIeabl TOTO, UTO TaM ObLIO paHblile, VICIIOJb-
3yiiTe HOBBIN USB-HaKkonnTeNb.

B cratse Jlyumme npaxtuku Tails® pekoMeHIyeTCs MCIIONIB30BATh
USB ¢ nepekiIrouaTesieM 3aIlUTHI OT 3aIMCHU (HEM3MEHAEMBII IMCK).
ITpu 67I0KMPOBKe IepeKII0YaTeIb IIOJTHOCTBIO IIPeJOTBpAIIlaeT M3Me-
HeH1e cofep;kumoro USB. 9To nmpemoTBpalliaeT KOMIIPOMeTAIMIO Ba-
urero USB-nakonurens Tails ckommpoMeTupoBaHHBIM ceaHcoM Tails.
[TepexirogyaTess 3alUTHI OT 3aIIVICY JOJLKEH OBITH BBIKJIIOUEH BO Bpe-
Md ycTaHOBKI. Eciii y Bac HeT BO3MOKHOCTHM IOJy4YUTh Takoit USB-

’notrace.how/threat-library/
‘anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi



HAKOIIUTENb, BBI MOXeTe 3armyctuth Tails ¢ SD-kaptsr, DVD-R/
DVD+R mnn Bcerga 3arpyarbcs ¢ onuueit toram (OMmMcaHHo B cTa-
Thbe).

Bui6epure Hoytbyk:

Xors Tails MO>XHO MCIIOTB30BAaTh HAa HACTOIIBHOM KOMIIBIOTEpE, 3TO
He peKOMeHyeTCs, IIOCKOJIbKY O0OHapy>KUTh (pU3MUecKoe BMellla-
TEJIBCTBO' MOXHO TOJIBKO Ha HOyTOyKe. See Jlyumme npakruknu Tails®
for more information on obtaining a laptop.

Hexoroprie monenu HOoyTOykoB 1 USB He 6ynyT paborats ¢ Tails, mnm
HeKoTopble GyHKUMMU He OynyT pabotars. UYTOOHI Y3HATD, €CTH N Y
BaIllell MO M3BEeCTHBIE MIPOOIEeMBbI, IIOCETUTE CTPAHNILY M3BECT-
HbIX IIpobiem Tails’.

Ecnu Tails paGoraer canirkom mMemieHHO, yoenurecs, uro USB Bep-
cun 3.0 Mau BBILIE U UTO BBI UCIIONb3yeTe mopt USB 3.0 Ha HOyTOYKe.
Ecnn Tails uacro 3aBucaer, BBI MO>KeTe JOOABUTH GOJIbIIIE OIIEPATUB-
HOJI IaMATHU B KoM1ibioTep. 8 I'B ODKHO GBITH JOCTATOYHO.

YcraHoBKa

s ycranosku Tails Ha USB-Hakomnurens BaM IOHAZOOUTCSI «MCTOY-
Huk» 1 USB-uakonurens (8 I'b mwnn Gompblire).
g «MCTOUHMKA» eCTh ABA PeIlleHN .

PeweHue 1: YcraHoBKka nyrem 3arpy3km
(npeanoytmrensHo)

CrenyiiTe MHCTPYKIMAM IT0 ycTaHOBKe Tails'® BakHO ciietoBaTh BCe-
My PYKOBOJCTBY. 3I0YMBIIIUIEHHUK MOJKET IIepeXBAaTUTh I U3MEHUTD

"anarsec.guide/posts/tamper/#tamper-evident-laptop-screws
*anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-

nenadezhnykh-komp-iuterov
°tails.net/support/known_issues/index.ru.html
°tails.net/install/index.ru.html
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confidential words are spoken» and must remain so, even if it’s
switched off, we become a potential state informer..”

You may also be interested in the Threat Library’s «Digital Best
Practices»’>.

Your Phone

Operating system’*: GrapheneOS is the only reasonably
secure choice for cell phones. See GrapheneOS for
Anarchists™. If you decide to have a phone, treat it like an
«encrypted landline» and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket’®.

Your Computer

Operating system’”: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections through
the Tor network’®. See Tails for Anarchists’” and Tails Best
Practices®.

"*notrace.how/threat-library/mitigations/digital-best-practices.html
"*anarsec.guide/glossary#operating-system-os
">anarsec.guide/posts/grapheneos/
"*anarsec.guide/posts/nophones/
"anarsec.guide/glossary#operating-system-os
"*anarsec.guide/glossary#tor-network

"anarsec.guide/posts/tails/

*anarsec.guide/posts/tails-best/
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mevtcTBuA®®. UToOBI He Ieperpyskarhb ceOst, HAUHUTE C U3YUEHNS TOTO,
KaK 1CII01b30BaTh Tails B 6a30BBIX I1eJIIX, TAKMX KaK UTeHNe aHap-
XUCTCKUX BeD-caiiTOB My HanucaHue TeKcToB. CmoTtpuTe ter Tails®
IUI9 PYKOBOJCTB ITO TAaKMM TeMaM, KaK yfajleHue UAeHTUQUIpyIo-
LIMX METaJaHHbIX U3 Gariios®’.

B cmamve ucnonvzosanvt mamepuanv. TuTORiel Tails*® (ha ¢panyys-
cxom sizvike) u Capulcu #1° (Ha Hemeykom s3viKe).

¢ tornet.biz®®

MpunoxeHue: PekoMeHaaumn

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance® for
the purposes of incrimination” and network mapping’*. Our goal is to
obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance
measures in France’®: «So let’s be clear about our responsibilities: if we
knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or

“notrace.how/resources/ru/#how-submit

*anarsec.guide/tags/tails/

*anarsec.guide/posts/metadata/

*infokiosques.net/spip.php?article1726

¢’ capulcu.blackblogs.org/neue-texte/bandi/

*tornet.biz/threads/operacionnaja-sistema-tails-rukovodstvo.224/

“notrace.how/threat-library/techniques/targeted-digital-surveillance.html

"’notrace.how/threat-library/tactics/incrimination.html

"*notrace.how/threat-library/techniques/network-mapping.html

"*actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-
surveillance-measures-france/
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JaHHBIE II0 IIyTH K BaM (3TO Ha3bIBAETCH ATAKOI «UeJIOBEK IIocepe-
nuHe» '), moaTomy He mpormyckaiiTe aramnsl mpoBepku. Kak o6cysxma-
sock B JIyumme npaktuku Tails'!, meron ycranoBku GnuPG'? npen-
IIOUTHUTeJIbHEe, IIOCKOJIBKY OH 0oJIee TIATeJIbHO IIPOBepseT 1[eJIOCT-
HOCTb 3arPy3KIL.

PewweHue 2: YcraHoeka c apyroro USB-Hakonurens Tails

Js aTOrO HEoOXOAMMO 3HATH IosIb30BaTend Tails, KoTopoMy BBI [10-
BepsieTe. OueHBb IIPOCTOE IIPOrpaMMHOe obecIieueHne 0 Ha3BaHNeM
Tails Installer mo3BoseT BaM «KIOHUPOBATEH» cyiecTByowmii USB-
HaKonuTesb Tails Ha HOBBIIT 32 HECKOJIBKO MUHYT; CM. JOKyMEHTa-
nuio 1o kiaoHuposanuio ¢ [TK* mimu Mac'*. Hukakne maHHbIe ITOCTO-
SHHOTO XpaHWINIIA He 6yayT nepenansl. HegocraTkoM sToro Merona
ABJILETCS TO, UTO OH MOKET PaCIIPOCTPAHATh CKOMIIPOMETIIPOBAHHYIO
YCTaHOBKY.

3arpyska ¢ USB-Hakonurensa Tails

Ecnn y Bac ects USB-Hakonnurens Tails, ciaenyiite mactpykumam Tails
1o 3arpyske Tails Ha Mac v IIK*. USB-nakonurens Tails Heo6xo-
JVIMO BCTaBUTb IO BKIIIOUeHNA HOyTOyKa. [IogBUTCS 9KpaH 3arpysun-
Ka, 11 4yepe3 HeCKOJIBbKO ceKyHN Tails aBToMaTmuecku samycTurcs.

“anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-
nenadezhnykh-komp-iuterov

**tails.net/install/expert/index.ru.html

Ptails.net/install/clone/pc/index.ru.html

“*taijls.net/install/clone/mac/index.ru.html

Ptails.net/doc/first_steps/start/index.ru.html
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ITIpumepHo yepes 30 ceKyHI 3arpy3KU IIOIBUTCA 9KpaH IPUBET-

cTBUA™®.

*tails.net/doc/first_steps/welcome_screen/index.ru.html

12

6iema. Ynamure 3TOT (ail, UTO YKasbIBaeT Ha TO, UTO OH y’>Ke OTKPBIT
B ipyroM Mecre. Eciin mpo6iema He B 9TOM, BaM HY)KHO M3MEHUTh
IpaBa mocTymna ¢aiiia.

A ne mozy ycmanosumv Tails na USB

Y6enutech, uto Bamr USB-HakonmuTeNnb He MMeeT U3BECTHBIX IIPO-
6sem®® ¢ Tails. Ordopmarnpyitre®! Becs USB-Hakonures s u MOBTOPU-
T€ YCTAHOBKY.

Ipunoncenue mopmosum Tails? Ixkpan exrouum?

[MompoGyitre HaxkaTh K1aBuiry Windows mian kinasniy Cmd mos
Mac, 4To OTKpOEeT OKHO €O BCEMU 3aITyLIeHHBIMY IPUIOKEHUAMIL, 13
KOTOPOTO BBI cMOKeTe BbliiTH. Eciint 910 He cpaGoraer, BaM HYKHO
OyIeT IpUHYOUTENBHO 3aBEPIINTD PaboTy, YIEPKUBas KHOIIKY IIITa-
HIS.

Ho6asumv npunmep

Br1 nepexonure B IIpuaoxxennsa — CucreMHbIe MHCTPYMEHTHI
— Hacrpoiiku — YcrpoiictBa — IlpuHTEephI — «+» — [loba-
BHUTH NpuHTeP. HekoTophle Momenu IpuHTEpOB MOTYT He paboTarh
¢ Tails (mm ux MOkeT GBITH CI0XKHO HACTPOUTD).

Heeo3MmorcHo ycmanoeumu HO60€e npozpammHoe obecneuenue

Nuorpa Synaptic Package Manager oTkassiBaeTcss yCTaHaBIMBATh
IporpaMMHoOe obecrieueHne. B aTom ciyuae mcmons3yiite root-tep-
MMHAaT (TpeOyIOoIuil Iapoib aMUHICTPATOPA): YCTAHOBUTE C IIOMO-
mpo0 KoMaHael apt update && apt install [package name]

Jlyywime npakimku

Jyurme npaktuky Tails®” Ba)KHO yCTaHOBUTH Iepef UCIOIb30BaHN-
eM Tails 171 BBICOKOUYBCTBUTEIbHBIX AEMICTBII, TAKUX KaK 3aIIPOC

“tails.net/support/known_issues/index.ru.html#problematic-usb-sticks
“*anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
“?anarsec.guide/ru/posts/tails-best
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3) Ecnn nepsrle nBa pernenns He cpaboranu, USB camirkom crapsiii,
ILUIOXOTO KauecTBa MM cIoMaH. Eciy BaM HY»KHO BOCCTAaHOBUTH
nmanuble u3 Persistent Storage, mogkirounte arot USB k ceancy
Tails ¢ momoreio gpyroro USB. On 6ymer oTo6paskaThest Kak
o6srunbt USB, KoTOpHIit BAM HYKHO OyIeT pa3bIoKUpPOBATH C II0-
MoIIbo naposs. Eciiu BEI He MOKeTe ITOJTyYNTh JOCTYII K CBOMM
maHaeIM Ha apyrom USB Tails, Ha kotopom BiItoueH Persistent
Storage, Bair USB moxeT ObITh HeMCIIpABEH.

A ne mozy nooxkrrouumucs Kk nyéauunoii cemu Wi-Fi co cmpanu-
uell aymenmugukayuu (nopmaiom asmopuzayuu)

Ecnu Bam Hy>kHO nopkimoountbes K Wi-Fi ¢ moMorsio nmoprasna 3axsa-
Ta, BBI JOJDKHBI BKIOUNTH Unsafe Browser Ha skpaHe NpuBeTCTBHUS.
IMopxmrountech k Wi-Fi, a 3aTem orkporite IIpunoxkenns — WUn-
TepHeT — Unsafe Browser. Be1 8Bonute URL-agpec caiita, Koto-
PpBIit He SIBIIsIETCSI COMHUTeNbHBIM (Hanpumep, wikipedia.org), uTo6st
IIOJIyYNUTh JOCTYII K cTpaHuIle ayTeHTnpuKaun. [locie 3aBepiieHns
CTpaHMIIBI IIOpPTANa 3aXBaTa IIOJOKANUTE, IToKa Tor He OyeT roros, a
3aTeM 3akpoiite unsafe Browser.

Ymo deramv, eciu na USB-nakonumese 3aKOHUUTIOCH Mecho?

Ecnn ma USB-HakomnuTesle 3aKOHYIMIIOCh MECTO MJIM BbI BUIUTE MeHb-
IlIe TaHHBIX, YeM Ha caMoM feJje ecTb Ha USB-HakomnuTese, ycTaHO-
BuUTe pnaxok «IlokaspIBaTh CKpbITHIE (aitnbl» B daiiioBoM Opaysepe.
Tam BBI yBUANTe HOBBIE (pailiIbI ¢ MMeHeM . something.

®daitn . Trash-10xx XX3aHMMaeT MeCTO (M eCJIM ILIeJKHYTb II0 HeMy
[IPABOI KHOIIKOI MBIIIN ¥ BBIOpATh «IlepeMecTUTh B KOP3UHY», OH
OyxeT MOTHOCTHIO yaaneH). He usmensiite qpyrue CKpbIThie (aiiibl.

Daiin 6cez0a OMKPvIBAEMCS 6 Pelcume MoIbKo OIS UMeHUS UTU
He omKpwieaemcst 6006use?

B HeKOTOpBIX IIporpaMMax 3TO HOPMAaJIBHO, €CJIN TOT 3Ke (a1 yke
OTKpHIT. Eciiit 9T0 He Tak, MCIIONB3YIITe TOT e TPIOK, UTO U B ab3alie
Bolire. Bor Bririouaere [lokaspiBath CKpbITHIE daitisl. Bymer

¢aitn lock ¢ Tem >xe mMeHeM, UTO U Y aiilyia, ¢ KOTOPBIM y Bac Mpo-
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Mar 16 23:40 e « o
Shutdown

Welcome to Tails!

Language & Region (7

Language English - United States

B Keyboard Layout English [US)

Formats United States - English

Persistent Storage

Create Persistent Storage

Additional Settings (7

The default settings are safe in most situations. To add a custom setting, press the "+"
button

+

Ha skpaHe IpuBeTCTBUS BBIOEPUTE A3BIK Y PACKJIAKy KIaBUATYPhI B
pasnmene «S3bIK u permoH». [{ns monxp3oBaTesneit Mac ecTs packian-
Ka KiaBuaTyps! g Macintosh. B paspene «/lomonHurenpHbIe Ha-
CTPOMIKM» BBI HaliJieTe KHOIIKY +, HAKMUTE ee, I IIOABATCSI JOIIOIHI-
TeJIbHbIE TIapaMeTpbl KOH(PUTyparmn:

« ITaposp agMuHUCTPATOpPA
— YcraHoBUTe 3TO, €C/IM BaM HY>KHBI IIpaBa agMUHUCTpAaTOpa. ITO
HeOOXO0MIMO, HaIIpUMep, I yCTAaHOBKM JOIIOJHNUTEIBHOTO IIPO-
rpaMMHOro obecrieyeHus1, KOTOpOoe BbI XOTUTE MCIIOIb30BaTh BO
BpeMms cearca Tails. B cieqyroremM AnasoroBoM OKHe BbI MOXKETE
BBeCTH J100071 ITapostb (1 BaM HYKHO ero 3artoMHUTH!). OH Oynmer
IeJICTBUTENIeH TOJBKO IJIst 9Toro ceaHca Tails. Ilepesamycrure ce-
amc Tails 6e3 maposst agMuHMCTpaTOpa, KaK TOJIBKO BBl 3aKOHUM-
Te NEeVICTBIeE, ISl KOTOPOTO OH TpeGOoBaJICs.
« ITommena MAC-anpeca
- MbI pekOMeHAyeM BaM HUKOT/Ia He OTKII0YATh 9T0. [To ymonua-
HIIO 3TO BKJIIOUEHO.
+ CereBoe IOIKIIIOUEHIE

13



- «OTKII0UNTH BCe CeTeBbIe BO3MOKHOCTI» II03BOJISET OTKIIOUNTD
Bce IIpOTpaMMHBIE CeTeBbIe afallTephl IIpu 3amycke. Ecim BeI co-
6upaerech 1CIOIB30BaTh ceaHc Tails B pesxume «odaiin», ume-
eT CMBICJ CHeJIATh 3TO A0 TOTO, Kak Tails 3amycTut cBou cereBble
BO3MOKHOCTH.

» Hebe3omacHsit 6pay3sep

— Unsafe Browser BKJIIOUEeH 10 YMOJIUAHMIO ¥ He MCIIOJIb3yeT Tor.
3I0yMBIIITEHHNK MOKET BOCIIOJIb30BaThCA YSA3BUMOCTBIO B IPY-
rom npwiokeHnnu B Tails, uto6s! 3anmyctuts HeBuauMsbIil Unsafe
Browser u pacKpsITh Balll peanbHblil [P-anpec. 9To BO3MOXHO,
Ioaxe ecay BBl He ucronb3yere Unsafe Browser. Hanmpumep, 310-
YMBIILIJIEHHNK MOKET BOCIIOIb30BaThCS YA3BIMOCTBIO B
Thunderbird, orrpasus Bam ¢uimurosoe’ nucemo, koropoe 3a-
nycrut HeBugumbiii Unsafe Browser, KOTOpBIiT ToceTut Be6-caiT
u packpoert Baul [P-agpec. Takasg aTaka MaJoBepOATHA, HO €€ MO-
’KeT OCYIIeCTBUTD CIUIBHBIN 3JI0YMBIILICHHNK, HAaIIpUMep IIpa-
BUTEJIBCTBO MJIU XaKepcKas KoMmnaHud. [lo aToil mpuumHe MbI
pexoMeHayeM BaM oTkiarouaTh Unsafe Browser misa xaxmo-
ro ceaHca. Ocrasiuaitre Unsafe Browser BKIIOUeHHBIM TOJIBKO
TOTa, KOTJa BaM HY>KHO IIPOITY Uepes «IIOPTaJl 3axBaTa» JJII
nopkIoUYeHNs K MIHTepHeTy (Korga BaM HY’KHO ILIEJIKHYTb I10JIe
VIV BOWITU B CUCTEMY IJI1 IOAKIIoueHNa Kk IHTepHeTY, uTo pac-
IIPOCTpaHeHO B MHTepHeT-Kade, obrrectBeHHbIX Wi-Fi u 1. 11.).

Ecnu y Bac BKIIIOUEHO ITIOCTOSTHHOE XPAHVJIUIIE, B 9TOM OKHE ITOSBUT-
cs maposbHas ¢pasa Iuisg ero pasdiIoKMpoBKM. Ecian BbI He BKIIOUMIN
IIOCTOSTHHOE XpaHminitle, Ha BaireM USB-nakonurese Tails He Oynmer
COXpaHEHO HUKaKMX JaHHBIX I10cJe 3Toi ceccuu. Haxmure 3amy-
ctuth Tails. Yepes 15-30 cekynn nosiBurcs pabounii croi Tails.

14

OKpaH KOHOMAEHLUMANBbHOCTU

Ha sxpaH HOyTOyKa MO>KHO YCTaHOBUTD 9KpaH KOHQUIEHIMATBHO-
cti’®, 4TOOBI MOCTOPOHHNE (MIIU CKPBIThIe KaMephl) He MOTIJIN BUAETH
KOHTEHT, €CJIM TOJIbKO OHM He HaXOIATCS MPAMO Iepel HIUM.

lll)_YctpaHeHue Henonaaok

Komnwiomep nvimaemcs 3azpysumv USB, Ho amo ne pabomaem.

IIposepbre coobuieHus 06 ommbKax, KOTOpbIe BB IIOJyUaeTe (HAIpu-
Mep, eCJIN y BaC CTAPhIil 32-paspsigHbI KOMIIBIOTEP, OH He OyIeT pa-
6orats ¢ Tails). Ecaiit tam Hanucano Error starting GDM with your
graphics card, mpo6ieMa B BUfeOKapTe; IPOBEPhTE JOKYyMEHTAIIIO
Ha rpegmet V3BecTHBIX IpobiaeM ¢ Bumgeokapramm’®. Bl Takke mMo-
KeTe IIPOBEPUTH CIIVICOK M3BECTHBIX Npobiiem®” Ha caiite Tails muis Ba-
IIeJ1 MOJEeN KOMIIBIOTEPA.

Ecnn otkpoercs cTpannua sarpysunka Tails, mompo6yiite 3arpysurs-
s B peKIMe yCTpaHeHM!s Hellonanok Tails.

Moii Tails USB 6onrvwe ne 3anyckaemcs! (a panviuue on 3anyckai-
csL HA MOM Jice KoMnviomepe)

ITocie oGHOBIEHNS WK 110 Apyroi npuunHe Tails Gomnbiie He 3amyc-
KaeTcsl Ha BallleM KOMITbIoTepe. Y Bac eCTh TPY BapMaHTa:

1) ITocMmoTpuTe, yIIOMUHAIOTCS JIM Ha cTpaHMIe HoBocTeir Tails*® ka-
Kue-1b0 mpobIeMbl ¢ OGHOBJIEHIEM.

2) BoimosnHuUTE pyuHOe 06HOBIEHME®, KOTOPOE MOXKET ITOTPe6OBaTh-
cs, ecJIM KOMITbIOTep ObLIT BBIKJIIOUEH J0 3aBepIIeHNI aBTOMaTIye-
CKOTO OOHOBJICHN.

*tails.net/support/known_issues/graphics/index.ru.html
*"tails.net/support/known_issues/index.ru.html
**tails.net/news/index.ru.html
*anarsec.guide/ru/posts/tails/#obnovlenie-tails-usb
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ncnons3yoT UaTepHer’’. [IporpaMMHOe obecrieueHne, MCIOIb3ye-
moe B Tails, mpoxonut ayaur Ha 6€30MIaCHOCTD, HO 9TO MOKET OBITH
He TaK [AJI TOTO, UTO BbI ycTaHaBiuBaere. [lepes ycTaHOBKOJ HOBOTO
IIPOrpaMMHOTr0 ofecIieueHns JIydllle Bcero yoeantocs, uto B Tails
ellle HeT IIPOTPaMMHOr0 obecIieueHMs], KOTOpOoe BBIIIOJHIET Ty pabo-
Ty, KOTOPYIO BBI XOTHUTE, YTOOBI OHO BBINOJHSIO. Eciu BBI X0THTE,
YTOOBI JOIOJIHUTEIbHOE IIPOrpaMMHOe obecIieueHne COXPaHsIOCh
IIocjIe OHOTO CeaHca, BaM HY>KHO BKJIIOUUTD «[[OIIOIHUTEIBHOE IIPO-
rpaMMHOe obecIieueHne» B KOHGUIypamum II0CTOSHHOTO XPaHIIN-
a

52

Bosee mogpobuyio nHpOpMAINIO CMOTPUTE B JOKYMEHTALINH 110
yCTaHOBKE JOITOJHUTEIHHOIO IIPOrPAMMHOT0 0becIieueHns ™.

He 3abyabte caenatb pesepBHble Konuu!

USB-nakonurens Tails sierko morepsrs, a cpok ciry>x661 USB-Hakonu-
TeJlell HAMHOTO KOpoue, UeM Y >KeCTKIX AMCKOB (0COOeHHO felle-
BbIX). Eciii y Bac ecTh BakHbIe JaHHBIE Ha HeM, He 3a0bIBaliTe pery-
JIIPHO JeJIaTh UX pe3epBHbIe Komuu. Ecimy BBI UCIIONIb3yeTe BTOPOIL
USB-uakonutens ¢ mmdposannem LUKS, a1o Tak sxe mpocTo, Kaxk uc-
0JIB30BaTh (allIOBBII MEHEMKEDP I KOMMPOBaHMs (ariioB Ha pe-
3epBHbIit USB-nHakonurens ¢ mmpposanuem LUKS.

Ecnyt BBI McIIosIb3yeTe IOCTOSTHHOE XPAaHIUINIIE, 03HAKOMBTEChH C JI0-
KyMEeHTalVIell 10 er0 pe3epBHOMY KOIMPOBAHUIO ",

*tails.net/doc/persistent_storage/additional_software/index.ru.html#index5h2
**tails.net/doc/persistent_storage/configure/index.ru.html
**tails.net/doc/persistent_storage/additional_software/index.ru.html#index3h1
**tails.net/doc/persistent_storage/backup/index.ru.html
>en.wikipedia.org/wiki/Monitor_filter
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UcnonbsoesaHune pabouero crona Tails

Applications ¥ ThuJun29 21:06 GMT

2 3 4

Reportan error

Tails.
documentation

Tails — mpocTas oneparmoHHas cucTema.

1. Menro «/leiictBusa». [lo3Bosger mpocMaTpuBaTh 0630p OKOH I
npuiIoxkeHui. Takke II03BOJISET MCKATh NPUIIOKEHN, (aiiibl 1
nanku. Bel Takke MO)KeTe IOJTYyUNUTb JOCTYI K «/leficTBUIM», Ha-
IIPaBUB yKa3aTeJb MBIV B BEPXHMIII JIEBBII yTOJI 9KpaHa VI Ha-
kaB kiaapuiny Command/Windows (<).

2. Memnio «IIpmnoxenusa». CIICOK JOCTYIIHBIX IPIIIOKeHUI (IIpo-
rpaMMHOTIO obecIieueHus), OpraHM30BaHHBII 110 KATETOPMSIM.

3. Menro «MecTta». SIpibpIKM pasIMUHBIX ITAIIOK M yCTPOJICTB XpaHe-
HIS, JOCTYII K KOTOPBIM TaKKe MOKHO ITOJIYUUTH uepes Opaysep
«®Painbl» (IIpnnoxkenns — CranapapTHble — Paiiner).

4. ara n Bpems. ITocne nmogkmtoueHns k IHTepHeTy Bce CUCTEMBI
Tails o BceMy MUpy UCIIOIB3YIOT OJJHO U TO >Ke BpeMsa'.

5. Mupukarop craryca Tor. Coo01iiaeT, OAKIIOUEHBI JIU BbI K CETH
Tor. Ecitut Hay 3HAUKOM JIYKOBMILIBI €CTh KPECTHK, 3HAUNT, BbI He
MOAKIIIOUeHBI. Bl MokeTe OTKpBITH NpuioxkeHnue Onion Circuits

"tails.net/doc/first_steps/desktop/time/index.ru.html
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orciona. [IposeprTe mogkmtoueHme Tor, moceTus
check.torproject.org Tor Browser.

6. KHomka «YHUBepCaIbHBIN JOCTYII». ITO MEHIO II03BOJIIET BKIIIO-
YNUTH IPOTPAMMHOE obecIieueHne s 0becreueHns JOCTYIIHOCTH,
TaKoe KaK 9KPaHHBIN IUKTOP, BU3yaIbHASI KIABMATYPA U OOJIBIION
TEeKCTOBBIV IUCILIEN.

7. BpI6op packiamky KiIaBMaTypbl. 3HAUOK, IIOKA3bIBAIOIINIL TEKY-
LIYIO pACKJIAAKy KJIaBMATYPHI (B IpUMepe BBIIIe en I aHTJINI-
ckoit packiaanku). [Ileyok o HeMy OTKpPBIBAET OIILIMI IJISI APYTUX
PACKJIAIOK, BBIOPAHHBIX HA 9KpAHEe IIPUBETCTBU.

8. Menro «Cucrema». OTcroga BbI MOXKeTe IIOJIyYUTh JOCTYII K TPOM-
KOCTU U SIPKOCTU 9KpaHa, nonkiaouerno Wi-Fi u Ethernet, coctos-
HUIO GaTapen, a TakKe KHOIKAM Iepe3arpysKyl U BhIKIIOUEeHIS.

9. 3mauok «Paboune mpocTpaHCTBa». ITa KHOIKA IIEPEKII0YAET MEK-
Iy HEeCKOJIBKMMM IIpeCTaBIeHUSIMIU pabouero croja (Ha3bIBaeMbl-
MU «paboumMM IIPOCTPAHCTBAMM» ), UTO MOKET IIOMOYD YMEHb-
LIUTH BU3YATHHBII OeCIIOPAIOK Ha HeOOIBIIIOM IKpaHe.

Ecnu Bawr HoyTOyk ocHamed Wi-Fi, HO B cucTeMHOM MeHIO HET OIl-
unu Wi-Fi, cM. oKyMeHTaIMI0 10 YCTpaHeHuo Hemonanok'®. ITocie
noakiaouennd kK Wi-Fi mogsutca momomnuuk Tor Connection, KoTo-
PBIIT IOMO’KET BaM MTOAKIIOUUTHCA K ceTu Tor. Beibepute Connect to
Tor automatically (Ilogkarouarscsa k Tor aBTOMaTUUECKN), €CIIN
TOJIBKO BBI HE HaXOJUTECh B CTpaHe, Iie HY>KHO CKPBITh, UTO BBI JIC-
nosib3yete Tor (B 9TOM ciIydyae BaM HY>KHO HaCTPOUTH MOCT ).

HeobszarenbHo: coszaaHMe 1 HacTpoMka
MOCTOSIHHOTO XPaHMUIMLLLA

Tails o ymouanuio amuesnauer. OH 3a0yer BCe, UTO BBI CHENAIII,
KaK TOJIKO BBl 3aKOHUNTE CeaHC. ITO He BCErJa TO, YTO BaM HYKHO —
HaIlpuMep, BbI MOJKETE 3aXOTETh YCTAHOBUTD JOIIOJHUTEIHHOE IPO-

*tails.net/doc/anonymous_internet/no-wifi/index.ru.html
Ptails.net/doc/anonymous_internet/tor/index.ru.html#hiding
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USB-uakonurens USB HeoOxoqnmo repedopMaTupoBarh, UToObI yaa-
JIUTBH €TO.

ITo Toii ke mpuuMHe Iepel paci@poBKoil paiiiaa CHaYaIa CKOII-
pyitre ero B nanky Tails, koTopasg HaXOQUTCSA TOJIBKO B OIlEPATIBHOI
namsaTu (Hanpumep, Places — Documents).

AobaeneHune npae aAMMHUCTpaTopa

Tails TpeGyeT maposnb aqgMUHMICTPATOpa (TaK)Ke HAa3bIBAEMBII ITAPO-
JIeM «root») IJIst BBIIIOJIHEHMs 3a/1ay CUCTEMHOTO a{MIHUCTPUPOBA-
HuA. Hampumep:

+ YcTaHOBKA JOIIOJHUTEIBHOIO IIPOIPaMMHOTIO 00ecIeueHms

+ JlocTyn K BHYTPEHHUM >KECTKUM AVMCKaM KOMIIBIOTepa

 BeimonHeHne koMaHa" B KOpHEBOM TepMUHAIIE

+ IocTymn K ompenmesleHHBIM IPUBUJIETUAM, HaIIpuMep, KOTJa BbI BU-
I¥ITe OKHO, 3aIlpalllyBalollee ayTeHTUPMKAIINIO0 afMIHICTPAaTOpa

I[To yMOJIYaHUIO IAPOJIb AAMIHUCTPATOPA OTKIIIOUEH JIsl JOTIOJIHN-
TEJILHOI 6€30I1aCHOCTI. ITO MOKET IIOMEIIATh 3JI0YMBIIIUIEHHUKY C
busnueckum’ wnn ynanenusimt mocrymom k Barrest cucreme Tails
[IOJIYYUTH IPUBIIIETNY aAMUHUCTpaTopa. Eciiu BBI ycTaHaBIMBaeTe
[IapoJIb aMUHICTPATOpa JJIsSt CBOETO CeaHca, BBl CO3MaeTe ellle OVH
BEKTOP AJIS IIOTEHIMAIBHOro 00xona 6ezomacHocty Tails.

Yr0o06B!I YCTAaHOBUTD IApOJIb aIMIHICTPATOPA, HEOOXOAMMO BBIOPATH
IapoJib AAMUHICTPATOpa Ha 9KpaHe IIPUBETCTBUS Ipu 3arrycke Tails.
STOT NapoJIb AeMCTBUTEIEH TOILKO B TeUeHIE CeaHca.

YcraHoBKa AOMOMHUTENbLHOTO MPOrPaMMHOrO
obecneyeHus

Ecnn BbI ycTaHaBIMBaeTe HOBOE IIPOTPaMMHOe OOecIieueHe, BaM
HY»XHO yOenuThes, uTo oHO Oe3omacHo. Tails 3acTaBnser Bce mpo-
rpaMMHOe obecIledeHye IIOAKIIoUaThes K IHTepHeTy uepes Tor, mo-
3TOMY BaM HY’KHO OyJeT HaCTPOUTD 3TO [JIS IPIIIOKEHNIT, KOTOpbIe
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Valumes

+

123 GB (123,010,547, 712 bytes)

Idevfsdhb

: Unallecated Space

 Temeps BaM HY>KHO 100aBUTH 3a1(pPOBAHHBII pasmer.

- HaxMure Ha KHOIIKY «+»

- Beibepure pasmep pasnesa (Bce cBOGOIHOE IIPOCTPAHCTBO)

- B mone «Tumn» BpiOepuTe BHYTPEHHMII AUCK, KOTOPHIiL OyaeT
JICIIOJIb30BATHCS TOJIBKO ¢ cucreMamu Linux (Ext4) ycrano-
ButTe PIaXKOK «3ammueHHbIit maposem Tom (LUKS)»

- BBenure HameXHYI0 MApONbHYIO Qpasy*

Ecnu BeI BcraBute 3arudposanuslit USB-nakonnress, Bam 6ymer
MpeIoKEeHO BBECTH MApOIbHYI0 Ppasy. [lepen n3BieueHneM HAKO-
MIUTEJIA [TOCIIE 3aBePIIeHNI pa0OThI ¢ HUM HEOOXOIMMO IIETKHYTh
ero mpasoit kHomkoi1 Ml B Places — Computer u BriOpath
Eject.

LLindporaHMe darna naponem Unm oTKpbITbIM
KIIO4YOM

B Tails BbI MoskeTe ucmons3oBath npuioxenne Kleopatra ms mmd-
poBanus arna® maposem miIM OTKphITEIM KitouoM PGP. 3to co-
3mact daitn .pgp. Ecau BbI xoTuTe 3ammudposars daii, caenanTe 310
B OIIepaTMBHOJI ITAMSTH, IIPeXK/e UeM COXpaHATh ero Ha USB-Hakomnn-
tens LUKS. Iocne coxpanenus HesamudpoBaHHON Bepcnu darina Ha

*anarsec.guide/ru/posts/tails-best/#paroli
*°tails.net/doc/encryption_and_privacy/kleopatra/index.ru.html#index1h1
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rpaMMHOe obecIieueHye 6e3 HeoOXOAMMOCTY IepeyCTaHaBIMBATh €TI0
KaKIBIN pa3 ripu 3amycke. B Tails ects pyHKIMe O Ha3BaHMEM
Persistent Storage, koTopast 103BOJISIET BAM COXPAHATh JaHHBIE MEK-
Iy ceaHcaMm. ITO SIBHO MeHee 0e30I1acHO, HO HEOOXOMMMO ISl HEKO-
TOPBIX OEICTBUIL.

IMpuanumn, nexamuii B ocHoBe Persistent Storage, sakiIrouaercs B co-
3IaHMY BTOPOII 00IacTy XpaHeHMs (Ha3bIBaeMOJI pa3fesioM) Ha Ba-
meM USB-nakomnuresne Tails, koTopas sammdpopaHa. 9TOT HOBBIN
pasmei II03BOJIAeT BaM CeslaTh HEKOTOphIe JaHHbIe IIOCTOSHHBIMM —
TO €CTh COXPaHATh UX Mexay ceancamu Tails. Bkimrounts Persistent
Storage ouens npocto. YToObI co3nats Persistent Storage®, Bei6epure
Applications — Tails — Persistent Storage.

[TosBUTCA OKHO C IIPOCHOOIT BBECTU ITAPOIBHYIO dpasy; cM. Jlyumme
npakTuky Tails?! pusg mosyuenns nHpopMaIM 0 HATEKHOCTY Ia-
poBbHOII (paskl. 3aTeM BbI HACTPOUTE?, UTO BBI XOTUTE COXPAHUTH B
Persistent Storage. Persistent Storage Mo>XHO BKIIOUNTH I HECKOJIb-
KIX THUIIOB JaHHBIX:

JIrunble JOKYMEHTBI:

« IlocTostHHAs mamKa: TaHHbIE, TaKle KaK Balll JIMUHbIEe (aryibl,
MOKYMEHTBI WJIU U300pakeHus, Hajl KOTOPBIMHU BBI paboTraere.

HacTpoiiku cucreMsbr:

+ JKpaH NPUBETCTBU: HACTPOJIKY 9KpaHa IPUBETCTBUI: A3BIK,
KJIaBMATypa M JOIIOJHUTEJIbHbIe HACTPOIKIL.
o IIpunrepsr: Koudurypauus npuurepa®.

CeTtb:

+ CeTeBble MOAKIIOUYEHILA: Tapoiy 014 cetell Wi-Fi MoxHO coxpa-
HITB, UTOOBI BaM He IPUIIUIOCh BBOANTD VX KXK/IBIN pas.

*tails.net/doc/persistent_storage/create/index.ru.html
*anarsec.guide/ru/posts/tails-best/#paroli
*tails.net/doc/persistent_storage/configure/index.ru.html
#tails.net/doc/sensitive_documents/printing_and_scanning/index.ru.html
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 Tor Bridge: ecnu Bxirouen Tor Bridge (mis monb3oBareeit B crpa-
Hax, rae Tor mogBepraercs 1eH3ype), OyaeT coOXpaHeH I10CIeJHMIT
ncronb3oBaBiuuiica Bamu Tor Bridge.

IIpuno>xeHnus:

» 3aknapku Opay3sepa Tor: 3aknagku 6paysepa Tor.

+ BurkomH-komresek Electrum: 6uTKOMH-KOIIIeIEK 1 HACTPOIKIA.

+ Knuenr snexrponnoii moursl Thunderbird: mourossiit sk
Thunderbird, xananer u xxroun OpenPGP.

+ GnuPG: xiroun OpenPGP, xoTopkle BBI co3faeTe WM UMIIOPTUPY-
ere B GnuPG u Kleopatra.

+ Pidgin: ®ajine! yueTHOI 3an1CK 3TOTO IIPMUIIOKEHNS UaTa (MCIIOIb-
3ymottero nmporokosx XMPP).

« SSH-kiameHT: Bce daiinsl, cBa3anubie ¢ SSH, mpoTokonom, mcmoms-
3yeMBIM I IIOAKIIOUEeHNI K CepBepaM.

PacmmpeHHBIe HACTPOVIKM:

+ HomomuurenasHoe I1O: Ecnu sTa QyHKIMA BKIIOUEHA, CIIMICOK OO-
nonaurensHoro I10 mo Bamemy BbIGOpY OyeT aBTOMATUUECKU
yCTaHABIMBATHCA KKl pa3 npu 3amycke Tails. 9tn makerst 1O
XpaHATCA B IIOCTOSHHOM XpaHyuuie. OHu aBTOMAaTIUYeCK OOHOB-
JIAIOTCA IIPY IOAKIIIoUeHUN K MHTepHeTy. ByabTe 0OCTOPOXKHEI C
TeM, UTO BBI yCTaHABIMBaeTe ",

« Dotfiles: B Tails n Linux B nesom numena ¢aiinoB KoHGUrypaumm
YacTO HAYMHAIOTCA C TOUKI, II09TOMY MX MHOTA Ha3bIBAIOT
«dotfiles». FIx MOXHO COXpaHUTH B IIOCTOSHHOM XpaHuanie. Bymb-
Te OCTOPOIKHBI, M3MEHIS HACTPOIIKY KOHPUTYpAL[NH, TaK KaK U3Me-
HeHle 3HauUeHUI! 110 YMOJTYaHIIO MOKeT HapYIIUTDb Ballly aHOHUM-
HOCTB.

Yro6s! uCoab30BaTh [I0CTOSHHOE XpaHIIINIIE, BBl JOJDKHEI pa3bio-
KIPOBATh €r0 Ha 9KpaHe MPUBETCTBUA. ECIIM BBl XOTUTE M3MEHUTD
nmapoJsbHylo ¢pasy, cM. fokyMeHTaruo>’. Ecin BbI kKorpa-Hubyab 3a-

**tails.net/doc/persistent_storage/additional_software/index.ru.html#warning
»tails.net/doc/persistent_storage/passphrase/index.ru.html
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st pnaur-waxonureseit (USB, SSD, SD-kapThI u T. [1.) MCIIONB3YIITE
IUIOCKOTYOLIBI, YTOOBI BBIOMATD ILIATY U3 IUIACTUKOBOIO KOPITyca.
Hcronp3yiiTe BBICOKOKAUECTBEHHBIIT OBITOBOI OiIeHAEp, UTOOBI 13-
MeJIBUMTD UMIIBI IAMSITH, BKJIIOUas IJIaTy, Ha KYCKI, KOTOPBIE B Ujiea-
Jie OyoyT MeHbIIE IBYX MIJUIMMETPOB. ITOT OJIeHAep He CIeAyeT MC-
[IOJIb30BATH VIS €IbI, IIOCKOJIbKY €r0 OUVMCTKA HE YIAIUT TOKCUYHBIE
clenbl B JOCTATOUHOI CTEIIEH.

Kak cosaarb 3awmopoBaHHbiM USB

XpaHuTe MaHHBIE TOJBKO Ha 3alIM(POBAHHBIX AVCKaX. ITO HEOOXO-
IIIMO, €CJIV BbI XOTYTE JVICIIOIb30BaTh OTHeIbHbIN USB-HakonmTe s
LUKS Bmecro mocrossuaoro xpanmanita Ha USB-uakonuteie Tails,
Kak pekoMeHq0BaHO B Jlyumne npaktuku Tails**. LUKS' — aro cran-
nmapt wdposanug Linux. YroOs! 3ammdpoBars HoBe1I USB-HaKkomu-
Tenb, nepeiinute B Applications — Utilities — Disks.

« Korpma Bbe1 BcraBute USB, B criycke DOJPKHO IIOSBUTHCI HOBOE
«yCTpOJICTBO». BpiGepure ero u ybenurecs, uro omnucanne (OpeHnm,
Ha3BaHUe, pa3Mep) COOTBETCTBYET BallleMy YCTpoiicTBy. Byabpre
OCTOPO’KHBI, UTOOBI He OIINOUTHCS!

+ Ordopmatupyiire ero, HaxaB X — PopMaTHpOBATh TUCK.

— B packpsiBaroriemcs cricke Crepers Boibepure Ilepe3anucars
CylIecTBYIOIIe JaHHbIe HyJsamMu. OOparnte BHUMaHNE, UTO
9TOTO HEeJOCTATOUHO IS YHAJIEH!S BCeX CIeJ0B KOHMUIeHI-
AJBHBIX JOKYMEHTOB, xpaHsamuxcs Ha USB-HakomnuTele.

- B packpsiBaromiemcs criucke «PasbreHne Ha pasmenbl» BbIOEpU-
Te NYHKT «COBMeCTMMO €O BCEMU CUICTEMaMN M YCTPOMCTBA-
mu (MBR/DOS)» .

- 3arem Haxkxmure «PopmMaTpoBaTH»

**anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi

39



PeanbHo yaanutb AaHHble ¢ USB

Haxatue «Ypmannte HaBcerma» MM OTIPaBKa QajijioB B «kKOP3MHY»
He yJajisgeT JaHHBIE... I X MOKHO OY€Hb JIETKO BOCCTaHOBUTHh. Korma
BBI «yjansgeTe» (aiii, BBl IPOCTO cOOOIIaeTe ONepaIIOHHOI CICTe-
Me, UTO BaM OOJIbIIIe He IHTEPECHO COIepKIMoe 3Toro daitiaa. 3aTteM
OHA yJaJsgeT eTo 3aIlCh B MHEKCe CYLIeCTBYIOINX ¢airos. 3aTeM
OHa MOKeT IIOBTOPHO MICIIOJIB30BaTh IPOCTPAHCTBO, KOTOPOE 3aHMMa-
JIM JaHHbIE, IJIF 3aIIMICH Uero-TO JPYyToro.

OpmHako MOTYT IIPOMTY HeHesy VIV TOABL, IIpeKae deM 3TO IIpo-
CTpaHCTBO OymeT pakTMUecKy UCIONb30BAHO I HOBBIX (ailios, U B
9TOT MOMEHT CTapble JaHHbBIe (PaKTUUECKU UCUe3HYT. B TO ke Bpems,
€CJIM BbI IIOCMOTPUTE HEIIOCPECTBEHHO Ha TO, UTO 3aIlMICAHO Ha
IACK, BBI MOYKETe HATH cofepskumoe ¢GaiioB. ITO JOBOIHHO IIPO-
CTOI1 Ipoliecc, aBTOMATU3MPOBaHHBIN MHOTYMI IIPOrpaMMaMH, KO-
TOpBIE ITO3BOJIAIOT BAM «BOCCTaHABJIMBAaTh» MJINM «BOCCTAaHABJIMBATb»
nIaHHBIE. BBI He MOKeTe Ha caMOM JeJie YAAJIUTh JaHHbIe, HO BBl MO-
JKeTe Ilepe3amycaTh JaHHbIe, UTO ABJIAETCA UaCTUUHBIM pellleHNEeM.

CytectByet qBa Tumna Hakonureneit: Marauntasle (HDD) n dasrr-uHa-
korutenu (SSD, NVMe, USB, kapter mamaru u T. 1.). ExuHcTBEHHBIIT
crioco6 creperh ¢ait Ha JII000M 13 HUX — HepedOpMaTUPOBATh BECH
nuck? u BpiOpaTh «Ilepe3samucars cyliecTBYIOIIVE JaHHbIE HY-
JIAMM».

Opnako ciensl paHee 3alIMICAHHBIX JAHHBIX BCE eIlle MOI'YT OCTaThCA.
Ecnu y Bac ects KoHpUOEeHIMANbHBIE JOKYMEHThI, KOTOpBIE BHI Heii-
CTBUTEIBHO XOTUTE CTEPETH, JIyUILle BCETO (PU3NUECKN YHUUTOXKUTD
USB mocite ero nepedopmaruposanus. K cuacrero, USB-Hakonmrenn
JeIlIeBBI U VX JIETKO YKpacTb. O0s13aTeIbHO epedopMaTupyiiTe JUCK
Iepe]] ero YHUUTOKeHMEeM; YHIYTOKEHNE AVICKA YacTO IBJIAETCS Ya-
CTUYHBIM pelteHueM. [laHHbIe BCe ellfe MOKHO BOCCTAHOBUTH C Qpar-
MEHTOB JVICKa, a CKUTaHMe AMCKa TpeOyeT TeMIlepaTyp BbIIIIe, YeM
OOBIUHBII OTOHB (HATIPUMED, TEPMUT), UTOOBI OBITH 3 HEKTUBHBIM.

“"anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
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OymeTe CBOIO ITAPOJBHYIO Ppasy, BOCCTAHOBUTH ee OyIeT HEBO3MOXK-
HO; BaM IpUAeTCs yAAINTh>® [IoCTOSHHOE XpaHIINIIE U HAUaTh 3a-
HOBO.

B Jlyurme npaktuku Tails®” Mbl peKOMeHIyeM He MCIIOIB30BAThH
Persistent Storage B 60JIBIINHCTBE CiIyUaeB; OOJIBIIHCTBO (PyHKLINIT
Persistent Storage He paboraior qoypKHBIM 06pasom ¢ USB-Hakomnnre-
JIIMU, MIMEIOILVIMY IIepeKJIIouaTellb 3allIThI OT 3aINCH, JTI00bIe daii-
aiel, xpausiuecs Ha USB-uakonureine Tails, ocrassar Ha HEM KpuMu-
HINCTIYECKIE CIebl, a XpaHEeHNe IIepCOHATBHBIX JaHHBIX Ha USB-
HakonuTelne Tails Taxke IpenATCTBYeT ero pasmeieHNIO IIpU pasdiio-
kupoBke Persistent Storage. Bmecrto aroro r06bie darinsl, KOTOpbIe
JOJDKHBI OBITH IIOCTOSTHHBIMU, MOKHO XpaH!UTb Ha BTopoM USB-Haxo-
nuTee, 3amndposanHom ¢ momorrpo LUKS?.

O6HoeneHue Tails USB

Yrob6er Tails ocraBajcs 6e30macHBIM, OIIEPALIIOHHAS CUCTEMA TOJIK-
Ha IIOCTOSIHHO Pa3BUBATHC, a JIIO0bIEe YSI3BUMOCTY 0€30I1aCHOCTI
IOJDKHBI YCTPAHATHCS IIOCPEACTBOM 00HOBIeHMIT. BaykHo Beerma mc-
10JIb30BaTh IocieaHiow Bepcuio (Tails 00HOBIsIETCS IPUMEPHO KasK-
IBIN MeCSI), IIOCKOJIBKY B IIPpOrpaMMax, UCIoyb3yeMbix Tails, pery-
JIIPHO OOHAPYKMBAIOTCA YSI3BUMOCTY 0€30IIaCHOCTY, UTO B Xy/IIIIEM
cilyuae MOXKeT IIPMBECTHU K PACKPBITUIO Ballell JuaHocty, [P-anpeca u
1. 1. O6HOBeHMe Tails ucrpaBuT 3TU YA3BMMOCTI 11 OOBIYHO yIIyU-
Wt Apyrue QyHKINN.

Kaxmeiit pas, korga BeI 3amyckaere Tails, cpasy mocie mogkiaroueHms
k cetu Tor, Tails Upgrader mpoBepsier, ycTaHOBJIeHA JIN Y Bac IOCIEN-
uss Bepcus Tails. CyrectByer nBa Tua 0GHOBIEHUIL.

*tails.net/doc/persistent_storage/delete/index.ru.html

*’anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi

**anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
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Upgrade available

You should upgrade to Tails 3.1.

For more information about this new version, go to https://tails.boum.org/
news/version_3.1/

It is recommended to close all the open applications during the upgrade.
Downloading the upgrade might take a long time, from several minutes to
a few hours.

The networking will be disabled after downloading the upgrade.

Download size: 200.41MiB

Do you want to upgrade now?

Upgrade later Upgrade now

ABtoMatnyeckoe obHoBrieHue

Korpa aBromaTuueckoe 06HOBIEeHME” JOCTYIIHO, IIOSBUTCI OKHO C
nHpopMaryeil 06 0GHOBIEHNN, 1 BaM HY>KHO OymeT HaxaTb «OOHO-
BUTH celfuacy». [logoxxaure HekoTopoe BpeMs, II0Ka OHO He 3aBep-
InTes, 3aTeM Hakmure «[IpuMeHUTH OOHOBJIEHNE», M BAlll MHTEPHET
Ha MIHOBeHUe IpepBeTcd. Ilogoxxanre, moka He yBuauTe okHO «lle-
pesanyctuts Tails». Eciin o6HOBIeHMe He yaanochk (Hanmpumep, u3-3a
TOTO, YTO BBI BBIKJIIOUJIN €T0 JO0 er0 3aBepIleHNs), Ballle IIOCTOSH-
HOe XpaHWIle He OyeT 3aTPOHYTO, HO BBI, BO3MOKHO, HE CMO>KETe
nepesanycTuts cBoit USB-nHakonurens Tails. Ecau B ucnonbsyere
USB-Hakonuress ¢ epekIouaTeseM 3alUTh OT 3aIllICY, BaM HYKHO
OynmeT pa36IIOKMPOBATH €r0 IS BBIAEJIEHHOIO CeaHca, B KOTOPOM BBI
BBIIIOJIHSIeTe OOHOBIIEHIE.

*tails.net/doc/upgrade/index.ru.html
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Kaxk Tonpko BeI 3akpoere KeePassXC mun He 6ymere MCIIONB30BATh
€ro B TeueHIe HeCKOJIbKIX MUHYT, OH 3a0JI0KMpyeTcs. YOennrecs,
YTO BHI He 3a0bpLIM CBOIO MaponbHyo ¢ppasy KeePassXC.

ITocie co3manmst caMoii 6a3bl JAHHBIX BbI JOJDKHBI YBUAETD IIYCTYIO
nanky «Root». Eciu BeI X0TUTE OpraHm30BaTh CBOM ITAPOJIN B pa3HBIE
TPYIIIBL, LIeJIKHUTE IIPaBOil KHOIIKOJ MBIIIN 3Ty IIAIIKy U BbIOepuTe
«New Group...».

Teneps BbI MOkeTe J0OABNUTH CBOIO ITepBYI0 3amuch. Haxxmure 3amm-
cu — HoBas 3amuce miy HaXXMUTe 3HAUOK «ILTIOC». BBenuTe Ha-
3BaHIe YUeTHOII 3aIlMCH, Ballle M4 I10JIb30BaTeNsd A1 YUeTHOI 3a-
IIJICU ¥ Balll Mapoib. HaskMuTe 3HAUOK «KyOMK», UTOOBI CreHepUpo-
BaTh CJIyYalfHbIN IIapOJIb VUM ITapOJIbHYI0 (pasy s 3aIUCH.

@ Demo Passwords* - KeePassXC = o

Database Entries Groups Tools View Help

B E ®O6 &7Te a ?
Internet + Netflix + Edit entry
Title: | Netflix
J
, Username: | john.doe@example.com v

ity Password: ececescscscscce [BIES)

I«

p URL: https://www.netflix.com/

Expires: | 6/20, 9 8:49 AM Presets v

Advanced
V| Notes:

Auto-Type

Yr0o0ObI CKOIIMPOBATH HAPOJIb U3 0a3bl JAHHBIX, BHIOEPUTE 3aIIUCh I
Haxmute CTRL + C. YTo6BI CKONTMPOBATH UM [T0JIH30BATENS, BBIOE-
pute 3amuck u Haxmure CTRL + B.
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@ Create a new KeePassXC database...

Encryption Settings

Here you can adjust the database encryption settings. Don't worry, you can change
them later in the database settings.

' Decryption Time: 1.0's

—— 100 ms 50s

Higher values offer more protection, but opening the database will take
longer.

Database format: | KDBX 4.0 (recommended) v

This is only important if you need to use your database with other programs.

Advanced Settings

[Ipn cosmaunu HoBOIT 6a3bl maHHbIX KeePassXC** yBennubte Bpems
pacin@poBKy B OKHe HACTPOEK MIM(POBaHUSA CO 3HAUEHUS 110
YMOJIUaHMIO O MaKCUMAJIBHOTO (5 ceKyH). 3aTeM BbIOepuTe HaeX-
HyI0 ITapoipHyo0*’ ppasy u coxpannre dair KeePassXC. MsI peko-
MeHJyeM BaM Ha)kaTh Ha 3HAUOK C MaJIEHbKIM KyOMKOM B IT0JI€ IIa-
poJIsA, UTOOBI CreHEPUPOBATH CIYUAHYIO MapoJIbHYI0 dpasy us 7-10

CJIOB.

Itor daitn 6a3st manubIX KeePassXC Gymer comepikaTh Bce BAIN I1a-
posi/maposibHble Gpassl U TOJHKEH COXPAHATHCSI MEXKIy ceaHcaMu Ha
BallleM IIOCTOSTHHOM XpaHUJINIIe nin Ha oraeasHoM USB-Hakonure-
ae ¢ mmdposanuem LUKS, kak onncano B Jlyurme npakruku Tails®.

*‘tails.net/doc/encryption_and_privacy/manage_passwords/
index.ruhtml#index1h1

“anarsec.guide/ru/posts/tails-best/#paroli

**anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi

36

PyyHoe o6HoBneHne

WHorna okHO 00HOBJIEHMUS COOOIIINT BaM, UTO BaM HY>KHO BBIIIOJTHUTD
py4uHOe OOHOBJIeHNE. DTOT TUII OOHOBJIECHNS VICIIOIB3yeTCs TOJIBKO
JUIS KPYIIHBIX OOHOBJIEHUII (KOTOpBIE IIPOVCXOMAT IPUMEPHO KaK-
Ible IBa rofa) VIIM eCJIM ecTh IpobieMa ¢ aBTOMATUUECKIMI OOHOB-
seHyaMu. CM. OKYMEHTAIMIO II0 pyYHBIM OOHOBIEeHMIM™.

) Maem panblue: HECKOMBKO

COBETOB U NOSICHEHUM

Tor

Yro rakoe Tor?

Tor", uro o3nauaer The Onion Router, — syurmii crroco6 cOXpaHUTh
aHOHMMHOCTb B MHTepHere. Tor — 370 mporpamMmHoe obecrieueHue ¢
OTKPBITHIM MCXOTHBIM KOJOM, IIOTKIIOUEHHOE K IyOIMUHON CeT! 13
TBICSY PeTPaHCIATOPOB (cepBepoB). BMecTo IpIMOro mogkiIoueHns K
onpeneneHHoMy Mecty B MHTepHeTe Tor menaer 06X0mXHOI IyTh Ue-
pe3 Tpu IIPOMeKyTOUHBIX peTpaHciaTopa. Bpaysep Tor ucnosnssyer
cethb Tor, HO Opyrue IPUIOKEHNS TaKKe MOTYT 3TO HesaTh, €CIM OHU
IIpaBUJILHO HACTPOEHBI. Bce cTaHmapTHBIE IPMIIOKEHNS, BKITIOUEH-
uble B Tails, ucronpayror Tor, eciau UM HY)KHO TOIKIIOUNTHCT K MH-
TepHeTy.

**tails.net/upgrade/tails/index.ru.html
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Tor hides your content
and destination

Jm Tor hides

your location

WurepHer-tpaduk, BKiarouas [P-agpec KOHEUHOTO ITyHKTA Ha3HAUe-
Husl, WQPyeTcst CIOSIMI, Kak JyKoBuIa. KasKaplil IPHDKOK 110 TpeM
peTpaHCcIATOpaM yaaiseT ofnH ciioit mudposanms. Kaxubli pe-
TPAHCJITOP 3HAET TOJIBKO PETPAHCIIITOP A0 HETO M PETPAHCIISATOP I10-
cJie Hero (BBIXOTHOI PeTPaHCISATOP 3HAET, YTO OH IIPUIIIEIL CO CPef-
HEro peTpaHCIATOpa ¥ UTO OH UET Ha TaKOW-TO BeO-CailT, HO He
BXOTHOW PETPAHCIISTOP).
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U1 g poBaHMa ¥ KOHPUOEHIMATBHOCTI, a TAK)Ke MIPIIIOKEHMIT
VIS paboThI ¢ KOHGUIEHIIMATBFHBIMY TOKyMeHTaMu*®. B ocrasrerics
YaCTM 3TOTO pasjesia Mbl pACCMOTPHM TOJIBKO O0LIIe CIIyUan uc-
[I0JIb30BAHMS, MMEIOIIINe OTHOIIIEHe K aHAPXICTaM, HO IJIsI TIOJyue-
HUS TOIOJHUTENHHOM MHOOPMAIUK IIPOUTUTE JOKYMEHTALIIO.

MeHeaxep naponen (KeePassXC)

Korpa BaM HY»XHO 3HaTh MHOTO ITapOJIeli, MOXKeT ObITh IPUATHO
MMeTh Oe30IaCHBIN CII0CO0 UX XpaHeHns (T. e. He JIUCTOK Oymarnu ps-
oM ¢ BammM KoMmbootepoM). KeePassXC — aTo MeHemxep mapodeii,
BKiIfoueHHBI B Tails (IIpmnoxxenns — V36panHoe —
KeePassXC) KoTOpbIil I103BOJIET BaM XPAaHUTD BAllIY ITAPOJIN B aii-
JIe ¥ 3aIUINATh MX OMHYM IJIaBHBIM IIapoJIeM.

MbI pekoMeHAyeM BaM pa3OUTh BAIIM IAPOIY Ha OTCEKM — MIMETh
ormensHbIl pait KeePassXC ns xaxmoro orgenbHoro mpoekra. OHu
MOT'YT MCIIOJI30BATh OAVH U TOT K€ [VIABHBIN IIapOJIb — CMBICI pas-
OMeHNS B TOM, UTO TOJIBKO ITAPOJIV OGHOTO IPOEKTa pasOIOKMPYIOTCS
B 1106071 MOoMeHT BpeMenu. Ecnu cearc Tails 6ymer ckommpomeTupo-
BaH, 3JIOyMBIIIUIEHHUK He IIOJIYYNT BCe Balllyl ITAPOJIV OJHUM MaXxOM,
a TOJIBKO Te, KOTOPBIE B MAHHBINI MOMEHT Pa3bI0KMPOBAHBL.

B repmunonornu KeePassXC naponv — ato cayuarinag mo-
CJIeI0BATEIFHOCTH CUMBOJIOB (OYKB, 11p U OPYTUX CUMBO-
JIOB), @ NApoTbHAA PPaza — 3TO CIIyvaiiHas I0CIe{0BaTeb-
HOCTB CJIOB.

“tails.net/doc/encryption_and_privacy/index.ru.html
“tails.net/doc/sensitive_documents/index.ru.html
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BOIT 3arpy3ku». Kak Tonbko Bl 3akpoere OnionShare, orknounrtecs
ot UnurepHera minn Beikaounte Tails, daitner Gomnbite He 6yayT mo-
CTYIIHBL 9TO OTIMYHBIN CII0CO0 IOMeNUThCA (parinamu, IOCKOIbKY
BaM He HY’XKHO IToAkJoouath USB K Uy)KOMy KOMITBIOTEPY, UTO MBI HE
pexomMeHayeM*’. [INIMHHBIN afpec .onion MOKHO IlepeaTh yepes Ipy-
roit kaHas (Hanmpumep, cosganusiit Bamu Riseup Pad*® , koropsrit ser-
uye HabUpaTh).

YcnoxxHure koppensunoHHble ataku

Korpa BbI 3ampariinBaete BeG-cTpaHuLly uepes Be6-Opaysep, cepBep
caiiTa OTIIpaBIIsIeT ee BaM HeOONBIINMY «IIaKeTaMII», UMEIOII[IIMI
OIlpefieJIeHHBIN pa3Mep U BpeMs (Cpeyt IPOoUNX XapaKTePUCTHUK).
IIpu ncnonp3oBanuu 6paysepa Tor mmocie10BaTeIbHOCTD ITAKETOB Ta-
K)Ke MO’KeT OBITh IIpoaHaIM3MpoBaHa AJII IOVCKa II1abJI0HOB, KOTO-
pble MOTYT OBITH COIIOCTABJIEHHI C I1abI0HaMI BeG-caitToB. UToOb!
y3HaTh 6oJblie, cM. «1.3.3. Passive Application-Layer Traffic
Patterns»*’. Tor miaHUpyeT CMATUUTH 3Ty NPobaemMy B Oyayimem>®.

YT06BI 3aTPyAHUTD 9Ty «KOPPENALMOHHYIO aTaky» ', OTKIIfounTe
JavaScript, ucnosnssys B 6paysepe Tor HacTpoiiky «Be3omacHee».

Kpowme toro, komauna Tor peKOMeHIyeT BBIITOIHITH HECKOJIBKO 3a/1au
OIHOBpeMEeHHO” ¢ ITOMOLIBI0 KimeHTa Tor.

BknioueHHoe nporpammHoe obecneueHue

Tails mocraBiseTcss o MHOTMMIU IIPUIOKEHUAMK*’ T10 YMOTUAHUIO.
JokyMeHTaIus gaet 0630p MHTEPHeT-NPUIIOKEHMIT ", IIPYIIOKeHIIT

**anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-
nenadezhnykh-komp-iuterov

*¢pad.riseup.net/

%" spec.torproject.org/proposals/344-protocol-info-leaks.html

**gitlab.torproject.org/tpo/team/-/wikis/Sponsor-112

**blog.torproject.org/new-low-cost-traffic-analysis-attacks-mitigations/

“tails.net/doc/about/features/index.ru.html

“tails.net/doc/anonymous_internet/index.ru.html
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Puc. 1. See anarsec.guide for the animation.

ITO 03HAUAET, UTO JIIOObIE TOCPETHMKI MEX/IY BAMU U BXOJHBIM pe-
Jie 3HAIOT, UTO BBI MICITOJIb3yeTe Tor, HO OHM He 3HAIOT, Ha KaKOIl CaiT
BbI Ilepexonure. JIroOble IOCpeIHMKY IOCTIe BHIXOQHOTO pelie 3HAIT,
UTO KTO-TO B MMIpe IIepeXOaUT Ha 3TOT CaliT, HO OHU He 3HA0T, KTO
ato. BeG-ceprep caiita BuguT, 4TO BHI 3axonure ¢ IP-agpeca BBIXOQHO-
ro peure.

Tor numeeT HeckosbKO orpaHnuennit. Harpumep, ecimu KTo-TO € Tex-
HUYECKVIMHI ¥ IOPUANUECKIMY CPEeICTBAMY CUUTAET, YTO BbI ITOKIIIO-
yaeTech C oIpeneaeHHOro coenyHenns Wi-Fi, uTo06p1 moceTuts omnpe-
IeJIEHHBI CallT, OH MOYKET IIOMNBITATHCI COIIOCTABUTD Ballle COeqUHeE-
uue Wi-Fi ¢ akTuBHOCTBIO Ha caiiTe («aTaka Koppeaauum»). OmHako,
HACKOJILKO HaM M3BECTHO, 9TOT TUII aTaKI caM IO cebe HUKOTOa He
MCIIOIB30BAJICS I OOBMHEHNS KOT0-1160 B cyze. i xonpumeHun-
AJIBHBIX AeVICTBUI UCIIOIB3YIITe MHTEpHET-COeAVHEeHNs, KOTOpbIe He
[IPUBSI3aHBI K BAIllell IMUHOCTY, YTOOBI 3AI{UTUTH cebsI B ciyuae c6os
Tor.
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Yro rakoe HTTPS?

[IpakTuueckn Bce BeG-caitTel ceronus nucnonb3yor HTTPST — S osHa-
yaeT «Oe30omacHbI» (HarpuMep, https://www.anarsec.guide). Ecian
BBI IIOTIBITAETECH ITIOCETUTH BeO-cailT 6e3 https:// Tor Browser, Bbl
IIOJIYYNTe IpenyIIpeKkaeHne mepe npogoskenneM. Eciy BbI BugnTe
http:// BMecTo https:// nmepen ampecom Beb-caiiTa, 3TO 03HAUAeT,
UTO BCE IIOCPETHVKY II0CJIE€ BEIXOJHOIO pelie ceTu Tor 3HAIOT, YeM BBI
o6MeHMBaeTeCh C BeO-caiiToM (BKJIOUAs BAIM yUETHbBIE JaHHBIE).
HTTPS osnauaer, uto 1{ndpoBas 3ammch TOTO, UTO BBI [ejIaeTe Ha I10-
cellfaeMOM BaMIU caliTe, 3allMII[eHa KI0UOM M poBaHNs, IPUHAM-
Jexxarrum cairy. IlocpemHUKY 10cIe BRIXOQHOTO pesie OYOyT 3HATH,
UTO BBI [TOCEIIaeTe riseup.net, HaIIpuUMep, HO y HUX He OyOeT HocTyIa
K BAIllM 3JIEKTPOHHBIM MIUCEMaM U [IaPOJIIM, I OHI He OyAyT 3HATH,
IIpoBepseTe JIV BbI CBOY 3JIEKTPOHHBIE IIChMA VIV YNUTaeTe CIydaii-
HYIO CTpaHMITy Ha cajite. MaJleHbKIII 3aMOK ITIOSBJIIETCS CJIeBa OT aji-
peca caiiTa, korja BeI ucnosaszyere HTTPS.

Ecnm Ha 3aMKe ecTb >KeJIToe IIpeayIpesKIeHIe, 3TO O3HaYaeT, 4YT0
HEKOTOpEIE 3JIeMEHTHI Ha IIPOCMAaTpMBaeMOIL BaMI CTPaHMIIE He 3a-
mn¢posansl (oHM ncnonab3yoT HTTP), uto MoskeT pacKphITh TOUHYIO
CTpaHMIly MJIM IIO3BOJIUTH ITOCPEHMKAM YaCTMUYHO M3MEHUTD CTpa-
Huity. [To ymomuanuro 6paysep Tor ncnonssyer pexxum HTTPS-Only,
uTOOBI 3aIIPETUTH ITOJIb30BATENAM IToceInaTs canTsl HTTP.
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MOXXeT II0TPe60BaThC BpEMEHHO BKIIIOUNTD IIOCTOSHHOE XPAHVIIN-
I1ie, YTOOBI 3arpy>KaTh YUIM BBITPY>KaTh O0JIbILMe (aiiiibl Yepes II0-
cTosgHHYIO0 nanky Tor Browser, koTopad ucnons3yetr USB BMecTo orme-
paTUBHOI MaMATIH.

Aenurecb ¢arinamm c Onionshare

OnionShare

Share Files

stop sharing

Anyone with this OnieaShare address can downlaad your files using the Tor Browser:

http://anionshare: gratuity-droplet@ezgdjucpbusckaqzlyniijsewa2 irdat kgswiargvyseqtqyge 26had, anion

MO’KHO OTIIPAaBUTH JOKYMEHT Yepe3 CChUIKY .onion Garogaps
OnionShare** (IIpuinoxkerus — Nurepuer — OnionShare). ITo
ymonuanuio OnionShare octaHaBIuBaeT CKPBITHI CEPBIIC IIOCIIE TO-
ro, Kak ¢ayuisl ObUIM 3arpyKeHsl oqnH pa3. Ecim BbI xoTuTe npemiro-
KUTH (HailIbl JJIsi MHOTOKPATHOI 3arpy3Ky, BaM HYKHO II€peiTH B
HACTPOTIKY ¥ CHATH QuiakoK «OCTAaHOBUTH OOLLIMIT TOCTYII IIOCIIE TIep-

**tails.net/doc/anonymous_internet/onionshare/index.ru.html
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@ Recent

% Starred Dresktop Documents Dewnloads falder

r Home

B Desktop Pictures Public Templates Tor Videos

Browser
Decuments

Dewnloads
Music
Pictures
Videos

Trash
Tor Browser

Other Locations

Beirpyska

AHaJIOTMYHO, €CJIN BBl XOTUTE YTO-TO 3aTPY3UTh C ITOMOILb0 Tor
Browser (Hanpumep, BKIOUUTE a1 B coobiieHne B 61ore), BaM
CHAYaJIa HYKHO OyIeT IepeMEeCTUTh WJIN CKOMUPOBATE Gailyl B ManKy
Tor Browser. 3aTeM oH OymeT JOCTyIIeH, KOrfia BbI BbiOepeTe daiii
Iuig 3arpy3ku B Tor Browser.

RAM

Hmeiite B BUIy, UTO eCIU BBI 3arpykaeTe UM NHBIM 00pasom pabo-
TaeTe ¢ 0OueHb GonplMMH (airaMu, Ballla OePATUBHASL TAMSITh
(RAM) MoOxeT 3aIOTHUTHCSA. ITO IMPOUCXOAUT IIOTOMY, UTO BECh Ce-
aHc Tails BeIIOJIHAETCS B OIIEPATMBHOI ITaMITH (€CIM BBl He HACTPO-
VUM TIOCTOSTHHOE XpaHWINIIE, KoTopoe ucnoib3yer USB). Ecnu orme-
paTuBHas IaMATh 3anoaHNUTCs, Tails 3amMemuTes nian BeIIfeT U3
CTpos. BbI MokeTe CMATUNTD 3TO, 3aKPhIB HEHY)KHBIE IIPVIIOKEHNS U
yIanuB ApyTHe 3arpyKeHHble BaMu ¢aiinsl. B xynmieM ciayuae Bam
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HTTPS-Only Mode Alert
F‘ Secure Connection Not Available
You've enabled HTTPS-Only Mode for enhanced security, and a HTTPS version of neverssl.com is not available.

Learn More

What could be causing this?

+ Most likely, the website simply does not support HTTPS.

« It's also possible that an attacker is involved. If you decide to visit the website, you should not enter any
sensitive information like passwords, emails, or credit card details,

If you continue, HTTPS-Only Mode will be turned off temporarily for this site.

Continue to HTTP Site m

HTTPS Heo6x0myMM Kak AJIs OTpaHMUEHNs BAIlIlero BeO-0TIeuarka,
TaK ¥ IS IpeJoTBpalle s M3MeHeH) I ITI0CPeTHMKOM TaHHBIX, KO-
TOPBIMU BBl OOMeHUBAETeCh ¢ BeO-caritamu. Ecim mocpeqHuk He Mo-
KeT pacirndpoBaTh JaHHBIE, OH HE MOXKET UX U3MeHUTh. [t 0630pa
coemuuenuit HTTP / HTTPS ¢ Tor u 6e3 Hero, a TakXe TOro, Kakas
nupopManusI BUTHA Pa3INUHBIM TPETHUM JIULIAM, CM. MHTEPAKTIB-
Hy1o rpapuky EFF*".

Kopoue rosops, He mocelaire caifTbl, KOTOpble HE MCIIOIb3YIOT
HTTPS.

Onion Services: yro rakoe .onion?

B! korma-uubynb BUmeNn CTPaHHBIN aapec BeG-caitta ¢ 56 ciyudaii-
HBIMIJ CHMBOJIaMJ, 3aKaHUMBAIOLMIicA Ha .onion? 9ToO Ha3bIBAETCS
onion-cepBIC, ¥ eAMHCTBEHHBIN CIIOCOO ITOCETUTD BeO-CalIT, VICIIONb-
3y# TaKoJl afpec, — UCIO0Ib30BaTh Tor Browser. «Deepweb» u
«darkweb» — 3T0 TepMMUHBI, KOTOpPBIE OBLIN IIOIYJISPU3UPOBAHEI B
CMMU nns onmcaHMea 3TUX ONion-cepBUCOB.

*teff.org/pages/tor-and-https
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@ .onion available

JIro60it MOkeT co3marh caitt .onion. Ho 3auem nm sto? Hy, mecrorio-
JIO)KeHIe cepBepa aHOHMMHO, II03TOMY BJIACTY He MOT'YT y3HATh, THe
pasMelleH cailT, YTo0bI 3aKpHITH ero. Koraa BeI OTIIpaBisgeTe qaHHbIE
Ha CaJyiT .onion, BBI BXOAUTE B TPU peTpaHciaaTopa Tor aToro caiira
nociie cranpapTHoil nenn Tor. Takum o6pasom, MeXOy HaAMU U caii-
TOM €CTh 6 peTpaHCIATOPoB Tor; MBI 3HaeM IlepBbIe 3 peTPaHCIATOPA,
caliT 3HaeT IoceHIe 3, U KaKbIil y3el Tor 3HaeT TOJIbKO peTpaHc-
JATOp OO 1 mocie. B ornune ot o6erunoro Be6-caitra HTTPS, Bce
aro 3ammdposano Tor OT Hauana 10 KOHIIA.

9To 03HAUAeT, UTO U KJIMeHT (Ball HOYTOYK), 1 cepBep (Ie HaXOuT-

CSI CaiIT) OCTAIOTCA AHOHMMHBIMIM, TOT/Ia KaK ¢ OOBIUHBIM CaliTOM aHO-
HVMHBIM SBJISIE€TCS TOJIBKO KIMeHT. [JoMmuMo Toro, uto oH 6ojee aHO-
HIMeH [JI1 cepBepa, OH TakKe 6oJlee aHOHMMEH I KIIMEeHTa: BbI HU-
KOTJa He ITIOKMJaeTe ceTh Tor, I09TOMY IepeXBaTUTh BaC I10CJIe BBIXO-
Ja U3 peJie HEBO3MOYKHO.

Anpec caifta .onion AIMHHBI, TaK KaK OH BKJIOUAeT cepTudUKaT
caiita. HTTPS He HyXeH; 6e30I1aCHOCTD 3aBUCUT OT 3HAHUS agpeca
caliTa .onion.

HexoTopsle caiiThl npeasnaratoT kak kinaccuueckuit URL, Tak u afx-
pec .onion. B atom ciyuae, ecu caitT ObL1 HACTPOEH Ha 9TO, PALIOM C
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€CTh OCHOBaHNA TOBEPATH MM, BbI MOKETe IIPOCMaTpPUBaTh UX C Me-

Hee CTPOTMMMU HacTpo¥KaMy Ojd Kaxgoro carra. [lomanuTe, uTo Ha-
crpoiiku «Cranmapt» u «besonacHee» MO3BOJAIOT pabOTATh CKPUII-
TaM, UTO MOKeT HAPYIIUTh Ballly aHOHUMHOCTH>® B Xy/ALIEM CIyUae.

3arpy3ska/Bbirpy3ska n nanka Tor Browser

Tor Browser Ha Tails xpaHuTcs B «1ecounniie» ', aro6bl mpegoTBpa-
TUTD €0 OT CIEKKU 38 BCeMMU BaIMU QailiaMi, eCIi BPeJOHOCHBIIT
caiiT CKOMIIPOMETUPOBAJ ero. 9TO 03HAYAeT, UTO CYII[eCTBYIOT OCO-
Oble coOOpakeHUs IPM 3aTPy3Ke WY CKauMBaHUY QaiiIoB ¢ IIOMO-
misio Tor Browser.

3arpy3ka

Korpga BbI uTO-TO 3arpy»kaete ¢ nomouisio Tor Browser, oHO coxpaHd-
ercs B manke Tor Browser (/home/amnesia/Tor Browser/), KoTopas
HaXOQUTCSI BHYTPU IeCOUHUIBI. Eciiu BBI XOTUTE UTO-TO CHEATh C
daitioM, BaM clleyeT IepeMecTUTh ero u3 mnanku Tor Browser. [Ins
aroro /home/amnesia/Tor Browser/ BbI MOXKeTe UCIIONb30BATH (pari-
noBeIl MeHemkep (Applications — Accessories — Files).

**arstechnica.com/information-technology/2013/08/attackers-wield-firefox-
exploit-to-uncloak-anonymous-tor-users/
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Hacrposikmu 6esonacHoctn 6paysepa Tor

3 Senings x| +
< © @ TorBrowser aboutprefcrencesdprivacy o W ¥ =
@ General
@ Home Security
Q, sewrch Security Level
Disable certain web feataes tha can be used 10 antack your securty and anonymity.  Lear
B Privacy & Security T
@ Cirgatiion All browser and websae leanines are enabied.
Safer
Disables website leatures that are often dangercus, causing scme siles to lose fnctionality.
© satest
Oy allows websie features redquined for stalic sites and basie sendces, These changes afect
images, media, and scripts.
+ JavaScript is disabled by delauit on al sies.
) Exterions & Themes « Some fonts, icons, math symbaols, and images are disabled.
@ Tor Browses Suppont « Audio and video (HTMLS modia), and WebGL ane click-to-play,

Kaxk u r060e mporpammHuoe obecrieuenne, Tor Browser umeer ya3Bu-
MOCTHU, KOTOpBIe MOT'YT OBITH MCIIOJIB30BaHbI — Pas3IMUHbIE IIOJINIIETI-
CKII€ aTreHTCTBa MeI0T 3KCIUIONTEI Tor Browser [ cepbe3HBIX CIIy-
yaeB. UTOOBI CMSITUNTD 3TO, BAKHO IOAMepKuBaTh Tails B akTyann-
HOM COCTOSIHUY, U BaM CJIe[lyeT IIOBBICUTH ITapaMeTphl 0e3011acHOCTI
Tor Browser: 11eJIKHIUTe 3HAUOK LITUTA, a 3aTeM IleakHuTe HacTpoii-
KIL... [To ymonuanuio o ycranopieH Ha CTaHOapTHBII, UTO obecIie-
YKBaeT BO3MOXKHOCTM IIPOCMOTPA, COITOCTABUMBIE C OOBIUHBIM Opay-
3epoM. MBI HACTOATEIBHO PEeKOMEH/lyeM BaM YCTAHOBIUTD €ro Ha
caMble CTpOrye HaCTPOMKMU, IIpek/ie YeM BbI HauHeTe IIPo-
cmotp: Cambnit Oe3omacHbIii. [TogaBisioniee GOIBIINHCTBO 9KC-
rwroiiToB nipotus Tor Browser He 6yayT paboraTts ¢ HacTpolikoit Ca-
MBIt 6e30TIaCHBIIA.

MaxkeTr HEKOTOPBIX CTPAHMUI{ MOXET OBITh M3MEHEH, a HEKOTOpbIE TH-
IIbl KOHTEHTA MOTYT OBITh OTKIIOUEeHbI (n306paskenus SVG, Bujieo ¢
KIuKoM 1 T. 1.). Hanpumep, y anarsec.guide ects qBe Belu, KOTOpbIe
OyayT cIoMaHbI B 6€30I1aCHOM pesKUMe, IIOCKOIBbKY OHU I10J1aratoTcs
Ha Javascript: TEMHBIII pe>KUM U OIJIaBiieHue craTbu. Hexoropsle caii-
THI BOOOIIIE He OyIyT paboTaTh C STUMI OTPAHUYEHVSIMI; €CIINL Y BAC

30

URL moJKHO MOSIBUTHCS yKasaHue «.onion available». Eciu Her, nHO-
raa cairt OygeT yKaspIBaTh afipec .onion rje-To Ha CBOEN CTPaHUILIE.
Yr00BI y3HATH afipeca CaiiToB, KOTOPbIe JOCTYIIHBI TOJBKO KakK .onion,
BaM HY)XHO OyxeT 6o HailTu ux o capagaHHOMY panuo, 1o ue-
pe3 Beb-cailThl, Ha KOTOPBIX IIEPEUCIIEHbI APYTIUE CAIThI .onion, Ha-
npuMep, ara crpaunia GitHub*.

Carirtbl, koropble 6r1iokmnpytor Tor

HexoTopsie caifiTel GI0KMPYIOT II0JIb30BATEIIEll, KOTOPBIE 3aXOIAT Ue-
pes cetb Tor, may MHBIM 00pa3oM [AeIAI0T IOCeIIeHNe CaliTa Hey100-

HbIM. HexoTropsle caiiTsl MOTYyT 3acTaBUTh Bac 3anoinHuTs CAPTCHA
MJIY TIPEIOCTAaBUTD JOIIOJIHUTENBHYI0 IMYHYI0 nHpopmanuio (ID, Ho-
Mep TenedoHa...) Iepe MPOOIDKEHEM, YT OHI MOTYT BOOOIIIe 3a-

6moxuposarts Tor.

& Tor Project | Anomymity On' % @ Mew Tab L 3

€ > G B B o o [ o « =
Now tab CukT
. How idoritcy CirteShittsl)
New Tor crcut for ths ste CirlsShilts L

Bockmarks
Hestory 5
. Doramicacts CirlsShift+ Y

Browse Privately.
2 Add-ons and themes Crrle St
Prict.. Culsp
Explore Freel
D V. |
Zoom = 100% *

Defend yourself against tracking and surveillance. Circumvent ce
g o

Download Tor 3| it Cirle Q)

CaiiT MO>XeT GJIOKMPOBATh TOJIBKO OIIpeJesIeHHbIE PeTPAHCISITOPhI
Tor. B atom ciyuae BbI MoKeTe M3MEHUTD y3eJ BbIxoja Tor, MCIIOob-
3YeMBIiI [IJI 9TOTO caiiTa: Ha)kmure KHONKY X — «HoBblil KOHTYP
Tor nuist aToro caiita». Kouryp Tor (11yTh) m3MeHMTCS IS TEKyIIe
BKJIaJKM, BKJIIOUasd APyrue OTKPBIThIe BKIAOKN MM OKHA C TOTO Ke

*2github.com/alecmuffett/real-world-onion-sites
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carita. Bam mosxer HOTpe6OBaTbCH ceaTb 3TO HECKOJIBKO pa3 I1og-
P4, €CJIN BaM HE ITOBE3JIO U BbI CTOJIKHYJIVICH C HECKOJIBKIMI 3a0710-
KIMPOBAaHHBIMU PETPAHCIATOPAMIL.

ITockosbKY BCe peTpaHCIITOPBI TOr SBIISIIOTCA TyOIMYHBIMY, BO3-
MOJKHO, UTO CalT BJI0KUpYyeT BCio ceTh Tor. B aTOM cityuae BbI MOkeTe
ITOIIPOOOBATH MCIIOJIB30BATh IPOKCH AJIS JOCTYIIA K CAITy, HAIIpUMep
https://hide.me/en/proxy (HO TONBKO €CiIM BaM He HY)KHO BBOINUTD
JMMUHYI0 MHPOPMALIUIO, HATIPMMED yUeTHbIE JaHHbIE [ BXoHa). Ber
TakKe MO’KeTe IIpPOBEPUTH, COXpaHeHa JIM CTPaHMUIla, K KOTOPOII BBI
XOTHUTe MOJYyUnTh focTyI, Ha Wayback Machine: web.archive.org.

Yerko pasaensyite aHOHMMHbIE TMYHOCTH

He pexoMeHyeTCsI BHITOIHSITD PA3IMUHble MHTEPHET-3a0aul, KOTO-
pBIe He TOJDKHBI OBITH CBA3AHBI APYT C APYTOM BO BPEMsI OJTHOTO Ce-
amca Tails. BbI TOJDKHBI TIATENBHO Pa3HeNaTh PA3INUHbIe (KOH-
TeKcTHBIE) TnuHoCcT! Hampumep, omacHo poBepsiTh CBOIO JIMUHYIO
9JIEKTPOHHYIO [IOUTY U IIyOJIMKOBATh AaHOHMMHBII TEKCT BO BPEMS
OJHOTO ceaHca. [[pyr1Mu cJI0BaMi, BbI He TOJDKHBI ObITh UAEHTI (Y-
LPYEMBI ¥ aHOHMMHBI B ceTnt Tor oqHOBpeMeHHO. BbI Takke He
MOJKHBI MCIIOIB30BATh CETh 10T MO IICeBIOHMMOM A U IICEBIOHM-
MoM B B 0[1HOM ceaHce, TaK KaK 9TU IICEBIOHUMBI MOTYT ObITH CBsI3a-
HBI Uepe3 KOHTPOJIMPYEMBII MIIM CKOMIIPOMETUPOBAHHBIN BBIXOIHOII
perpancisarop Tor. Beikirouaitre u nepesamnyckaiire Tails mexay mH-
TEPHET-aKTUBHOCTSIMU O] PAa3HbIMU JIMUHOCTAMM!

dynxuna «HoBasg ngenTudukanms» 6paysepa Tor HegocTaTouHa IS
IIOJIHOTO pasfiesIeHNs KOHTeKCTHBIX naeHTndukaumit B Tails, mo-
CKOJIPKY OHA He BOCCTAQHABJIMBAaeT COeAMHEeHN 3a IIpeferamMu Opayse-
pa Tor, u BBl coxpaHseTe TOT Xe y3el Bxona Tor. Ilepesamyck Tails —
JIydiniee pelleHue.
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Onion Circuits = =] X

tor7kryptonit

Fingerprint: 583FF9BBY7BCEDGSD2642ADTFAAZ!
Published: ~ 2017-03-17 03:39:20

IP: 78.156.117.236 (Denmark)
Bandwidth: 38.67 Mb/s

tor7kryptonit, SkyMetTorRelay, orion
= tor7kryptonit, kirill, DFRI6
tails.boum.org:443
tails.boum.org:443
= tor7kryptonit, Casper03, blackfish

ocsp.int-x3.letsencrypt.org:80 StolenNodeNick

check.torproject.org:443 Fingerprint: 434CFA3E50878081AD5F6BEFA8AST
= tor7kryptonit, visibilityspots, AquaRayTerminus Published:  2017-03-16 16:02:59

[Tpunoxenne Onion Circuits mokaseiBaeT, Kakoit KaHaj Tor mcIIob-
3yeT coefVMHeHNe C cepBepoM (BeO-cariToM miu uHbIM). MHOrIa 6bI-
BaeT IT0JIe3HO YOeqUTHCS, UTO BBIXOJHO PEeTPAHCIATOP He HaXOMUT-
s B OIIpefieJIeHHO CTpaHe, YTOOBI OBITH JAJIbIIIe OT CAMOTO IIPOCTOTO
JIOCTyIIa IJIF CIeACTBEHHBIX OPraHOB. B IIpuBeleHHOM BEHIIIIe IIpIIMe-
pe coenunenue ¢ check.torproject.org mpoxonuT uepes peTpaHCIITO-
psI tor7kryptonit, Casper03 u Beixomnoit y3sei blackfish. ITpn naxa-
TUM Ha KaHaJ Ha IIPaBOJI ITaHeJIV 0TOOpas3ATCs TeXHIUeCKUe CBefle-
HUA 0 ero perpaHcisaropax. Pyukums «Hoserit mgentndukarop» Gpa-
y3epa Tor mosie3Ha 19 M3MEHEHMS 3TOT'O BBIXOHOTO PETPAHCIATOPA
0e3 mepesamycka ceaHca Tails, KOTOPBIT MOXKHO IIOBTOPATH IO TeX
II0p, ITOKa Y Bac He OyJeT BBIXOJHOTO PETPAHCIATOPA, KOTOPBI Bac
ycTpont. MBI He peKOMeHyeM MCI0Nb30BaTh «HoBblit nneHTNdMKA-
TOP» I IEePEeKIIOUeHNST MEeXXAY UAeHTIPIKATOpaMyl, HO TOJIBKO ec-
JIV BBI XOTHITE MISMEHUTH BBIXOXHOI y3€JI B paMKax AelICTBUII OXHOTO
U TOTO Ke MAeHTU(UKATOpA.
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