Tails — 3T0 omepanuMoOHHas CUCTEMa, KOTOpAs AeslaeT aHOHNMHOE
JCIIONIb30BaHMe KOMIIbIOTEPA NOCTYIIHBIM i Bcex. Tails paspa-
0oTaH Tak , YTOOBI HE OCTaBJIATHL CJIENOB Balllell aKTMBHOCTM Ha
BaIlleM KOMITBIOTEpPE, eCIM BBI SBHO He HACTPOWTE €ro Ha CcoXpa-
HeHVe OIpefeNeHHbIX JaHHBIX. JTO HOCTUTAaeTCs IIyTeM 3aIlycKa
¢ DVD unn USB, He3aBuCKMO OT YCTaHOBJIEHHOJ Ha KOMIIBIOTE-
pe omepanumoHHoN cucremsl. Tails mocTaBisercss ¢ HECKOIBKUMU
BCTPOEHHBIMI NIPUJIOKEHUAMIU, IIpeIBAPUTEIbHO HACTPOSHHBIMU
¢ yueToM 6€30I1aCHOCTI, U BCE aHAPXUCTHI HOJDKHBI 3HATH, KaK
JCIIONIB30BATh €ro AJs 0e30IacHOro OOIeHNs, MCCIIeqOBAHN, pe-
OAKTUPOBAHUS U ITyOIMKAM KOHQUAEHIINATFHOTO KOHTEHTA
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Ita Bepcus 3uHa ObLIA ITOCIIEHNUIT pa3 00HOBIeHA 2024-04-26.
3arinure Ha caiT anarsec.guide/ru u ocMoTpure, HeT Ju 6ojee
MO30HUX peIaKIMil.

Cumeon T 03HauUaeT, YTO STOT TEPMUH €CTh B cioBape. Ai ferri
corti.

AnarSec 310 pecypc KOTOPBIII IIPU3BAH [IOMOUb aHAPXVCTAM OpU-
€HTHPOBATHCS BO BPXXeOHOM MUpe TEXHOIOTUIT — IT0J00pKa
roco6uii mo obecrieueHNo UUPPOBOIL GE30TACHOCT M AHOHUM-
HOCTH, a TaK)Ke II0 IIPOBEEHNI0 XaKePCKMX aTak. Bee mocobms
OOCTYIIHBI B BUfie OYKIIETOB, YTOOBI X MOXKHO OBLIO paclieyaTaTh
7 OYOYT IIOCTOSTHHO OGHOBIISTHCA.
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+ Jlyummne npaxkruku Tails

Qubes OS
« Qubes OS for Anarchists
TenegoHsbi

« M36aBbcA OT IIIMIOHA B TBOEM KapMaHe
« GrapheneOS for Anarchists

O6Lme sonpocsi

+ Linux Essentials
« Remove Identifying Metadata From Files

Encrypted Messaging for Anarchists
« Make Your Electronics Tamper-Evident
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documentation'®.
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Tails — aT0 omeparmonHas cucrema’, koTopas fenaeT aHOHUMHOE
JCIIOJIb30BaHMe KOMITbIOTEpa JOCTYIIHBIM i Bcex. Tails paspa-
6oTaH® Tak , YTOOBI HEe OCTABJIATH CJIeOOB Balllell aKTUBHOCTH Ha
BallleM KOMIIBIOTEpe, eCIM BbI IBHO He HACTPOUTE €ro Ha CoXpa-
HeHIle OIIpeesIeHHbIX JaHHBIX. ITO HOCTUTaeTcd IIyTeM 3alycKa
¢ DVD nnu USB, He3aBuCHMO OT yCTAaHOBJIEHHO Ha KOMIIBIOTEpe
OIepalMOHHOI cucTeMsl. Tails mocTaBiseTcs ¢ HECKOIBKIMU
BCTPOEHHBIMIU IIPUJIOKEHUSIMI, IPEeIBAPUTEIbHO HaCTPOEHHBI-
MM ¢ yueToM 0e30IIacHOCTH, U BCe aHAPXMCTHI JOJDKHBI 3HATH,
KaK JCIIOJIB30BaTh ero st 6e30IIaCHOr0 OOIIeHNs, IICCIeX0Ba-
HUS, peJaKTUPOBAHMS U IyOIMKauy KOHPUIEHIMATEHOTO KOH-
TeHTA.

Hoxymenrarus Ha caiite Tails® nmpeBocxongHa u mpocTa B UCIIOJB-
30BaHMI. B 3TOM pyKoBOACTBe 06001IeHa HanbosIee BayKHAs HO-
KyMeHTalNs, a TaKKe JOIOJHNUTEIbHO BKIIOUEHBI COBETHI II0 Ha-
CTpOJIKe M MCIIOIb30BaHNIO, OTHOCIINMEC K MOJeIn yrpos’
anapxucroB. Our Jlyumme npakruknu Tails* article goes into more
detail, but we recommend that you familiarize yourself with the
basics of Tails before reading it.

TAILS: amHe3unyeckas u

UMHKOINHHUTO XKUBad CUCTEMA

Tails — aro omepaumonHas cucrema. OneparoHHas CUCTEMA —
9TO HabOp IIPOrpaMM, KOTOpbIe YIIPABIIIOT Pa3INUHBIMI KOMIIO-
HeHTaMu ()KeCTKUII AMCK, 9KpaH, IIPOI[eccop, IaMITh I T. A.) KOM-
IIBIOTEPA U ITO3BOJIAIOT €My (YHKIVOHMPOBATE.

Bx1, BeposaTHO, cabimranu o « Windows» min «macOS», IByx ca-
MBIX PacIpOCTPAaHEHHBIX OIlePAllIOHHEIX cucTeMax. EcTe u apy-
rue OIEePALIOHHBIE CUCTEMBI — MOKET OBbITh, BBI CIIBILLIAI O

'tails.net/about/index.ru.html
*tails.net/doc/about/features/index.ru.html
*tails.net/doc/index.ru.html
*anarsec.guide/ru/posts/tails-best



Linux? Linux oTHOCUTCS K CEMEJICTBY OIIePAIIMIOHHBIX CUCTEM, KO-
TOpOE Pa3BeTBIISIETCS Ha HECKOJIBKO IOACEMEVICTB VIV Pa3yIy-
HBIX Bepcuit Linux, omHa 13 kKoTophix HasbiBaeTcsa Debian. B mon-
ceMeiictBe Debian me1 Haxoqum Ubuntu u Tails. Tails — aTo muc-
TpubyTus (Bepcus) Linux ¢ HECKOIBKUMM OTIIMUUTENEHBIMU OCO-
OEHHOCTIMIL:

« Kueas cucmema
- Tails — aTo Tak HaspIBaeMas >KMBasd cucTeMa. B To Bpems Kak
IpyTue OoIlepalYIOHHbIe CYCTeMBI 3aITyCKAaIOTCA C )KECTKOT'O
IVICKa BAIllero KOMIIbIoTepa, Tails ycraHaBIMBaeTca Ha
BHEIIIHEe yCTPOIICTBO, Takoe Kak USB (mmu maxke SD-kapra
niu DVD). Korpa BbI 3anyckaeTe KOMIIBIOTED C ITOAKIIOUEH-
HBIM ycTpoiictBoM Tails, Bair koMIpioTep paboTaeT ¢ 3TOTO
YCTPOICTBA, OCTaBJIASA Balll >KECTKMUII OMCK HETPOHYTBHIM. BbI
Ia)ke MOKeTe JICIIOJIb30BaTh Tails Ha KoMIIproTepe Oes >KecT-
KOT'O JUICKa.
o AMHe3us
- Tails paspaboTraH Tax, YTOOBI He OCTABIATH HUKAKUX JaHHBIX
Ha KOMIIBIOTEpe, KOTOPHIII BBI VICIIONb3yeTe; OH HIUETo He
3aIIChIBAET Ha KeCTKMII AMCK U paboTaeT TOIBKO B oIlepa-
tuBHOI nmamsaTu (RAM), KoTopas aBTOMaTUUECKH CTUPAETCS
niocite BeIKTIOueHus. Cama cucrema Tails live (o6bruro pa6o-
raroradg Ha USB) takke ocraercs HeTpOoHyTOI. EquHCTBEH-
HBIII CIT0CO6 COXpaHUTh MHPOPMAIIO — IIePEMECTUTD ee Ha
npyroit pasgen USB nepen BeikimrouerneM (cm. Huke). Llenn
3TOT'0 — He OCTaBJIATh KPMMMIHAUINCTIYECKUX CIeT0B, KOTO-
pBIe KTO-TO, MMEeOIINIT (GU3MUECKUIT QOCTYII K BAaIlIEMY KOM-
npotepy miu USB-uakonmterto Tails, Mor Gb1 mo3ske mpoun-
TaTh. Takme BeIly, Kak MCTOpUS Noucka B IHTepHeTe,
«HeIaBHO OTPeNaKTHPOBaHHbIE» NJOKYMEHTHI U T. 1., CTHPa-
IOTCH.
« Unxocnumo
— Tails Taxke sIBIsS€TCS CUCTEMOIT, KOTOpast II03BOJIIET BaM
OCTaBaThCA MHKOTHUTO MM aHOHUMHBIM. OHa CKpBIBaeT
3JIeMeHTBI, KOTOpbIe MOT'YT PacCKpBITh Ballly JINYHOCTD, Me-
cromonokenue u T. 1. Tails mcrones3yer ceTs aHOHUMHOCTI
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modeling is the deliberate activity of identifying and assessing
threats and vulnerabilities.

For more information, see the No Trace Project Threat Library'?,
Defend Dissent: Digital Threats to Social Movements***> and
Defending against Surveillance and Suppression***.

Tor network

Tor*** (short for The Onion Router) is an open and distributed
network that helps defend against traffic analysis. Tor protects you
by routing your communications through a network of relays run
by volunteers around the world: it prevents someone monitoring
your Internet connection from learning what sites you visit, and it
prevents the operators of the sites you visit from learning your
physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and
organizations around the world. No single relay ever knows both
where the encrypted connection is coming from and where it is
going. An excerpt from a leaked top-secret NSA assessment calls
Tor «the King of high secure, low latency Internet anonymity»
with «no contenders for the throne in waiting». The Tor network
can be accessed through the Tor Browser on any operating system.
The Tails'*® operating system forces every program to use the Tor
network when accessing the Internet.

127

For more information, see Tails for Anarchists'*” and Privacy

Guides*?®. To understand the limitations of Tor, see the Whonix

??notrace.how/threat-library/

»’open.oregonstate.education/defenddissent/chapter/digital-threats/

*open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/

»torproject.org/

**anarsec.guide/glossary/#tails

?’anarsec.guide/posts/tails/#tor

#*privacyguides.org/en/advanced/tor-overview/
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Remote attacks

By remote attack, we mean that an adversary would access the
data on your phone or laptop through an Internet or data
connection. There are companies that develop and sell the ability
to infect your device (usually focusing on smartphones) with
malware'** that would allow their customer (your adversary, be it
a corporate or state agent) to remotely access some or all of your
information. This is in contrast to a physical attack®**.

For a more detailed look, see Defend Dissent: Protecting Your
Devices'".

Sandboxing

Sandboxing is the software-based isolation of applications to
mitigate system failures or vulnerabilities. For example, if an
attacker hacks an application that is «sandboxed», the attacker
must escape the sandbox to hack the entire system.

118 3

Virtualization*® is the most powerful implementation of
sandboxing.

Threat model

Threat modeling is a family of activities for improving security by
identifying a set of adversaries, security goals'*, and
vulnerabilities'*’, and then defining countermeasures to prevent or
mitigate the effects of threats to the system. A threat is a potential
or actual undesirable event that can be malicious (such as a DDoS
attack®') or accidental (such as a hard drive failure). Threat

"anarsec.guide/glossary/#malware

eanarsec.guide/glossary/#physical-attacks

' open.oregonstate.education/defenddissent/chapter/protecting-your-
devices/

%anarsec.guide/glossary/#virtualization

anarsec.guide/glossary/#security-goal

?°anarsec.guide/glossary/#vulnerability

**'anarsec.guide/glossary/#ddos-attack
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Tor™ myist 3auThI Balleli aHOHMMHOCTY B CETH, 3aCTaBIISIS
BCe CTaHIApTHOE IIPOrpaMMHOe obecIieueHNe IIOAKII0YaThCS
Kk UuTepHuety uepes Tor. Ecaiu npninokeHme nbITaeTcsd MOA-
KIOUYUTHC K VIHTepHeTY Hanpsamyto, Tails aBromarmuecku
3abokupyet coequuenue. Tails rakke nsmenser «MAC-an-
pec» Balllero ceTeBOro 000pyXOBaHNs, KOTOPBII MOXKET JIC-
[I0JIH30BATHCSA ISl YHUKATBHO UAeHTU(UKAIIIIN BALLIETO
HOYTOYKa.

10ETETER 40 ﬁ &

Obscures your Real IP Prevents Network Prevents Location Blocks Fingerprinting
Address Observation Determination

=T

Prevents Cross-Site Isolates Cookies & Writes Nothing to Disk No Browser History
Correlation Scripts

« Bbe3onacnocmv
- Tails 6s11 paspaboran ¢ yuetrom 6e3omacHocT. MuHuMAaIh-
Hasl, QYHKIMOHAIbHAS U IIPOBEPEHHAS CPEla YKe YCTAHOB-
JeHa (co BceM HeOOXOMMMBIM 111 6a30B0T 06paboTKM TeK-
CTa, peJaKTUPOBAHMUS M300paKeHMIT, IN(POBAHNS I T. 11.).

CeronuamHasa 1udpoBas 6e30MaCHOCTh He 0053aTeIbHO 3aB-
TpallHAs. 3aIUTa IIepCOHAIBHBIX JaHHBIX TpedyeT pery-
JSAPHBIX 00HOBJIeHMIL. [[1dpoBbIe MHCTPYMEHTHI HeHAIEeKHBI,
€CJIV OHJ HMKOT'Ja He OOHOBJIAIOTCS, M YTOOBI MMETh IIOCTOSH-
HYIO YBEPEHHOCTb B 3TUX MHCTPYMEHTAX, XOPOIIIO 3HATh, UTO KO-
MaHIbI aKTUBHO IIOANEP>KMBAIOT MX JI UYTO y HUX XOPOIIIas peIry-
tauyd. Baxxao monnmars ayx Tails: Bce paspaboraHo ¢ yueToM
6ezonmacHocTy. OMHAKO B IIPOrPaMMHOM 0OecIIeUeHIN He CyIIe-
CTBYeT MAeaJIbHOTO MHCTPYMEHTA; BCErAa €CTh OTPaHMUeHA.



Kpome toro, croco6 ucmoapszoBanus Tails moker co3maBarh
npo06JieMbI 6€30IIaCHOCTH.

Tails — aTo0 GecrraTHOE IIporpaMMHOE 0becIeueHe ¢ OTKPBITBIM
ncxomHbIM KomoM. JIF060I1 sKeTaroLMil MOXKeT IIPOCMAaTPUBATh,
3arpy»arth M U3MEHSATh CXOJHBIN KOX (peLenT)... AGCOIIOTHO
HeoOx0auMO yoenuThes, uto Bepeus Tails y Bac mogmnunas. He
mpeHebperaiiTe sTallaMy IIPOBEPKM BO BpeMsI YCTaHOBKIL, KOTO-
phIe moapobHoO omucaHbl Ha Beb-caiite Tails.

Tails mo3BossieT HecIeMAINCTaM U3BJIEKATh BHITOLY U3 I{NPpO-
BOII 6€30I1aCHOCTM V1 AaHOHMMHOCTY Ge3 KPyTOlil KpUBOiT 00yue-
Hus. Vcnonp3oBanue Tor mMeer pelraroliee 3HaueHue Iy Lud-
poBoit anHoHUMHOCTH, 11 Tails momMoraer HaM coBepLIATH KAK MOX-
HO MeHbIIIe OIIMOOK IIPM MCIO0Ib30BaHM TOr 1 HEKOTOPBIX APY-
rux uHCTpyMeHTOB. Mcrionb3oBanne Tails TpeGyer coBcem
HEMHOTO YCIUJINIA, YTOOBI CAeIaTh ITI0BCeAHEBHOE HMU(POBOE IOBe-
neHne Gosiee 6e30IMaCHBIM, AaXKe eCIIU MHOTAA 9TO KasKeTcs
«HeyqoOHBIM». C IPYyTOIl CTOPOHEL, «yO00HAI» aJlbTepHATIBA
O3HAYaeT IIOBBIIIIEHHBIN PUCK PeIIpeccuil — He TOJIBKO JJIs Bac,
HO M IS TeX, C KeM BBI O0II1aeTech.

This tutorial is divided into several sections. The first covers the
basics for getting started with Tails. The second section covers tips
for using the software included in Tails, as well as what you need
to know about how Tor works. The third section is about
troubleshooting any problems that you might encounter with your
Tails USB, so do not give up at the first problem — most of the
time the solution is simple!

KoHuenuusa moasenu yrpo3s

Tails — 9710 He Marus, u y Hee MHOTO orpannueHnit. Iurepuer u
KOMIIBIOTEPHI — 3TO BpaXKAeOHAs TEPPUTOPMS, CO3TAHHAS IS
KpasKlM BaluX AaHHBIX. Tails He 3aIIUTUT BAC OT UeIOBEUECKIX
ourn6oK, B3J10Ma 000pyXOBaHMs, B3JIOMA IIPOIINBKY, B3JIOMa VN
HEKOTOPBIX APYIUX TUIIOB aTtak. B VlHTepHeTe He cyiiecTByeT

Operating system (OS)

The system software that runs your device before any other
software. Some common examples include Windows, macOS,
Linux, Android, and iOS. Linux and some versions of Android are
the only open-source options on this list.

Phishing

Phishing is a technique of social engineering*®. Attackers send
SMS messages, emails, chat messages, etc. to their targets to get
their personal information. The attackers can then try to
impersonate their victims. It can also be used to get the victim to
download malware®” onto a system, which can be used as a
starting point for hacking. Spear phishing**® is a more
sophisticated form of phishing. For more information, see the
Kicksecure documentation'®.

Physical attacks

A physical attack is a situation where an adversary first gains
physical access to your device through loss, theft, or confiscation.
For example, your phone may be confiscated when you cross a
border or are arrested. This is in contrast to a remote attack'*.

For more information, see Making Your Electronics Tamper-
Evident", the Threat Library'*?, the KickSecure documentation'*?,
and Defend Dissent: Protecting Your Devices'**.

%¢anarsec.guide/glossary/#social-engineering
’anarsec.guide/glossary/#malware
% anarsec.guide/glossary/#spear-phishing
19°kicksecure.com/wiki/Social_Engineering
"anarsec.guide/glossary/#remote-attacks
anarsec.guide/posts/tamper
"2notrace.how/threat-library/techniques/targeted-digital-surveillance/
physical-access.html
Bkicksecure.com/wiki/Protection_Against_Physical Attacks
*open.oregonstate.education/defenddissent/chapter/protecting-your-
devices/
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LUKS

The Linux Unified Key Setup (LUKS)'* is a platform-independent

specification for disk encryption. It is the standard used in Tails'"",
Qubes 0S'?, Ubuntu, etc. LUKS encryption is only effective when
the device is powered off. LUKS should use Argon2id'®® to make it

less vulnerable to brute-force attacks.
Man-in-the-middle attack

An example of a man-in-the-middle attack is when Alice
communicates with Bob over the Internet, Eve (eavesdropper)
joins the conversation «in the middle» and becomes the man-in-

the-middle. Eve can modify, insert, replay, or read messages at will.

Protective measures include encryption (confidentiality) and
checking the authenticity and integrity of all messages. However,
you must also make sure that you are communicating with the
expected party. You must verify that you have the real public key
of the recipient. For example, this is what you do when you verify
a contract’s «Safety Number» in the Signal encrypted messaging

app.

For a more detailed look, see Defend Dissent: The Man in the
Middle'* and the Whonix documentation®.

Open-source

The only software we can trust because the «source code» that it
is written in is «open» for anyone to examine.

100

gitlab.com/cryptsetup/cryptsetup

anarsec.guide/glossary/#tails

2anarsec.guide/glossary/#qubes-os

% anarsec.guide/posts/tails-best/#passwords

%% open.oregonstate.education/defenddissent/chapter/the-man-in-the-
middle/

19 whonix.org/wiki/Warning#Man-in-the-middle_Attacks
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UeaNTbHOI 0e30IIaCHOCTH, II09TOMY TaK Ba)KHO IIOCTPOUTH MO-
nensb yrpoa’.

IlocTpoeHue Mopmesnn yrpo3 — 3TO IIPOCTO BOIIPOC, OT KOTOPOTO
BbI 3af1aeTe cebe ompenesieHHbIe BOIPOChl. OT KOTO s 3aIuiia-
1och? Kakosbl ux BosmoxuocTi? KakoBbI ObLIM ObI ITIOCIIEICTBUA,
ecnu OBl y HUX ObUT OCTYII K 9TUM JaHHBIM? A 3aTeM, UCXOII U3
KOHKPETHOI CUTYyaIiy, OI[eHUTe, KaK BbI MOKeTe 3aIl[UTUTH CeOs.

It makes no sense to say «this tool is secure». Security always
depends on the threat model and it takes place on multiple levels
(network, hardware, software, etc.). For more information on this
topic, see the Threat Library®.

1)_OcHoBbl Mcnonb3oeaHus

Tails
Mpeanocbinku

Bui6epure USB/DVD:

Tails 6ymer pa6orars Tosbko ¢ USB-Hakonurenamu o6beMOM He
meHee 8 I'b, DVD-guckamu mnu SD-kapramu. Bece manHBIe Ha
USB-nakonurese 6yOyT IIOTHOCTHIO CTEPTHI BO BpeMs yCTaHOBKI,
II03TOMY COXpaHNTe UX B APYI'OM MecCTe, a eCJIV BBl He XOTUTE,
YTOOBI TaM OCTANNCh KaKue-I16o ceqbl TOTO, UTO TaM OBLIO
paHblile, UCIIOb3YIiTe HOBBIN USB-Hakonuress.

B crarpe JIyumne npakruku Tails® pekoMeHmyeTcs MCIIONIB30BaTh
USB ¢ nepexroyaTesaeM 3allUThI OT 3aMCH (HeM3MeHIe MBIl
nuck). IIpy 6110KMpoBKe IepeKIIoYaTeIb IIOJIHOCTBIO IIPeI0TBpa-
11aeT usMeHeHue cogeps;kumoro USB. 9to nmpenoTBpaliaeT KoM-

’notrace.how/threat-library/
‘anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-
zashchity-ot-zapisi



npomeranuio Bairero USB-uakonurens Tails ckomnpomernpo-
BaHHBIM ceaHcoM Tails. [Tepexitouaresb 3alIUTHI OT 3AIUCU JOJI-
’KeH OBITh BBIKJIIOUEH BO BpeMs yCTaHOBKMI. Eciu y Bac HeT Bo3-
MO>KHOCTHU ITOJTyUUTh Takoil USB-HaKoNnuTeNb, BEI MOKETE 3aITy-
ctutsb Tails ¢ SD-kapTe1, DVD-R/DVD+R min Bcerja sarpy»arbcst
¢ omrueit toram (OIMCAHHON B CTAThe).

Bri6epure HoyTbyk:

Xorst Tails MOXKHO MCITOJIB30BaTh HAa HACTOJIBHOM KOMIIBIOTEPE,
9TO He PEKOMEH/YETCs, IIOCKOJIBKY OOHAPYKUTH PU3NUeCcKoe
BMeILIaTeJILCTBO' MOYXHO TOJIBKO Ha HOyTOyKe. See Jlyurime mpak-
tuku Tails® for more information on obtaining a laptop.

Hekotopsie mopenn HoyrOykoB u USB He GymyT paboTars ¢ Tails,
I HEKOTOphIe PyHKIUM He 6yayT paborars. YTOOHI Y3HATS,
€CTh JIM Y Balllell MOJeJIM M3BeCTHbIe IIPOOIeMBbl, IIOCETUTE CTpa-
HIIY M3BEeCTHBIX NpobieMm Tails’.

Ecnu Tails pa6oraer cauikom MeqiieHHo, yoeaurecs, uto USB
Bepcyy 3.0 MIIM BBIIIIE ¥ UTO BRI McIIONIb3yeTe rmopT USB 3.0 Ha
HoyTOyKe. Ecotut Tails yacro 3aBucaer, BbI MOXKeTe 40OaBUTH GOJIb-
1€ OTIepATUBHOI MaMaTu B KomnbioTep. 8 I'B noymkHO ObITH HO-
CTaTOuYHO.

YcraHoBka

s ycranosku Tails Ha USB-HakommTe s BaM MOHATOOMUTCST «IC-
touHuk» 1 USB-nakonurens (8 I'B mnn Gonbire).

HJISI «JICTOUHMKa» €CTb ABa PEIICHNI.

"anarsec.guide/posts/tamper/#tamper-evident-laptop-screws

*anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-
nenadezhnykh-komp-iuterov

*tails.net/support/known_issues/index.ru.html
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For more information, see Linux Essentials®. The Tech Learning
Collective’s «Foundations: Linux Journey» course on the
command line” is our recommended introduction to using the
CLI/terminal.

Correlation Attack

An end-to-end correlation attack is a theoretical way that a global
adversary could break the anonymity of the Tor network®*. For
more information, see Protecting against determined, skilled
attackers’® and Make Correlation Attacks More Difficult®. For
research papers on the subject, see Thirteen Years of Tor Attacks”*
and the design proposal on information leaks in Tor”’.

HTTPS

The «S» in HTTPS stands for «secure»; which means that your
Internet connection is encrypted using the Transport Layer
Security (TLS)’® protocol. This involves the website generating a
certificate using public-key cryptography®” that can be used to
verify its authenticity — that you are actually connecting to the
web server you intended, and that this connection is encrypted.

For more information, see our explanation®® or Defend Dissent:
Protecting Your Communications®.

#anarsec.guide/posts/linux/#the-command-line-interface
*techlearningcollective.com/foundations/linux-journey/the-shell
*anarsec.guide/glossary/#tor-network
°?anarsec.guide/posts/tails-best/#2-protecting-against-determined-skilled-
attackers
“*anarsec.guide/posts/tails/#make-correlation-attacks-more-difficult
**github.com/Attacks-on-Tor/Attacks-on-Tor#correlation-attacks
*>spec.torproject.org/proposals/344-protocol-info-leaks.html
**youtube.com/watch?v=0TLDTodL7Lc&listen=false
°’anarsec.guide/glossary/#public-key-cryptography
**anarsec.guide/posts/tails/#what-is-https
°?open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/
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Essentials®”>. Qubes OS can even run Windows programs
such as Adobe InDesign, but much more securely than a
standard Windows computer. See Qubes OS for
Anarchists®.

See When to Use Tails vs. Qubes OS**. We do not offer «harm
reduction» advice for Windows or macOS computers, as this is
already widespread and gives a false sense of privacy and security.

Encrypted Messaging

See Encrypted Messaging for Anarchists®

Storing Electronic Devices

See Make Your Electronics Tamper-Evident®®.

MNpunoxenue: Cnoeapb

Command Line Interface (CLI)

The «command line» is an all-text alternative to the graphical
«point and click» tool that most of us are more familiar with; the
Command Line Interface (CLI) allows us to do some things that a
Graphical User Interface (GUI) does not. Often, either a GUI or a
CLI would work, and which you use is a matter of preference. For
example, in Tails*’, you can verify the checksum?®® of a file using
either a GUI (the GtkHash program) or a CLI command
(sha256sum).

#?anarsec.guide/posts/linux

#anarsec.guide/posts/qubes/
#tanarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
#anarsec.guide/posts/e2ee/

**anarsec.guide/posts/tamper/

¥ anarsec.guide/glossary/#tails
**anarsec.guide/glossary/#checksums-fingerprints
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PeweHune 1: YcraHoBka nytem 3arpy3ku
(npeanoumurenbHo)

CrenyiiTe MHCTPYKUMAM 10 ycTaHOBKe Tails'® BaykHO cegoBath
BCEMY PYKOBOJCTBY. 3JIOYMBIIIITIEHHIK MOJKeT IIepeXBaTUTh I 13-
MEHNITH JaHHbIE 110 IYTU K BaM (3TO Ha3bIBAETCS aTaKOI «UeJIo-
BEK IocepenHe» ), I09TOMy He MPOIYCKATe STAbI IIPOBEPKIL.
Kaxk o6cysxnanocs B Jlyurrme npaktuku Tails', meTon ycTaHOBKI
GnuPG" npegnouTuTesnbHee, IIOCKOJIBKY OH 0OJIee TINATENBHO
IIpOBepsieT LEeJIOCTHOCTD 3arPy3KIL.

PeweHune 2: YcraHoBka ¢ Apyroro USB-Hakonurens
Tails

[t 3aToro He0OXOAMMO 3HATH IToIb30BarTeNs Tails, KoTopomy BbI
nosepsiete. OUueHb IIPOCTOE IIPOrpaMMHOE OOecIIeueHe o/ Ha-
sBaumeM Tails Installer mosBosgeT BaM «KJIOHMPOBATh» CyIIle-
crBytoiuit USB-Hakonutens Tails Ha HOBBIN 32 HECKOJIIBKO MU-
HYT; CM. JOKYMeHTaluuIo 1o kioHuposBauuio ¢ [IK* manm Mac'.
Huxkakue maHHBIE IIOCTOSTHHOTO XpaHWJINIIA He Oy AyT IlepegaHbl.
HepmocraTkoM 3TOT0 MeTOJa ABJISAETCA TO, UTO OH MOXKET pPacIpo-
CTPaHATh CKOMIIPOMETVPOBAHHYIO YCTAHOBKY.

3arpyska ¢ USB-Hakonutens Tails

Ecnn y Bac ects USB-nHakonurens Tails, ciaenyiiTe mHCTpyKIuaM
Tails o sarpyske Tails Ha Mac nau ITIK*. USB-Hakonurens Tails
HeOOXOAVIMO BCTaBUTh O BKIOUEHNA HOYTOyKa. IlogBuTcs skpan
3arpysunka, ¥ yepe3 HeCKOJIbKO ceKyHJ Tails aBTomaTmueckn 3a-
ITy CTUTCHL.

*°tails.net/install/index.ru.html

anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-
nenadezhnykh-komp-iuterov

?tails.net/install/expert/index.ru.html

Ptails.net/install/clone/pc/index.ru.html

**tails.net/install/clone/mac/index.ru.html

“tails.net/doc/first_steps/start/index.ru.html

11



Your Phone

Operating system”*: GrapheneOS is the only
reasonably secure choice for cell phones. See GrapheneOS
for Anarchists”. If you decide to have a phone, treat it
like an «encrypted landline» and leave it at home when
you are out of the house. See Kill the Cop in Your
Pocket.

Your Computer

Operating system’”: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,

reading articles that may be criminalized, etc.). Tails runs
TIpuMepHO uepes 30 CeKyHI 3arpy3Kit MOSBITCA SKPAH [IPUBET- from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections
through the Tor network’®. See Tails for Anarchists” and

Tails Best Practices®°.

cTBUA'®.

Welcome to Tails!

Language & Region

EH Keyboard Layout English [LS)

et - o and no anti-forensic features. However, it is accessible

Operating system?®': Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve

persstent Storage enough for journalists and other non-technical users.
' : Basic knowledge of using Linux is required — see Linux

Additional Settings

The cefault settings are safe in most situations. To ad a custorm setting, press the " "*anarsec.guide/glossary#operating-system-os

button below.

"anarsec.guide/posts/grapheneos/
"*anarsec.guide/posts/nophones/
"anarsec.guide/glossary#operating-system-os
"®anarsec.guide/glossary#tor-network
anarsec.guide/posts/tails/
*anarsec.guide/posts/tails-best/
*“tails.net/doc/first_steps/welcome_screen/index.ru.html #anarsec.guide/glossary#operating-system-os

-
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Cwmorpure Ter Tails®* ms pykoBOACTB IO TAaKUM TeMaM, KaK yaa-
JeHme NAeHTUGULUPYIOIINX MeTaTaHHBIX U3 GaiiioB®.

B cmampve ucnonvzosanvt mamepuanv TuTORiel Tails®® (ha ¢pan-
yyacxom sizvike) u Capulcu #1%7 (Ha Hemeyxom s3biKe).

¢ tornet.biz®®

MpunoxeHune: PekomeHaauunm

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance®
for the purposes of incrimination” and network mapping”*. Our
goal is to obscure the State’s visibility into our lives and projects.
Our recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted
surveillance measures in France’?: «So let’s be clear about our
responsibilities: if we knowingly bring a networked device
equipped with a microphone and/or a camera (cell phone, baby
monitor, computer, car GPS, networked watch, etc.) close to a
conversation in which “private or confidential words are spoken»
and must remain so, even if it’s switched off, we become a
potential state informer..”

You may also be interested in the Threat Library’s «Digital Best
Practices»™.

*anarsec.guide/tags/tails/
“anarsec.guide/posts/metadata/
**infokiosques.net/spip.php?article1726
¢’capulcu.blackblogs.org/neue-texte/bandi/
**tornet.biz/threads/operacionnaja-sistema-tails-rukovodstvo.224/
“notrace.how/threat-library/techniques/targeted-digital-surveillance.html
"’notrace.how/threat-library/tactics/incrimination.html
"'notrace.how/threat-library/techniques/network-mapping.html
"?actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-
preventive-surveillance-measures-france/
"*notrace.how/threat-library/mitigations/digital-best-practices.html
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Ha skpane npuBeTCTBUS BBIOEPUTE SI3bIK M PACKIAAKY KIAaBUATY-
PHI B pasgene «A3bIk u permoH». [ noxp3oBateneit Mac ectsb
packianka KiaBuaTypsl i Macintosh. B pasnene «Jomomumn-
TeJIbHbIE HACTPOJIKI» BBl HallJleTe KHOIIKY +, HAXXMUTE €€, I I10-
SIBATCS JOTIOJTHYUTEIbHbIE ITapaMeTpbl KOHPUIypaIimn:

« [laponp agMuHNUCTpaTOpa
- YcraHOBMTE 3TO, €CIIM BaM HY>KHBI IIpaBa aJMIHICTPATOPA.
9T0 HEOOXOOUMO, HAIIpMMep, I YCTAHOBKU JOIIOTHUTEIb-
HOTO IIPOrPaMMHOTr0 obecIieueHns, KOTOpoe BBl XOTUTE JIC-
I10JIb30BaTh BO BpeMs ceaHca Tails. B cienyromem guanoro-
BOM OKHe BBI MOJKeTe BBECTY JI00011 ITapoJb (M BaM HY>KHO
ero 3artoMHUTH!). OH OyaeT JelICTBUTeNIeH TOIBKO MJIS 9TOTO
ceaHca Tails. ITepesanycrure ceanc Tails 6e3 maposs agmu-
HIICTPATOpa, KaK TOJIbKO BbI 3aKOHYNTE AelICTBHUE, IJI KOTO-
poro oH Tpe6GoBaCs.
« ITonpmena MAC-appeca
— MBpI pekoMeHAyeM BaM HUKOI'Ia He OTKIIoUaTh 3To. [1o
YMOJTYAHNIO 3TO BKIJIIOUEHO.
« CereBoe MOAKIIOUEHIIE
- «OTKIIOUNTH BCE CETeBbIE BO3MOXXHOCTY » II03BOJIAET OTKIIIO-
UNTH BCE NPOTPAaMMHBIE CeTeBbIe afialTepsl Ipu 3arrycke. Ec-
JU BbI coOMpaeTech MCIOAb30BaTh ceaHc Tails B pesknme
«odaiiH», IMeeT CMBICI CeJaTh 9TO A0 TOro, Kak Tails 3a-
IIyCTUT CBOY C€TeBbIe BO3MOKHOCTIL.
» HebesomacusbIi1 Gpaysep
— Unsafe Browser BKJII0UeH I10 YMOJUYAHUIO U HE MCIIOIb3yeT
Tor. 37I0YMBIIITIEHHUK MOKeT BOCIIOJIb30BATHC YI3BUIMO-
CTBIO B ApyroM npuioxeHuu B Tails, uToObI 3amycTuTh HEBU-
numsiit Unsafe Browser u packpbITs Baw peanbusii [P-an-
pec. 9To BO3MOKHO, ake ecJI BbI He ucnonb3yere Unsafe
Browser. Hanmpumep, 3710yMBIIIIEHHNK MOET BOCIIOTIb30-
BaThcs ya3BuMoOcThIO B Thunderbird, otipaBus Bam duiimH-
rosoe’ mycpMo, KoTOpOe 3amycTut HeBuauMBIl Unsafe
Browser, KOTOpBIIT ITOCETUT BeO-cailT 1 packpoer Baur IP-an-
pec. Takas aTaka MaJloBepOATHA, HO €€ MOKeT OCYIIIeCTBUTD
CHUJIBHBIN 3JI0YMBIIIJIEHHUK, HaIIpMMep IIPaBUTENbCTBO MU
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xaKepckas KommnaHus. 1o sToll npuymHe MBI peKOMeHyeM
BaM oTKiarouaTh Unsafe Browser aiist Kaykxoro ceaHca.
Ocrasusitre Unsafe Browser BKII0OU€HHBIM TOJIBKO TOTAA, KO-
I'7a BaM HY)KHO IIPOMTY Uepe3 «IIOPTaJ 3aXBaTa» JJII IO~
KiroueHns K MHTepHeTy (Korma BaM HYKHO IIeJIKHYTH I10JIe
JUIY BOMITYU B CCTEMY I IIOOKIIOYEHNs K MIHTepHeTy, 4TO
pacmpoctpaHeHO B nHTepHeT-Kade, ob1iectBeHHbIX Wi-Fi 1
T. II.).

Ecnm y Bac BKJIIOUEHO IIOCTOSHHOE XpaHMJIMIIIE, B 3TOM OKHeE I10-
ABUTCA MapoJbHad dpasa s ero pasdimokuposku. Ecam BeI He
BKJIIOUMJIN ITIOCTOSHHOE XpaHMINIIe, Ha BalleM USB-Hakonurese
Tails He OymeT coxpaHeHO HMKAKIUX JaHHBIX IIOCJIE 9TON CeCCUIL.
Hasxmure 3amyctuts Tails. Uepes 15-30 cexynn nossurcs pabo-
ynit cro Tails.

McnonbaosaHue pabouero crona Tails

ThuJun29 2

4

Tails — mpocras onepannonHas cucreMa.

1. Menro «[lericTBus». IlosBoisgeT mpocMaTpuBaTh 0630p OKOH I
nputokeHnit. TakKe ITO3BOJIAET MCKATh IIPUIIOKEeHMS, QariIbl
U manky. Bel Taxke MosKeTe IIOIYUNUTh TOCTYII K «[leficTBI-
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A ne mozy ycmanosumvw Tails na USB

Y6emnurech, uro Bamr USB-HakomuTens He NMeeT U3BECTHBIX IIPO-
6mem® ¢ Tails. Ordpopmarupyirre®’ Becs USB-Hakonurens u mo-
BTOPUTE YCTAaHOBKY.

Ipunoncenue mopmozum Tails? Ixkpan enrouum?

INompo6yiite Haxath kiaBuiny Windows min kinasumy Cmd mos
Mac, 4To OTKpOeT OKHO CO BCEMI 3aITyIIeHHBIMY IIPIUIOKEHIS-
MU, 13 KOTOPOTO BbI CMOKeTe BhIiTHU. Eciu 910 He cpaboTaeT, BaM
HYKHO OyZIeT IPUHYIUTEeIbHO 3aBepIINTh paboTy, yaep K1Bas
KHOIIKY IIMTaHMA.

Ho6asumv npunmep

Br1 nepexonute B [Ipminoxkerns — CucreMHBbIe MHCTPYMEH-
Tl — HacTtpoiiku — YcrporictBa — IIpuHTEpBI — «+» —>
Ho6aBute npuHTEp. HexoTopsie Momesy IpMHTEPOB MOTYT He
paborars ¢ Tails (mau ux Moxer OBITH CJIOKHO HACTPOUTB).

Hesozmoncno ycmaHnosumv HO80e npozpammHoe obecneuenue

Uuorga Synaptic Package Manager oTkasbIBaeTcsl yCTaHABINBATD
porpaMMHOe obecreuenne. B aToM ciyuae mcrnons3yiite root-
TepMuHAJ (TpeOyOIuit Tapoib AAMUHICTPATOPA): YCTAHOBIUTE C
MIOMOIIbIO KOMaHAbI apt update && apt install

[package name]

Jlyywine npaktmku

Jyumine npaktuku Tails®® Ba)KHO yCTaHOBUTH Mepe[ NCIIOIb30Ba-
HyeM Tails 11t BBICOKOUYBCTBUTENBHBIX AEVICTBUI, TAKMX KaK 3a-
ripoc peiictBus®®. UtoObI He meperpysKarh ceds, HauHuTe ¢ u3yue-
HIS TOTO, KaK MCIIOJb30BaTh Tails B 6a30BBIX 1EJIIX, TAKMX KaK
YTeHIe aHAPXVICTCKUX BeO-CaliTOB MV HAIIVICAHVIE TEKCTOB.

“tails.net/support/known_issues/index.ru.html#problematic-usb-sticks
“*anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
“*anarsec.guide/ru/posts/tails-best
“notrace.how/resources/ru/#how-submit
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OJIOKMPOBATH C IIOMOIIIBIO ITapoust. Eciiu BbI He MoxeTe IoJy-
YNUTH JOCTYII K cBOMM mAaHHBIM Ha apyrom USB Tails, Ha koro-
pom BkitoueH Persistent Storage, Bair USB moxeT ObITH Heuic-
IIpaBeH.

A ne mozy nooktrouumvpcsa K nybnuunoti cemu Wi-Fi co cmpa-
Huueli aymenmugdurkayuu (nopmaurom asmopusavyuu)

Ecnu BaMm HyxHO noakinoountbesd K Wi-Fi ¢ momolnsio nopraia
3axBara, BbI HOJDKHBI BKIounth Unsafe Browser Ha sxkpawe mpu-
BeTcTBUA. [lonkmrountecs k Wi-Fi, a 3aTem orkporite IIpumoxke-
Hua — Unarepuer — Unsafe Browser. Bor BBogute URL-anpec
caiiTa, KOTODBIIT He SBJISETCS COMHUTEIBHBIM (HATIpUMED,
wikipedia.org), 4To6BI ITOJIYUNTD KOCTYII K CTPAHNULIE ayTeHTI M-
kanmu. ITocie 3aBepiieHMs CTpaHUITHI ITOpPTaja 3aXBaTa I10J0-
)mure, oka Tor He OyHeT roTos, a 3aTeM 3aKkpoiiTe unsafe
Browser.

Ymo deramv, ecniu na USB-nakonumene 3aKoHUUI0Ch mMecmo?

Ecnu sa USB-HakonmuTese 3aKOHUIMIIOCH MECTO MJIM BbI BUIUTE
MeHBblIle JaHHBIX, YUeM Ha caMoM Jelie ecTb Ha USB-nakonurele,
ycraHoBute ¢uiakok «[lokaspIiBaTh CKpbIThIE (aiiibl» B (ailio-
BoM Opay3sepe. Tam BbI yBuauTe HOBBIE (Paijbl C MMe-

HeM .something. ®air . Trash-10xx xx3aHuMaeTr MecTo (U ecian
LLIEeJKHYTh 110 HEMY IIPaBOl KHOIIKOI MbIIIN U BbIOpath «Ilepe-
MECTUTH B KOP3UHY», OH OyIeT MOJHOCTHIO yuasneH). He name-
HsIJiTe Apyrue CKPBIThIe (atiib.

Paiir ecezoa omkKpuvieaemcs 6 pexcume moJIvKo OJIsL umeHus
untu He omkKpuvieaemcs 6006‘“48?

B HeKOTOpBIX IIporpamMMax 3TO HOPMAJIbHO, €CIIN TOT Ke ¢aiit
y’Ke OTKpBIT. ECiIu 9T0 He Tak, MCIIONb3YIiiTe TOT 5Ke TPIOK, UTO I B
ab63arie BoIiIe. Bol Bkirouaere [loka3piBaTh CKpbITHIE daiuibl. By-
net ¢aitn lock ¢ Tem ke umeHeM, uto u y darina, ¢ KOTOPBIM y
Bac Ipobiema. Ypanure 3ToT (paili1, 4YTo yKasblBaeT Ha TO, UTO OH
y’Ke OTKPBIT B ApyroM Mecre. Eciin mpo6iiema He B 9TOM, BaM
HY>KHO M3MEHNTD IIpaBa AoCTyIa ¢aria.
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sIM», HAIIPABUB YKA3aTeJIb MBIV B BEPXHUII JIEBBIIT YTOJ
9KpaHa mwim Haxkas kiasuiry Command/Windows ().

. Menro «IIpunoxennsa». CHMCOK OCTYITHBIX IPIIIOKEHUI

(mporpaMMHOTro 06ecreueHus), OPraHN30BAHHBIN I10 KATETO-
pusSIM.

. Menro «Mecta». SIpsbIKM pasaMUYHBIX IIAIlOK I YCTPOMCTB Xpa-

HEeHMs, JOCTYII K KOTOPBIM TaKKe MOKHO IIOJIy4YUTh depe3 Gpa-
y3ep «®aitiasr» (Ilpuaokenns — CrangapTHble — dDaii-
JIBI).

. Hara u Bpems. Ilocie mogkmtoueHns k VIHTepHeTy Bce cucTe-

MblI Tails Mo BceMy MUpy MCIIOJIB3YIOT OHO M TO >Ke BpeMs''.

. HHJII/IKaTOp cTaTyca Tor. COO6I_LI8.ET, IIOOKJIFOUECHBI JIN BbI K C€-

i Tor. Ecm Haj 3HAUKOM JIYKOBUIIBI €CTh KPECTUK, 3HAUNT,
BBI He NOJKII0UeHbI. BpI MoKeTe OTKPBITE IputokeHue Onion
Circuits otrctona. IIposepsTe nogkimouenne Tor, moceTus
check.torproject.org Tor Browser.

. Kaonka «YHuBepcanbHBIN JOCTYI». ITO MEHIO II03BOJIAET

BKJIIOUITD IIpOrpaMMHoOe obecrieueHe i 00ecreueHus 0o-
CTYIIHOCTHU, TaKO€ KaK SKpaHHBII QUKTOP, BU3yalbHasd KilaBUa-
Typa 1 GOJIBIION TeKCTOBBII qUICILIETL.

. Br1bop packimagxy kiaBuaTypsl. 3HAUOK, IIOKA3bIBAIOIINI Te-

KYIIYIO pacCKJIaKy KJIaBMaTypsl (B IIpyMepe BBILLIE en Iy aH-
ruiickoit packianku). [Ieuok mo HeMy OTKPBIBAET O
IUISL APYTUX pacKiIafoK, BBIOPaHHBIX Ha 9KpaHe IIPUBETCTBII.

. Menm «Cucrema». OTcioga BbI MOKeTe IIOJIYUNUTD JOCTYII K

TPOMKOCTH ¥ IPKOCTU 9KpaHa, noaxioueHnio Wi-Fi u
Ethernet, cocrosauio 6arapen, a Takke KHOIIKaM Ilepe3arpys-
KJ ¥ BBIKITIOUEHU.

3uauok «Paboune mpocrpaHcTBa». ITa KHOIIKA IIepEKI0UaeT
MeXXIy HeCKOJIbKIMMU IIpeCcTaBiIeHus My pabouero croia (Ha-
3BIBAEMBIMU «Pa0OUMMIU IIPOCTPAHCTBAMU» ), UTO MOKET II0-
MOUYb YMEHBIINUTH BU3YAJIbHBII OeCIIOPSIOOK Ha HEGOIBIIIOM
9KpaHe.

tails.net/doc/first_steps/desktop/time/index.ru.html
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Ecnn Baur HoyTOyK ocHateH Wi-Fi, HO B cucTeMHOM MeHIO HET
onuyu Wi-Fi, cM. TOKyMeHTAaIUIO 110 YCTpaHEeHNIO HEIOJIaqoK .
ITocne nmogknrouennsa Kk Wi-Fi mogButca momoniHuk Tor
Connection, KOTOPBIJI ITIOMOKET BaM IIOIKIIOUNTECI K ceTy Tor.
Bri6eprre Connect to Tor automatically (Ilogkarouarscst K
Tor aBTOMATMUECKHU), €CIIV TOJIBKO BbI HE HAXOIUTECH B CTPAHE,
rie Hy>KHO CKDBITb, YTO BbI UCIOJb3yeTe Tor (B 3TOM ciIyuae BaM
HY>KHO HaCTPOUTb MOCT"’).

Heobs3atenbHo: cosaaHue M HacTpoKka
NOCTOAHHOIO XPaHMMMLLA

Tails o ymomuauuio amae3nauen. On 3a0yxeT Bce, UTO BHI Ce-
JIaJIN, KaK TOJIBKO BBl 3aKOHUUTE CeaHC. ITO He BCETaa TO, UTO BaM
HY>KHO — HaIIpuMep, BbI MOKeTe 3aX0TeTh YCTAHOBUTH JOIIOJIHU-
TeJIbHOE IIPOrpaMMHOe obecrieueHne 6e3 HeOOXOOUMOCTH Iepe-
yCTaHaBIMBATh €r0 KaXAbIil pas npu 3amycke. B Tails ects ¢pyHK-
nusd nop HasBaHueM Persistent Storage, koTopast Mo3BoJIIeT BaM
COXpaHATh DaHHbIE MEXIy ceaHcaMMu. JTo IBHO MeHee Ge3oIac-
HO, HO HEOOXOOVIMO [JIs1 HEKOTOPBIX JECTBUIL.

IMpuaImm, nesxamumit B ocHoBe Persistent Storage, 3axkitogaeTcs B
CO3[aHMM BTOPOJT 06JIaCTM XpaHeHM (Ha3bIBaeMOIl pasmesIoM) Ha
BarrteM USB-nakonurene Tails, koTopas s3ammdposaHa. ITOT HO-
BBIII pa3fieJI II03BOJISET BaM CIeJIaTh HEKOTOphbIe JaHHbIE II0CTO-
SHHBIMJ — TO €CTh COXPAaHATh UX MeXAy ceaHcamu Tails. Bxurio-
unth Persistent Storage ouens npocro. Uro6r! cosnaTs Persistent
Storage®, Be1Oepure Applications — Tails — Persistent
Storage.

ITostBMTCST OKHO C IIPOCHOOII BBECTH IapobHYIo ¢pasy; cm. Jlyu-
e npaktuky Tails?! nng monyuenus nadopMany 0 HaIeKHO-

*tails.net/doc/anonymous_internet/no-wifi/index.ru.html
*tails.net/doc/anonymous_internet/tor/index.ru.html#hiding
*tails.net/doc/persistent_storage/create/index.ru.html
**anarsec.guide/ru/posts/tails-best/#paroli
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BUOETH KOHTEHT, €CJIN TOJIBKO OHV HE€ HAXOOATCA IIPAMO II€pEN
HVIM.

ll)_YctpaHeHune Henonaaok

Komnviomep nvimaemecs 3azpysumv USB, Ho amo ne paboma-
em.

ITpoBepbTe coobirieHNs 06 orInOKax, KOTOphIe BbI IoTydaeTe (Ha-
IIpUMeEp, €CIN Y Bac CTaphlil 32-paspaaHbIil KOMIILIOTED, OH He
6ymer paborats ¢ Tails). Eciin tam Hanucano Error starting GDM
with your graphics card, mpo6ieMa B BugeoKapTe; IPOBEPhTE
DOKyMeHTalWIo Ha IpeaMeT M3BecTHBIX IIpo0iIeM ¢ BUeOKapTa-
Mu°®. BeI TakKe MOKeTe IIPOBEPUTh CIIMICOK M3BEeCTHBIX IIPO-
6xem®’ Ha caitre Tails nua Barreit Mogeny KoMIbIOTepa.

Ecnu otkpoercs crpanua 3arpysunka Tails, monpo6yiite sarpy-
3UTHCS B PEKIMeE yCTpaHeHus Heroiaaxok Tails.

Moii Tails USB 6onvwe ne 3anyckaemcs! (a panvue on 3anyc-
KaJICsL HA MOM Jice KoMnviomepe)

ITocie o6HOBIeHN MK 1O Apyroil mpuunHe Tails Gosblie He 3a-
ITyCKaeTcs Ha BallleM KOMIIBIOTepe. Y Bac eCTh TPU BapMaHTa:

1) ITocMmoTpuTe, yIIOMUHAIOTCS 1M Ha cTpaHuIe HoBocteit Tails®®
KaKue-1160 IpobIeMbl ¢ OOHOBICHIEM.

2) BrimosiHNTe pyuHOe 0OHOBJIEHME”, KOTOpOe MOKeT IToTpe6o-
BAaThCSI, €CIU KOMITBIOTEP OBLI BBIKIIOUEH O 3aBEPIIEHNS aB-
TOMATUUeCKOTO OOHOBJIEHUS.

3) Ecan mepseie qBa peutenus He cpaboranu, USB canuikom cra-
PBIIL, IUTOXOTO KauecTBa mian cioMaH. Eciiy BaM HY’>KHO BoccTa-
HOBUTH JaHHbBIe U3 Persistent Storage, mogkimtounre ator USB
Kk ceancy Tails ¢ momorsio gpyroro USB. On 6yner oTob6pa-
JKaThCs Kak 00bruHbIi USB, KOTOpPHI BaM HYKHO OyaeT pas-

*tails.net/support/known_issues/graphics/index.ru.html
*"tails.net/support/known_issues/index.ru.html
**tails.net/news/index.ru.html
*?anarsec.guide/ru/posts/tails/#obnovlenie-tails-usb
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Topble ucrnoiab3yoT Vurepuer®'. I[IporpammHoe obecrieueHue, uc-
nobs3yemoe B Tails, mpoxogut ayaut Ha 6€3011aCHOCTD, HO 3TO
MOJKeT ObITh He TaK JUIsS TOTO, YTO BBI ycTaHaBiauBaeTe. [lepen
yCTaHOBKOJI HOBOTO IIPOIPAaMMHOTO 00ecIIeueHMs JIyUIile BCeTro
y6enuthcs, uro B Tails erte HeT mporpaMMHOTo obecIieueHms, KO-
TOpOe BBIMIOJIHSAET Ty paboTy, KOTOPYIO BBI XOTHUTE, UTOOBI OHO
BBIIIOJIHATO. Eciu BBI XOTHTE, YTOOBI JOIIOIHUTEIBHOE IIPO-
rpaMMHOe o0ecIleueHIe COXPaHIOCh TI0CJIe OTHOTO ceaHca, BaM
HY>KHO BKJIIOUNTH «[[OITOIHUTEIbHOE IIPpOTrpaMMHOe obecrieye-
HIe» B KOHQUIYpaLWy IOCTOSIHHOTO XPAHIUINAINA®.

Bosee moppo6Hy0 nHGOPMALINIO CMOTPUTE B JOKYMEHTALIUY 110
yCTaHOBKe HOIIOJIHMTEIHFHOTO IIPOrPAMMHOTO obecreueHmsa™ .

He 3abyabte caenarb pesepsHble Konmu!

USB-nakonureins Tails ierko morepsrs, a cpok ciayx6e1 USB-Ha-
KOIIMTeJIell HAMHOTO KOpouUe, UeM Y KeCTKUX AVCKOB (0COOeHHO
melreBbIx). Ecin y Bac ecTh BaskHbIe JaHHbIe Ha HeM, He 3a0bl-
BaliTe peryJspHO JeJIaTh X pe3epBHbIe Konuu. Ecu BbI MCIIONB-
3yere Bropoit USB-nakonurens ¢ mmdposauuem LUKS, aTo tak
e IIPOCTO, KaK JICIIOJIb30BATh (PailyIOBBIN MeHeIKep AJI KOIIIPO-
BaHIA (GaioB Ha pe3epBHbIT USB-HakonuTels ¢ mndpoBaHIeM
LUKS.

Ecnu BBI McIIONB3yeTe MOCTOSHHOE XPaHMIINIIE, 03HAKOMbBTECH C
DOKyMeHTAaIMel II0 ero pe3epBHOMY KOIIMPOBAHUIO™®,

DKpaH KOHPUAEHLMANbHOCTH

Ha skpan HOyTOyKa MOKHO YCTaHOBUTH 9KpaH KOH(QUIEHIMATb-
HOCTI’®, UTOOBI IIOCTOPOHHYE (VI CKPBIThIE KaMepPBhI) He MOTJIN

*'tails.net/doc/persistent_storage/additional_software/
index.ru.html#index5h2
*’tails.net/doc/persistent_storage/configure/index.ru.html
*tails.net/doc/persistent_storage/additional_software/
index.ru.html#index3h1
**tails.net/doc/persistent_storage/backup/index.ru.html
>en.wikipedia.org/wiki/Monitor_filter
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CTU IaposIbHOI ¢pasbl. 3aTeM BbI HACTPOUTE?, UTO BBl XOTUTE CO-
xpaHuTth B Persistent Storage. Persistent Storage Mmo>xHO BKIIIO-
YNTDH A1 HECKOIBKUX TUIIOB HAHHBIX:

JIirunbIe HOKYMEHTBDI:

o ITocTossHHAsA MamKa: JaHHbIE, TaKll€ KaK Balllll JINMUHbIE (1)a171—
JIbI, JOKYMEHTbDI MJIN M306pa>KCHI/IH, HaJl KOTOPBIMMU BbI pa60Ta—
€Te.

Hactpoiiku cucreMsbr:

+ JKpaH NPUBETCTBUSA: HACTPOIIKY 9KpaHa IPUBETCTBUS: I3bIK,
KJIaBUATypPa U HOIIOJHNTEIbHbIE HACTPOVIKIL.
« IIpunrepsr: Koupurypanms npunrepa®.

CeTtpb:

« CeTeBble MOAKIIOUEHNA: Taposy Ay ceteit Wi-Fi MoxxHO co-
XPaHUTBH, UTOOBI BAM HE IPUIILUIOCH BBOOUTD X KOKIBII pas.

 Tor Bridge: ecnin Bxmouen Tor Bridge (mis monb3oBareneit B
crpaHax, rae Tor mogBepraercs 1eH3ype), OyOeT COXpaHeH Io-
CJIeTHUII MCIoIb30BaBIMIics Bamu Tor Bridge.

IIpuno>xkeHns:

+ 3axsagku 6paysepa Tor: 3aknagku 6paysepa Tor.

+ Burkoun-kourenek Electrum: 6uTkonH-KoIIIeNeK ¥ HACTPOII-
KII.

+ Knnenr snexrponHoit moutsl Thunderbird: mourossiit
sk Thunderbird, xananer u xroun OpenPGP.

« GnuPG: xiroun OpenPGP, xoTopkle B co3maeTe MM MMIIOP-
tupyete B GnuPG u Kleopatra.

+ Pidgin: ®aitne! yueTHO 3aIIMCH 3TOTO IPIIIOXKeHNS uara (yc-
O3y IOIEro mpoTokosn XMPP).

« SSH-xnmenT: Bce ¢aiunsl, cBi3anuble ¢ SSH, mporokosom, uc-
IOJIBb3YEeMBIM I IOAKIIOUEHNI K CepBepaM.

PaCIIII/IPeHHI)Ie HaCTPOf/lKI/I:

*tails.net/doc/persistent_storage/configure/index.ru.html
Ptails.net/doc/sensitive_documents/printing_and_scanning/index.ru.html
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o JomomxaureapHoe I10: Ecinn ata GyHKIMS BKIIOUEHA, CIIICOK
nononHurenxsHoro I10 o BaieMy BeIGOpY OyaeT aBTOMaTIE-
CKM YCTaHAaBIVMBATHCI KOKIbIN pa3 mpu 3amycke Tails. 9tu ma-
ketsI 1O xpansTcsa B mocTosHHOM xpaHuiuie. OHM aBToMarTu-
yecKr OOHOBIIAIOTCS IpU HoakiIoueHnu K Murepuery. Byosre
OCTOPOXKHBI C TeM, UTO BbI yCTaHaBJIMBaeTe

« Dotfiles: B Tails u Linux B 1ietom nmeHa ¢aitnos KoHpurypa-
LIV YaCTO HAUMHAKOTCS C TOUKM, II09TOMY X MHOI'/Ia Ha3bIBa-
10T «dotfiles». Ix MO’KHO COXpaHUTDH B IIOCTOSHHOM XPaHILIIN-
1te. ByapTe ocTOPOKHBI, M3MeHsIST HACTPOVIKM KOHpUTypaumuy,
TaK KakK M3MeHeHVe 3HaUeHNI 110 YMOJYaHUIO MOXKeT Hapy-
LIIUTH Ballly aHOHMMHOCTb.

Yro0b! ucnonb3oBath [I0CTOSHHOE XpaHMIINILE, BBl JOJDKHBI pas-
GJIOKMPOBATH €ro Ha 9KpaHe npuBeTcTBUs. Ecin BbI X0TUTE U3Me-
HITBb HApOJIbHYI0 (pasy, cM. qoKyMeHTauuo> . Ecin BbI Korga-
Huby b 3a0ymeTe CBOIO MApPOJIbHYIO Ppa3y, BOCCTAHOBUTD ee Oy-
IeT HeBO3MOXKHO; BaM IpuaeTcs ynaauth’® IlocTossHHOe XpaHu-
JIMILlE ¥ HAYaTh 3aHOBO.

B Jlyumne npakruku Tails?” MbI pekoMeHIyeM He MCIIOIb30BATh
Persistent Storage B 60IBILINMHCTBE CIy4aeB; OOIBIIIHCTBO QyHK-
uuit Persistent Storage He pa6oraroT KoJKHBIM o6pasom ¢ USB-
HaKONUTEJIAMI, MMEIOIIVIMH IepeKIIodaTelb 3allUTHI OT 3aIlVCH,
nrobble darinsl, xpansiuecs Ha USB-uakomnnrese Tails, octaBar
Ha HeM KpMMUIHJIVCTIYECKIE CJIelbl, 3 XpaHeHIe IIepCOHANb-
HbIX JaHHBIX Ha USB-Hakonurene Tails Taxke mpensTcTByeT ero
pasmerneHuo mpu pasdiaokuposke Persistent Storage. Bmecto ato-
ro mo6bIe Gariibl, KOTOpble JOJLKHBI OBITh ITOCTOSHHBIMI, MOKHO
xpaHuTh Ha Bropom USB-HakonuTese, 3ammdpoBaHHOM C IIOMO-
mpro LUKS?8,

**tails.net/doc/persistent_storage/additional_software/
index.ruhtml#warning
»tails.net/doc/persistent_storage/passphrase/index.ru.html
*tails.net/doc/persistent_storage/delete/index.ru.html
*’anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-
zashchity-ot-zapisi
**anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
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ITo Toi >xe mpuunHe nepen pacimdpoBKoIl dailia cHauama CKo-
nupyiiTe ero B manky Tails, KoTopas HaxOqUTCSA TOJNBKO B OIlepa-
tTuBHOI namsaTu (Hanpumep, Places — Documents).

AobasneHue npas aAMMHUCTPaTOpPa

Tails TpeGyeT maposip anMuHUCTpaTOpa (TaKKe Ha3bIBaeMbIil I1a-
poJteM «root») [y BBIIOJIHEHNMS 3aau CUCTeMHOTO aMITHI-
crpupoBaHus. Hanpumep:

+ YcTaHOBKA HOIIOJIHUTENIHHOTO IIPOIPAMMHOTO 00ecIIeueHIst

+ JlocTyn K BHYTPEHHNM >KECTKIM AMCKaM KOMIIBIOTepa

+ BeimosHeHne koMaHA" B KOpHEBOM TepMIHAIIE

« JloCTym K oIpe/eJIleHHBIM IIPMBUJIETUSAM, HAIIpUMep, KOTa BBI
BUNUTE OKHO, 3alIpallIBaloIlee ayTeHTUPUKALNIO a{MIHII-
cTpaTopa

ITo yMOIUaHUIO TAPOIb AMMUHUCTPATOPA OTKIIOUEH [JIS HOTIOJ-
HUTEJIBHOI 6€30I1acHOCTI. ITO MOKET IIOMEIIATh 3JI0YMBIIIUIEH-
HIUKY ¢ Gu3MUecKNM ' 1IN yoaIeHHBIM | TOCTYIIOM K Ballleil CU-
creme Tails momyunTs npusuiernu agMuuncTparopa. Ecinu 8o
yCTaHaBIMBaeTe MAapOJIb AMIHICTPATOPA Ik CBOETO CeaHca, BbI
co3paere ellle OAVH BEKTOP AJIS IIOTEHI[MATbHOTO 0bxoma Ges-
onacHoctu Tails.

Yr0o6bI YCTAaHOBUTH ITAPOJIh AAMUHICTPATOPA, HEOOXOAUMO BbI-
OpaTh IapoJib aAMIHICTPATOpa Ha 9KpaHe IPUBETCTBUS IIPU 3a-
mycke Tails. 9ToT maposp qeficTBUTeNIEH TOIBKO B TeUeHIe CeaH-
ca.

YcraHoBKa AOMOMHMUTENbHOTO
nporpammHoro obecneyeHus

Ecny BBI ycTaHaBIIMBaeTe HOBOE IIpOrpaMMHOe obecIieueHe, BaM
HY>KHO yOeIMThcs, uTo OHO Ge3omacHo. Tails 3acraBiser Bce mmpo-
rpaMMHOe obecIieueHIe IogKiIouarbca K MHTepHery uepes Tor,

II03TOMY BaM HY’KHO OyJeT HaCTPOUTD 3TO IJIF IIPUIOKEHMI, KO-
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Volumes

+ R

123 GB [123,010,547,712 bytes)

Idevfsdb

- Unallocated Space

 Temeps BaM HY)KHO 0GABUTD 3aIIMPOBAHHBIN pa3iel.
- HaxMure Ha KHONKY «+»

BriGepure pasmep paspena (Bce CBOOOIHOE IIPOCTPAHCTBO)

B mose «Tum» BeIGepuTe BHYTPEHHMIT JUCK, KOTOPBII Oy-
IeT UCIOJIb30BaThCA TONBKO ¢ cucremamu Linux (Ext4)
yCTaHOBUTE (PIIAKOK «3alINIEeHHBIN IapojIeM TOM
(LUKS)»

- BBenmure HagexHy nmaponsHyio ¢ppasy®’

Ecnn BBI BeraBuTe 3ammdposanuslit USB-HakonuTeb, BaM 0y-
IeT IpeJIo’KeHO BBECTH MaposibHyIo ¢pasy. [lepen nssieueHnem
HAKOIINTeJIS II0CJIe 3aBepIIeHNs paboThI ¢ HUM HeoOX0IMMO
LIeJIKHYTD ero IpaBoii kHomnkoit Meim B Places — Computer n
BbIOpaTh Eject.

LLindpoBaHKe dpanna naponem mnu
OTKPbITbIM KITFOHOM

B Tails Be1 Mmoskere ucmonxp3oBars npunoxenue Kleopatra qis
mwmdpoBanns daitia’ mapojieM WM OTKPBITHIM KiouoMm PGP.
9710 cosmact dair .pgp. Ecim BbI XoTUTE 3ammdposars ¢aii,
cIesialiTe 3TO B OIIEPATUBHONM IaMATH, IIPEXKAE UeM COXPAHATh
ero Ha USB-nakonurens LUKS. ITocie coxpanenus Hesaumdpo-
BaHHOIT Bepcuu daitna Ha USB-Hakonmrenxs USB HeoGxoqmumo re-
pedopmMaTupoBaTh, YTOOBI YIAIUTH €TO.

“anarsec.guide/ru/posts/tails-best/#paroli
*°tails.net/doc/encryption_and_privacy/kleopatra/index.ruhtml#index1h1
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O6HoeneHue Tails USB

Yro6sr Tails ocraBascs 6e30macHbIM, OIlepal[MOHHAS CHCTEMA
IOOJDKHA IOCTOSHHO Pa3BUBATECA, a JIOObIE YA3BMMOCTH Ge3011ac-
HOCTM JOJDKHBI YCTPAHATHCSA ITOCPEACTBOM 0OHOBIeHMIT. BaxHo
BCerJa MCIO0Ib30BaTh mociaenHiowo Bepcuio (Tails o6HOBIETCS
IIPUMEPHO Ka)KIbII MeCSI), HIOCKOIBKY B IIPOrpaMMax, VCIIOJIb-
syeMsIx Tails, perynsgpHo oOHapy>KMBalOTCSA YI3BMMOCTHI Oe30I1ac-
HOCTY, UTO B XY/[ILIEM CJIydae MOKeT IIPUBECTY K PACKPBITIIO Ba-
wreit tuuHocTH, [P-agpeca u 1. 1. O6HoBnenue Tails ncripaBut
9TU YA3BUMOCTY ¥ OOBIUHO YJIYUIINT OpyTUe QyHKIUA.

Kaxnp1it pas, korpa BelI 3amyckaere Tails, cpasy mocie mopxioue-
Hus K cetu Tor, Tails Upgrader nmposepsier, ycraHOBJIeHa JIn Y Bac
nocneqHsas Bepcus Tails. CymecTByeT nBa TuIa OOHOBIEHMIL.

Upgrade available

You should upgrade to Tails 3.1.

For more information about this new version, go to https://tails.boum.org/
news/version_3.1/

It is recommended to close all the open applications during the upgrade.
Downloading the upgrade might take a long time, from several minutes to
a few hours.

The networking will be disabled after downloading the upgrade.
Download size: 200.41MiB

Do you want to upgrade now?

Upgrade later Upgrade now

ABToMarmyeckoe obHoBreHue

Korpa aBromaTtnueckoe o6HOBIeHME” TOCTYIIHO, IIOSBUTCSI OKHO
¢ nHpopManmeir 06 0GHOBIEHNN, M BaM HY>KHO OyleT Ha’KaTh

*tails.net/doc/upgrade/index.ru.html
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«O6HOBUTSH celtuac». [TogoxauTe HEKOTOpOE BpeMs, IIOKa OHO
He 3aBepIINTCs, 3aTeM HaxMuTe «[[puMeHUTH OOHOBIEHME, U
Balll MHTEPHET Ha MTHOBeHUe IpepBeTcd. [logoxxaure, moka He
yBuaute okHo «Ilepesamyctuts Tails». Eciiu o6HOBIEHNME He y/a-
JI0Cch (HampuMep, M3-3a TOTO, YTO BBI BBIKJIIOUIIN €TI0 0 €ro 3a-
BepIIIEHNs), Ballle IIOCTOSIHHOE XpaHIIINIIe He OyaeT 3aTPOHyTO,
HO BBI, BO3MOKHO, He CMO>KeTe Ilepe3alrycTuThb cBoit USB-Hako-
nnrens Tails. Ecim BbI ucnionbsyere USB-HaKonuTeIIb C IepeKIIo-
yaTesieM 3alUTHI OT 3aMVICH, BaM HY>KHO OymeT pasbIoKupoBaTh
€ro [JIs BBIZEJIEHHOIO CeaHca, B KOTOPOM BbI BBIIIOJIHSIETe OOHOB-
JIeHNe.

PyyHoe o6HoBneHne

MHorpma oKHO OOHOBIIEHNS COOOIINT BaM, YTO BaM HY>KHO BBIIIOJI-
HITb pyYHOe OOHOBJIeHNe. OTOT TUII OOHOBIIEHUS UCIIOIB3YeTCsI
TOJIBKO JJIL KPYIIHBIX OOHOBJIEHUI (KOTOpBIE IIPOMCXOIAT IIPU-
MepHO Ka)kKJIbIe [[Ba T'OMIa) MJIM eCJI eCTh IIpobiaeMa ¢ aBTOMATH-
yeCKMU 0OHOBIeHNAMH. CM. JOKyMeHTALNIO II0 PYYHBIM 00-

HOBJIEHUAM’.

) AaemM Aanbuie: Heckonbko
COBETOB U NOSICHEHUM

Tor

Yro rakoe Tor?

Tor®, uro o3nauaer The Onion Router, — syurruit crroco6 coxpa-
HUTH aHOHUMHOCTD B VIHTepHeTe. Tor — 3T0 mporpaMmHoe obec-
IleYeHIe C OTKPBITHIM MCXOMHBIM KOJIOM, IIOAKIIOUEHHOE K I1y0-
JIMYHON CeTI M3 THICAY PETPAHCIATOPOB (cepBepoB). Bmecro mps-
MOTO IOOKIOUEHNs K OIpeeeHHOMY MecTy B MHTepHeTe Tor

**tails.net/upgrade/tails/index.ru.html
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nucKa TpedyeT TeMIepaTyp BbILIE, UeM OOBIYHBIN OTOHB (HAIIPU-
Mep, TEpMUT), UTOOBI OBITH 3 HEKTUBHBIM.

Ins pnsur-uakorureneit (USB, SSD, SD-kapThI  T. [I.) MCIOb-
3yiiTe IJIOCKOTYOLIbI, UTOOBI BHIJIOMATH ILJIATY U3 ILJIACTUKOBOTO
Kopiryca. Mcrosnp3yiiTe BBICOKOKaueCTBEHHBIV OBITOBOIL OeHaep,
YTOOBI M3MEJIBUNTD UNMIIbI IIaMATH, BKJIIOUas ILIATY, Ha KYCKU, KO-
TOpBIE B Maease OyoyT MEHbIIE IBYX MIILIMMETPOB. JTOT OJIeH-
Iep He cIeqyeT MCIOIb30BaTh IJIF €bl, IOCKOJIbKY €r0 OUMCTKA
He yJJIUT TOKCUUYHBIE CIeAbl B JOCTATOUYHOI CTEIIeHIL.

Kak cosaartb 3awmedposaHHbiM USB

XpaHuTe TaHHBIE TOJIBKO Ha 3aIIM(POBAaHHBIX AMCKaX. ITO HeoO-
XOIVIMO, €CJIV BBI XOTHTE MCIIOJIB30BaTh OTAeIbHbI USB-HaKo-
rmutenb LUKS BmecTo nmocrognHoro xpanunuina Ha USB-Hakomnn-
teste Tails, kak pekomennoBaHo B Jlyumme npaktukn Tails*.
LUKS' — aro cranmapt mmdposanus Linux. Yro6s! 3ammdposaTs
HoBBIIT USB-Hakonureins, mepeitaure B Applications —
Utilities — Disks.

« Korma BbI BctaBute USB, B crimcke MOJKHO ITOIBUTHCA HOBOE
«yCTpOTICTBO». BpibepuTe ero u ybequrech, UToO OMMCAHIE
(6pemn, HaszBaHUe, pa3Mep) COOTBETCTBYET BallleMy YCTPOIICTBY.
BynpTe ocTOpoKHBI, UTOOBI He OMIMONUTHC!

+ Ordopmatupyiire ero, HaskaB ¥ — dopMaTHUpPOBATH JUCK.

- B packpeiBaromiemcs crucke Crepers Boibepurte Ilepesamnu-
caTh CyLIeCTBYIOIIVe JaHHbIe HyJaaMu. O0paTtute BHUMA-
HIIe, YTO 3TOTO HeJOCTATOUHO I YJIEHNI BCeX CIeI0B
KOHpUIEeHIINATBHBIX JOKYMEHTOB, xpaHsaimuxcs ua USB-ua-
KOIIUTEJIE.

- B packpriBaroriemcs crincke «Pasbuenue Ha pa3menbl» BbI-
6epnre nyHKT «COBMECTMMO CO BCEMHU CUCTEMAMU I
ycrporicrBamu (MBR/DOS)» .

- 3arem HaxkxMute «PopMaTUpPOBATH»

**anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-
zashchity-ot-zapisi
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PeanbHo yaanutb aaHHble ¢ USB

Haskatue «Ymanutp HaBcerfa» MM OTIIPaBKa (GailyioB B «KOP3U-
Hy» He yhaygeT JaHHBIE... ¥ X MO>KHO OYeHb JIETKO BOCCTaHO-
BuThb. Korma BhI «ypmansgere» ¢aiii, BbI IIpocTo coobIiaeTe omepa-
LIMOHHOJI CUCTeMe, UTO BaM OOJIbIlle He MHTePECHO COAepKIMOoe
aToro ¢aiina. 3aTeM OHa yAaJgeT ero 3alych B MHIEKCe CyIIe-
CTByIOIIMX (paiiyioB. 3aTeM OHa MOKET IIOBTOPHO JICIIOIB30BATh
IIPOCTPAHCTBO, KOTOPOE 3aHUMaIN JaHHbIe, I 3aIIMICU Uero-TO
OpyToro.

OpnHako MOT'YT IIpOMTU HeeIU UJIU TOABI, IIPeKae ueM 3TO IIpo-
cTpaHCTBO O6ymeT paKTIUeCK! MCIIONH30BaHO NI HOBBIX (paiiios,
1 B 9TOT MOMEHT CTapble HaHHbIe (aKTUUecKu UCUe3HyT. B 10 ke
BpeMs, ecJIM BBl IOCMOTPUTE HEIIOCPeCTBEHHO Ha TO, UTO 3aIll-
CaHoO Ha IVICK, BBl MOKeTe HalITu comepxuMoe daitios. 910 Ko-
BOJIBHO IIPOCTOII IIpOliecc, aBTOMATU3MPOBAHHBIN MHOTUMU IIPO-
rpaMMaMH, KOTOpble II03BOJITIOT BaM «BOCCTAaHABIMBATEY» UJIN
«BOCCTAHABJINBATh» JaHHBIE. BB He MoKeTe Ha caMOM [iejie yaa-
JIUTH NaHHBIE, HO BBl MOKeTe Ilepe3anicaTb JaHHbIe, UYTO SIBIIIeT-
€ YaCTUUHBIM pelIeHMEM.

CymiectByet aBa TuIa Hakonureiei: Maruntable (HDD) u ¢i-
sur-uakonurenn (SSD, NVMe, USB, kapTs!l mamsatu u T. A.). Equs-
CTBEHHBIII cr10cob cTepeTh dair Ha 1000M U3 HUX — nepedop-
MaTupoBaTth Bech quck’’ u Briopars «Ilepe3amucars cyuiecTBy-
IoIIVie JaHHbIe HYJISIMU».

OpHako ciieqipl paHee 3alJICAaHHBIX TaHHBIX BCE eIlle MOTYT
ocraThes. Eciu y Bac ecTh KOHQUOeHIIMATbHBIE JOKYMEHTHI, KO-
TOpBIE BBI AEJICTBUTEJIBHO XOTUTE CTEPETD, JIyUllle BCeTro pusnuue-
cku yanutoxkutsh USB nocne ero nepedopmaruposanus. K cua-
cTbi0, USB-HaKkommTe M AelIeBhl M UX JIETKO YKpacTh. O6s13aTemns-
HO nepedopMaTUpyIiTe OUCK Iepes ero YHIUTOXKEHEM; YHUUTO-
’KeHIe OVICKa YacTo ABJIAETCA YACTMYHBIM perleHueM. [JaHHbIe
BCe ellle MOKHO BOCCTAHOBUTH C (pparMeHTOB AVICKA, & CKUTAHIIE

“’anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
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mesaeT 0OXOMHOI IIyTh Yepes3 TP IPOMEKyTOUHBIX PETPAHCIIS-
topa. bpaysep Tor ucrnosnbayeT ceTsb Tor, HO ApyTrye IPUI0XKEHNI
TaK)Ke MOTYT 3TO JesaTh, €CJIV OHU IIPaBMIJIBHO HACTPOEHEI. Bee
CTaHJapTHbIe NPUJIOKeHMs, BKIIoueHHbIe B Tails, 1crionb3yoT
Tor, ectyt MM HY>KHO IOIKIIOUNTECH K VIHTepHeTy.

Tor hides your content
and destination

Middle
Relay

Jm Tor hides

your location

WnTepHer-Tpaduk, BKirodas [P-anpec koHeuHOTo ITyHKTa Ha3Ha-
yeHN, MndpyeTcs CIOIMU, KaK JIyKOBUIA. KaXKIbIil IPBLKOK 110
TpeM peTpaHCJIATOpaM yHalfeT OAMH cJIoll mmdpoBaHusa. Kax-
OBl PETPAHCIATOP 3HAET TOIBKO PETPAHCIATOP OO HETO U pe-
TPAHCJIATOP IIOCJIe Hero (BBIXOHOI peTPaHCIATOp 3HAET, YTO OH
IIPUIIIEJI CO CPEeHET0 PeTPaHCIATOPA I UYTO OH MIET Ha TaKO-TO
Be0-caliT, HO He BXOJHOI PeTPaHCIATOD).
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Puc. 1. See anarsec.guide for the animation.

910 03HauUaeT, uTo JI00bIe TOCPETHUKN MEXAY BAMU U BXOTHBIM
peJie 3HAIOT, UTO BbI MCIIOJIb3yeTe Tor, HO OHU He 3HAIOT, Ha Ka-
KOJT caiT BbI nepexonure. JIro6ble IOCPETHMKN I1OCTIE BBIXOHOTO
peJie 3HAIOT, UYTO KTO-TO B MUpe IIePEeXOqNUT Ha STOT CAILT, HO OHU
He 3HAIOT, KTO 3T0. BeG-cepBep cailta BULUT, UTO BBI 3aXOIUTE C
IP-ampeca BeIxOgHOTO pele.

Tor uMmeeT HecKoJIBKO orpaHuueHnit. Hanpumep, eciy KTo-To ¢
TEeXHIYECKVMM ¥ IOPUANYIECKIIMI CPEACTBAMI CUUTAET, UTO BBI
ITOIKJIIOUAETECH C OIpeesieHHOTo coequuenus Wi-Fi, uTo6sI mo-
CETUTD OIIpeeJIEHHBIN CaliT, OH MOET IIOIBITAThCA COIIOCTABUTD
Barre coenuHeHne Wi-Fi ¢ akTMBHOCTBIO Ha caitre («aTaka Koppe-
asaiun» ). OMHAKO, HACKOJIBKO HaM M3BECTHO, 9TOT TUII aTaKy caM
110 cebe HMKOT/A He MCITOIB30BAIICS AT OOBMHEHUS KOT0O-JI1160 B
cyme. {11 KoHPUOEeHIIMATBHBIX EMICTBUIL MCIIONb3YIITe MHTEP-
HeT-CoeqUMHEeHNs, KOTOphIe He IIPUBI3aHbl K Balllell JINYHOCTH,
YyTOOBI 3aIUTUTD ceOs B crydae c6os Tor.

Yro rakoe HTTPS?

IIpaxkTmyecku Bce Be6-caiThl cerogus ucmoiassyor HTTPST — S
o3HauaeT «Oe30ImacHeI» (HampuMep, https://www.anarsec.
guide). Eciiut BBI mombITaeTech MMOCETUTH BeO-caiT 0e3 https://
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KupyeTcs. YOemyrech, UTo BbI He 3a0bLIV CBOIO IIApOJIbHYIO (pasy
KeePassXC.

ITocne co3manms camoit 6a3bl JAHHBIX BbI JOJDKHBI YBUIETD IIy-
cryio manky «Root». Eciii BbI X0THTEe OpraHmn3oBarh CBOU IAPOJIN
B pasHble TPYIIIbL, LIEJIKHITE IPABOil KHOIKON MBIIIY 9Ty HAIKY
n Bo1Gepute «New Group...».

Temepsb BbI MOKeTe OOABUTH CBOIO IIepBYIO 3amuch. Haxxmure
3anucu — HoBas 3anmuch mwin HaXXMIUTe 3HAUOK «ILIIOC». BBe-
I¥ITe Ha3BaHVeE yUeTHOI 3aIlUCH, Ballle MMsI IT0JIb30BaTeNIS IS
yUeTHOII 3aIlMCY U Balll Iapoiib. HaskMure 3HaUOK «KyOMK», UTO-
ObI CreHepUPOBATh CIYUalHbI apoJb UIN MapoIbHYI0 dpasy
IS 3aIIVICH.

@ Demo Passwords” - KeePassXC = o X

Database Entries Groups Tools View Help
R ®0 06 &% o ?
Internet + Netflix + Edit entry
Title: ‘ Netflix
K3
/ Userame: | john.doe@example.com v
Entry -
Password; = eeeeeeeseccsscsce B ®
D URL: | https://www.netflix.com/ ¥
Expires: | 6/20/2019 8:49 AM Presets
Advanced
V| Notes:
lcon
Auto-Type
‘V

Yro6BI CKOIIMPOBATH ITAPOJb M3 0a3bl JAHHBIX, BHIOEPUTE 3aINICh
n Haxkmute CTRL + C. YTo6BI CKONMPOBATH UMS IOJIb30BATENS,
BbIOepuTe 3amuch u Haxxmute CTRL + B.
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@ Create a new KeePassXC database...

Encryption Settings

Here you can adjust the database encryption settings. Don't worry, you can change
them later in the database settings.

' Decryption Time: 1.0's

100 ms 50s

Higher values offer more protection, but opening the database will take
longer.

Database format: = KDBX 4.0 (recommended) v

This is only important if you need to use your database with other programs.

Advanced Settings

Go Back Cancel

IIpm cosmarum HOBOI Gasbl qaHHbIX KeePassXC** yBenuubre Bpe-
M5 paciInpoBKA B OKHe HACTPOEK MIM(POBAHIS CO 3HAUCHIST
10 YMOJIUAHUIO O MaKCUManbHOTO (5 ceKyH). 3aTeM BbIOepuTe
HaJeXHYI0 MapoiabHy0* ¢dpasy u coxpanure daiir KeePassXC.
MBsI pekOMeHyeM BaM Ha)KaTh Ha 3HAUOK C MaJIeHbKMM KyOUKOM
B II0JI€ T1apOJIsl, YTOOBI CTEHEPUPOBATH CIYUATHYIO IapOIbHYI0
¢dpasy u3 7-10 cios.

Itor darin 6aser manubix KeePassXC Gymer comepKaTh Bee BAIIN
I1apoJIy/IaposibHble Ppasbl U JOJDKEH COXPAHITHCA MEXKIY CeaH-
caMM Ha BallleM IIOCTOSSHHOM XpaHWJINILE MM Ha OTAEIbHOM
USB-nakonurene ¢ mmmpposanuem LUKS, kak omucano B JIyumme
npaktuku Tails**. Kak Tonpko BbI 3akpoere KeePassXC unu e 6y-
IeTe MCIIONb30BATh €r0 B TeUeHIe HECKOJIbKIX MIHYT, OH 3a0JI0-

*‘tails.net/doc/encryption_and_privacy/manage_passwords/
index.ruhtml#index1h1

“anarsec.guide/ru/posts/tails-best/#paroli

**anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-
zashchity-ot-zapisi
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Tor Browser, BbI MOJIyunTe IpeqyInpexaeHue repen mpooinKe-
HueM. Ecnu BbI Bupute http:// BMecro https:// nepen anpecom
Beb-caliTa, 9T0 03HAUAET, UTO BCE MOCPETHMKI ITOCIIE BBIXOTHOTO
peie cetu Tor 3HAIOT, UeM BbI OOMeHMBaeTeCh C BeO-cailToM
(Bxutrouas Bamu yuernsie ganubie). HTTPS osnauaer, uro umnd-
pOBas 3aIMCh TOTO, UTO BHI JejlaeTe Ha II0CellaeMOM BaMI CaiiTe,
3alUIleHa KIIYoM mndpoBaHusd, IpUHALIeKAuM caiity. [To-
CpeqHMKU IT0CIIE BBIXOQHOTO pelie OyAyT 3HATh, UTO BHI ITOCELI[ae-
Te riseup.net, HapuMep, HO Y HUX He OyIeT HOCTyIa K BAIINIM
9JIEKTPOHHBIM IIICbMAaM U IapOJISIM, 1 OHU He OyayT 3HATD, IPO-
BepsieTe JIV BbI CBOM 3JIEKTPOHHBIE IIMICbMa VIV YUTaeTe CIydaii-
HYIO CTpaHULY Ha caiiTe. MaJIeHPKMII 3aMOK ITOSIBJIIETCS CJIeBa OT
aqpeca caiita, korga BbI ucnonsszyere HTTPS.

Ecnu Ha 3aMKe ecTh elToe MpefynpexaeHne, 3T0 03HAYaeT, UTO
HEKOTOpbIe 3JIeMEeHTHI Ha IIpOCMaTpMBaeMoOIl BaMII CTpaHIlle He
sammdposansl (oHM Kcroab3yoT HTTP), uto MoxeT pacKpsITh
TOUHYIO CTPaHMITy VI II03BOJINTH IIOCPETHMKAM UaCTUUHO W3-
MeHUTh cTpanuny. ITo ymoruanmio 6paysep Tor mcmoms3syer pe-
kum HTTPS-Only, uTo65I 3ampeTnTh I0Ib30BATEIIIM II0CEIIATD
caritel HTTP.

HTTPS-Only Mode Alert

P" Secure Connection Not Available

You've enabled HTTPS-Only Mode for enhanced security, and a HTTPS version of neverssl.com is nol available

Learn More

What could be causing this?

+ Mast likely, the website simply does not support HTTPS,
« It's also possible that an attacker is involved. If you decide to visit the website, you should not enter any
sensitive information like passwords, emails, or credit card details.

If you continue, HTTPS-Only Mode will be turned off temporarily for this site.

Continue to HTTP Site m

HTTPS meobxoqmnm Kak st OTpAHMUEHNS BAIEro BeO-0oTIeuar-
Ka, Tak ¥ IS IIPeIOTBPAlleHUs M3BMEHEHNS TIOCPEIHIKOM JaH-
HBIX, KOTOPBIMU BBl OOMeEHMBaeTech ¢ BeG-caittamu. Eciim mocpen-
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HUK He MOXeT paciimpoBaTh JaHHbIE, OH HE MOKET UX U3Me-
uuth. [l 063opa coequuenuit HTTP / HTTPS ¢ Tor un 6e3 Hero,
a TaK)Ke TOro, Kakas MHPpOpMas BUSHA PA3IUUHBIM TPETHUM
JNIaM, CM. MHTepakTuBHYI0 rpaduxy EFF>.

Kopoue rosops, He noceIjaiTe caiThl, KOTOpble HE MCIOIb3YIOT
HTTPS.

Onion Services: yro rakoe .onion?

Br1 xorga-uuby s BUgEIN CTPAHHBI afpec Beb-caiiTa ¢ 56 ciy-
YalfHBIMM CMIMBOJIAMM, 3aKaHUMBAIOLIIIICA Ha .onion? 910 Ha3bI-
BaeTcs Onion-cepBuC, M eIMHCTBEHHBIN CII0CO0 MOCETUTH BeO-
CaliT, ICIIOJNIBb3Y$ TaKOl agpec, — MCI0aIb30BaTh Tor Browser.
«Deepweb» u «darkweb» — 310 TepMUHBI, KOTOpBIE OBLIN TOIY-
ngpusmpoBanbsl B CMU g onmcanms 3TUX onion-cepBUCOB.

@ .onion available

JIr06011 MoskeT co3maTs caitt .onion. Ho 3auem nm sro? Hy, mecro-
IIOJIO’KEHIIE CepBepa aHOHMMHO, II03TOMY BJIACTY HE MOTYT
y3HaTh, T pasMelleH caiiT, uTo0bI 3aKphITh ero. Korpa BbI oT-
IpaBJIgeTe JaHHbBIE Ha CAiiT .onion, BHI BXOAWUTE B TPU pETPaHCII-
topa Tor aroro caiita nocie craggaptHoii renn Tor. Takum o6pa-
30M, MEXIy HAMI U CaliTOM eCTh 6 peTpaHcaaTOpoB Tor; MbI 3Ha-

*teff.org/pages/tor-and-https
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KO 00IIye cIyJyau MUCIIONb30BaHNs, IMEIOII/ie OTHOIIIECHE K
aHapXMCTaM, HO JUIS ITOJIyYeHNs JOTIOJHUTEIbHO MHpopMaIn
IPOYTHUTE TOKYMEHTAIMIO.

MeHeaxep naponen (KeePassXC)

Korpa BaM Hy’>KHO 3HaTh MHOTO IIapOJIell, MOKeT ObITh IIPUATHO
MMeTh 6e30IacHbII CI10cob UX XpaHeHud (T. e. He JIMCTOK OyMaru
psimoM c BaiuM KomibiotepoM). KeePassXC — ato MeHemsxep ma-
poueit, BknroueHHBI B Tails (IIpmnosxenus — M3bpanHoe —
KeePassXC) koTopBIil IT03BOJIIET BAM XPAaHUTD BAIlIV IIAPOJIN B
daiine 1 3aIMINATE X OTHUM IJIaBHBIM IIapOJIEM.

MbI peKOMeHIyeM BaM pa30OUTH BAILIY IAPOJIV HA OTCEKY —
nMeTh oTHenbHEIN daiin KeePassXC mius KaXgoro oToeIbHOro
npoekTta. OHM MOTYT UCIIOJIb30BaTh OOMH U TOT >Ke TJIaBHBII ITa-
POJIb — CMBICI pa30MeHns B TOM, UTO TOJIBKO ITapOJIM OTHOTO
IIpoeKTa pa3bIoKMPYIOTCS B 100011 MOMeHT BpeMeHu. Ecnu ceanc
Tails 6ymeT cKOMIIpOMeTUPOBaH, 3TOYMBIIIITIEHHVK He IOJYUNUT
BCe Ballly IIapoJIM OAHUM MaXoOM, a TOJIBKO Te, KOTOpbIe B JaH-
HBIIT MOMEHT Pa30IOKUPOBAHBL.

B repmmnaonornu KeePassXC naponv — 3710 coryuaiiHas
I10CJIe/I0BATEIBHOCTb CUMBOJIOB (OYKB, Ip 1 APyTUX
CUMBOJIOB), & NAPONbHAS HPa3a — 3TO CIydaiiHas Iocye-
IOBATEJILHOCTD CJIOB.
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K Uy’KOMY KOMIIBIOTEPY, UTO MBI He peKoMeHayeM>. [IJIMHHbIII
ajipec .onion MOXKHO IlepefaTh Yepes3 APYToil KaHal (Hampumep,
cosmanubIil Bamu Riseup Pad® , koTopslit terue HaGupars).

YcnioxxHute KoppensaumMoHHble atakm

Korpga BeI 3amparinBaeTe BeG-cTpaHuIly uepes Beb-Opaysep, cep-
Bep caiiTa OTIIPaBJsIeT ee BaM HeOOJIBIINMI «IIaKeTaMI», IMeo-
LIMMM OTIpefieJIeHHBIN pa3Mep U BpeMs (Cpean IIPOUNX XapaKre-
puctuk). IIpu ncronszoBanun 6paysepa Tor mocieoBaTeIbHOCTD
[TaKeTOB TaK)Ke MOXKeT OBITh IIPOaHAIM3MpPOBaHa [JIS IIOMCKA
11a0JIOHOB, KOTOPBIE MOTYT OBITH COIIOCTABIIEHBI C IIA0IOHAMMI
Beb-cartToB. UTo6s! y3HATH O0IbIle, cM. «1.3.3. Passive
Application-Layer Traffic Patterns»*’. Tor mraHupyer cMATr4uTsb
9Ty mpobieMy B Oyayuiem*®.

YT06BI 3aTPYIHNATH 3Ty «KOPPEISILMOHHYIO aTaky» ', OTKIrounTe
JavaScript, ucnons3sys B 6paysepe Tor HacTpoiiky «Be3omacHee».

Kpome Toro, komanna Tor peKOMeH/IyeT BBIIIOJIHATH HECKOJIBKO
3a7ja4 OQHOBPEMEHHO>’ ¢ IOMOIIbI0 KineHTa Tor.

BknioueHHoe nporpammHoe obecneueHue

Tails mocraBisgeTcss CO MHOTMMH TIPVIIOKEHUIMM*® II0 yMoOTya-
Huio. [JokyMeHTanus faet 0030p MHTEPHET-IIPUIOKeHIT, Ipu-
JIOKeHMI [y ndpoBaHusa 1 KOHPUAEHIMATFHOCTI Y, a TaKKe
MIPUIIOKEHNT 151 PabOThI ¢ KOHPUIEHUIMATBHBIMU JOKYMEHTa-
Mu*. B ocraBImeiicss 4aCcTy 9TOTO pasjesia Mbl pACCMOTPUM TOJIb-

**anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-
nenadezhnykh-komp-iuterov

*¢pad.riseup.net/

%" spec.torproject.org/proposals/344-protocol-info-leaks.html

**gitlab.torproject.org/tpo/team/-/wikis/Sponsor-112

**blog.torproject.org/new-low-cost-traffic-analysis-attacks-mitigations/

*tails.net/doc/about/features/index.ru.html

“'tails.net/doc/anonymous_internet/index.ru.html

“’tails.net/doc/encryption_and_privacy/index.ru.html

“tails.net/doc/sensitive_documents/index.ru.html
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eM IIepBBIe 3 peTpaHCIATOpa, CAJIT 3HAET IOCIeTHIE 3, Y KaXKIbIil
y3ei Tor 3HaeT TOJIBKO peTpaHCIATOp N0 U Iocie. B oTiamyue or
o6wrunoro Be6-caitra HTTPS, Bce aro 3ammdposano Tor or Haua-
JIa IO KOHIIA.

910 03HAUAET, UTO U KIMEHT (Ball HOYTOYK), U cepBep (Tme Haxo-
IUTCS CAIIT) OCTAIOTCS AHOHMMHBIMU, TOTA KaK ¢ OOBIUHBIM Cali-
TOM aHOHVMMHBIM SIBJISIETCS TOJIBKO KJIMeHT. [loMuMo TOro, 4T0 OH
6oJiee aHOHVIMEH ISl CEpBEpa, OH TakKe 6ojiee aHOHMMEH ISt
KJIVIEHTA: BBl HUKOT/A He ITOKIAaeTe ceTh Tor, II09TOMY IlepexBa-
TUTb BAC I10CJI€ BBIXO/A M3 pejie HEBO3MOXKHO.

Anpec caifta .onion QIMHHBINA, TaK KaK OH BKIOUaeT cepTudumkar
caitta. HTTPS He HykeH; 6€3011aCHOCTD 3aBUCUT OT 3HAHUS afipe-
ca caiiTa .onion.

Hexoropsle caiiTe! nmpeasaraior Kak kinaccuuecknit URL, Tak u aj-
pec .onion. B aToM cityuae, eciu caitT ObLII HACTPOEH HA 3TO, Ps-
nom ¢ URL moJKHO HOABUTHCA yKa3aHme «.onion available». Eciu
HeT, IHOT/a caiiT OyeT yKas3bIBaTh aJpec .onion rue-To Ha CBOe
crpanuite. YToObI y3HATH agpeca CaiToB, KOTOpPbIE JOCTYIIHbI
TOJIBKO KakK .onion, BaM HY»XHO OymeT b0 HallT! UX I10 capa-
dbanHOMY paayo, 1160 Yepe3 BeO-CaiiThl, HA KOTOPHIX IIepedriciIe-
HBI ApyTHe CalIThI .onion, Hampumep, sta crpannua GitHub??.

Cayirbl, kotopble 6riokmnpytor Tor

Hexoropsle cailTbl GIOKMPYIOT IT0JIb30BaTeNIell, KOTOPhIE 3aXOMST
yepes ceThb Tor, MIM MHBIM 00pasoM MeJIaloT IoCcellleHNe caiTa
Heyno0HBIM. HekoTOpbIe caifThl MOT'YT 3aCTaBUTh BAaC 3aIlOJIHUTD
CAPTCHA nnu npenocTaBUTh OIOIHUTENIbHYIO JINMYHYI0 IH-
dbopmanuro (ID, HoMep TenedoHa...) mepen MPOROLKEHIEM, T
OHM MOTYT BooO11le 3a6;10Kk1poBats Tor.

*?github.com/alecmuffett/real-world-onion-sites

25



& Tor Project | Anomymity On' % @) New Tab x  +

NN . B ripesioreirraectis - R o +

How tab T

O' Donate Now out 5 munity Blog Donate Hhow windaw cubn

Mow idoatity Culsshittsy

Hoew Tor circus for this sse CuleshiftsL

Bockmarks
Hastory 3

Downloads Corle Sttty

Browse Privately. fem

Add-ons and themes CurleStuitea

Pree. culp

Explore Freely. [

2oom = 100w # 2

Defend yourself against tracking and surveillance. Circumvent ce

Download ) it cuieg

Caiit MOKeT 6JIOKMPOBATh TOJIBKO OIIpeJieJIeHHbIe PETPAHCIATO-
pbI Tor. B aTom cirydae BBI MoskeTe M3MEHUTD y3ell BbIxona Tor,
VICIIOJIB3yeMBIII I 9TOTO caiiTa: HaskMute KHONKy X — «Ho-
BbIIL KOHTYP Tor mns aroro caiita». Koutyp Tor (myTs) nsme-
HUTCA IJIA TeKyIllell BKJIATKY, BKJI0Yas OPyTMe OTKPBIThIe BKIAT-
KII IV OKHA C TOTO JKe caiiTa. Bam MoxxeT morpeboBaThcs cae-
JIaTh 3TO HECKOJIBKO pa3 IIOAPSA, eCJIM BaM He II0BE3JI0 I BEI
CTOJIKHYJIMICh C HECKOJIBKIMM 3a0IOKMPOBAaHHBIMI PETPAHCIIATO-
pamu.

ITockombKy Bce peTpaHCIATOphI Tor IBIA0TCA MyOIMUHBIMY, BO3-
MO>KHO, UTO CaliT OJIIOKMpYeT BCIO ceTh Tor. B aToM ciyyae BBI Mo-
JKeTe IOIPOO0BaTh UCIIOIBb30BATh IIPOKCH AJISI TOCTYIIA K CATY,
Hanpumep https://hide.me/en/proxy (HO TOJIBKO eCIU BaM He
HY’>KHO BBOAUTH JIMUYHYI0 NHGOPMAIIIIO, HAIIPUMEDP YUeTHBIE
IOaHHBIE A BXOMa). BbI Takke MOKeTe IPOBEPUTH, COXPaHEHA JIU
CTpaHMIlA, K KOTOPOIT BBl XOTUTE MOJIYUUTH HOCTyIl, Ha Wayback
Machine: web.archive.org.

Yerko pasaensire aHOHMMHbIE FTMYHOCTH

He pexoMeHayeTcst BBIIIOJIHATE pa3iNyHble MHTEPHET-3a0aull,
KOTOpbIe He JOJDKHBI OBITH CBSI3aHBI APYT C APYTOM BO BpeMs Of-
Horo ceaHca Tails. Bbl JO/DKHBI TIATENBHO PA3HENSITh PA3INU-
Hble (KOHTEKCTHBIE) nuHocTu! Hampumep, omacHo nmpoBepsATh
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6oxbiine aiiael uepes3 IOCTOSHHYIO manky Tor Browser, koTopast
ncnonbdyer USB BMecTO onepaTBHOV ITaMATH.

Aenurecp parinamm ¢ Onionshare

OnionShare

Share Files

Anysne with this OnienShare address can dewnlaad your files using the Tor Browser: 1

http: s fonionshare:gratuity-droplet@ezgd juopbusxkdaqzl yniijsewo2i rddt ikgswea rgvyseqtgyg226hgd, onion

MO’KHO OTIIPABUTh JOKYMEHT Uepes CChUIKY .onion Giaromapst
OnionShare** (Ilpmrosxkeunst — Murepuer — OnionShare).
ITo ymomuanuio OnionShare octaHaBIMBaeT CKPBITHII CEPBUC I10-
cJIe TOTro, KaK (paityipl ObLIM 3arpy KeHsl OauH pas. Eciu Bl X0TH-
Te MpeIIOKUTH (ayiIbl AJIT MHOTOKPATHOII 3arpy3Ky, BaM HY»KHO
IIepeiiTI B HACTPOMIKM U CHATH (1akok « OCTaHOBUTH OOIIMIT HO-
CTYII ITOCJIE TIEPBOI 3arpy3Ku». Kak ToJIbKO BBI 3aKpoeTe
OnionShare, oTktiountecs ot VHTepHeTa Min Boiknounte Tails,
daiisl 6osbllle He OYIyT JOCTYIIHBL STO OTIMYHBIN CIIOCO0 II0-
menuThbes daiiaMy, IOCKOJIbKY BaM He HY»HO mogkiouars USB

**tails.net/doc/anonymous_internet/onionshare/index.ru.html
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Recent

Starred Desktop Documents Downloads falder

Home

Desktop Pictures Public Templates Tor Videos

Browser
Documents

i Downloads
Music
Pictures
Videos

& Trash
Tor Browser

Other Locations

Buirpyska

AHaJIOrMYHO, eCJIN BbI XOTUTE YTO-TO 3aTPY3UTh C IOMOLIbI0 Tor
Browser (Harpumep, BKIIOUNTH (aity B cooO1eHMe B G10ore), BaMm
CHayaJla Hy>KHO Oy/IeT IlepeMeCTUTh YU CKOIIMPOBAaTh (aiil B
nanky Tor Browser. 3atem oH GymeT DOCTyIIeH, KOTa BbI BbIOEpe-
te daitn g 3arpysku B Tor Browser.

RAM

UmeiiTe B BUAY, UTO €CJIM BBI 3arpyrKaeTe MIM MHBIM 00pa3oM pa-
6oTaere ¢ oueHb OonbIIMMU (parimaMy, Ballla ollepaTUBHA IIa-
MATh (RAM) MOKeT 3aIOTHUTHCA. ITO IPOUCKOAUT IIOTOMY, UTO
Bech ceaHc Tails BeIONHSIETCS B OMEpaTUBHOI MamMATH (€CIN BB
He HaCTPOWJIN IIOCTOSTHHOE XPaHIUINIIE, KOTOPOe MCIIOIb3yeT
USB). Ectut ontepatuBHas nmamaTh 3anonaurcs, Tails samenmurcs
VIV BBIIET U3 CTPOS. BBI MOXKeTe CMATUNTD 3TO, 3aKPBIB HEHY K-
Hble IPUJIOKEHNS U YIAIUB APYTHUe 3arpyKeHHble BaMU (aiiibl.
B xymuuem ciiyuae BaM MOXKeT IOTPeGOBATHCSA BPEMEHHO BKIIIO-
YNTP [TOCTOSTHHOE XPAHVINILE, YTOOBI 3arpy»KaTh VI BBHITPYKaTh
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CBOIO JIMYHYIO JIEKTPOHHYIO IIOUTY 1 MyOJIMKOBATh AHOHMMHBIN
TEKCT BO BpeMs: OJIHOTO ceaHca. [[pyruMm cIoBaMM, BBl He JOJDK-
HbI OBITh MAeHTUPUIPYyEeMBbI I aHOHMMHBI B ceTyt Tor oHOBpe-
MeHHO. BbI Taxke He OJKHBI MICIIOJIB30BaTh CeTh 10T IIOM IICEB-
OOHMMOM A U IICEBIOHMMOM B B ogHOM ceaHce, TaK KakK 3T
IICeBOHVIMBI MOTYT OBITH CBSI3aHBI Uepe3 KOHTPOJIMPYEeMBbIil 1IN
CKOMIIPOMETVPOBAaHHBIN BEIXOHOI peTpaHciaTop Tor. Beikiro-
yaiite u nepesamyckaiire Tails Mexny MHTEpHET-aKTUBHOCTIMU
107 pa3HBIMI JINUHOCTAMU!

Oyuxkusa «Hosas npgentudukaumus» 6paysepa Tor HegocTaTouna
IUISI TIOJIHOTO pasesieHus KOHTEKCTHBIX nneHTudukannii B Tails,
ITIOCKOJIbKY OHA He BOCCTAHABJIMBAET COeqUHEHNS 3a IIpeeIaMu
Opaysepa Tor, u BbI coxpaHseTe TOT ke y3ex Bxona Tor. Ilepesa-
nyck Tails — myumiee perrenne.

Onion Circuits = o x

tor7kryptonit

Fingerprint: 583FFIBBO7BCEDG5D2642ADTFAA2!
Published:  2017-03-17 03:39:20

IP: 78.156.117.236 (Denmark)
Bandwidth: 38.67 Mb/s

tor7kryptonit, SkyNetTorRelay, arion
~ tor7kryptonit, kirill, DFRI&
tails.boum.org:443
tails.boum.org:443
~ tor7kryptonit, Casper03, blackfish

ocsp.int-x3.letsencrypt.org:80 StolenNodeNick

check torproject.org:443 Fingerprint: 434CFA3E59878081ADSFGBEFA8ABT
~ tor7kryptonit, visibilityspots, AquaRayTerminus Published: 2017-03-16 16:02:59

ITpunosxenne Onion Circuits mokasrsIBaeT, Kakoil KaHail Tor uc-
II0JIb3YeT COeAMHeHNe C cepBepoM (BeG-caiiToM My uHeIM). MHo-
rjaa ObIBaeT I10JIe3HO YOeQUThCS, UTO BBIXOJHOI PETPAHCIIATOp He
HaXOIUTCS B OIIPeeIeHHOI cTpaHe, UTOObI OBITh JANIbIIIE OT Ca-
MOTO IIPOCTOTO JOCTYIIa IJIS CJIEACTBEHHBIX OPraHoB. B mpuse-
OEeHHOM BBIIIe puMepe coenuHeHue ¢ check.torproject.org mpo-
XOIUT uepe3 peTpaHcasaTopsl tor7kryptonit, Casper03 u BbIxom-
Hoit y3sen blackfish. IIpu Haskatnu Ha kKaHaT Ha PaBOI IaHEeIU
0T0Opas3ATCsI TeXHUUECKIe CBEEHNS O €T0 PETPAHCIITOPAX.
Oyukuns «Hoseil ugentndnkarop» 6paysepa Tor monesHa mis
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M3MEHEHMS 3TOT0 BBIXOJHOTO peTpaHCIITOpa Oes mepesarycka
ceanca Tails, KOTOpBIiT MOKHO ITIOBTOPATH IO TEX IIOP, IIOKA ¥ Bac
He OyeT BBIXOJHOI'O PeTPAaHCIATOPA, KOTOPHIN Bac yCTpouT. Mbl
He peKOMEeHIyeM UCII0Ib30BaTh « HoBbII npeHTHdUKATOP» OIS
IepeKIIIOUeHNsI MEeXAY UAeHTU(UKATOPaMU, HO TOJIBKO €CJI BBI
XOTUTE U3MEHUTD BLIXOAHOI y3€JI B paMKax AEeVICTBUII OMHOTO U
TOTO ’Xe MaeHTI(UKaTopa.

Hacrporikn 6esonacHoctu 6paysepa Tor

& Secingn = =
“ = @ Tor Browser  aboutpreferencesspivacy QO @ ¥ =

£83 General

(G Home Security

Q. search Securky Level

Disable certain witb features that can be used o attack your securfy and anomymity.  Learm more
D\ privacy & S .
(=) Standard
Al becwser and webste features are enabled
@ Connection becwser and webste features are enabied

Safer

Disablees website featuies that are often dangerous, causing some siles o lose functionality.

O safest
Oy ailows websae features required for static sites and basic senvices. These changes affect
images, media. and scipts.
+ JwvaScript is disabled by delouh on all sites.
+ Same fonts, loons, mam symbals, and IMages are dsabied

@ Tor Browsse Suppent * Audic anc vided (HTMLS media). and WebGL are click-io-ply.

Kax u n1060e mporpammuoe obecrieuenne, Tor Browser nmeer
ySI3BUMOCTHY, KOTOpbIe MOTYT OBITh MICIIOJIb30BAHBI — Pa3IMUHbIE
ITOJIMIIeICKMIe areHTCTBA MMeIOT 3KCILIoNTeI Tor Browser mid ce-
PBEe3HBIX cayuaeB. YTOOBI CMATUNTE 3TO, BAKHO IOAIEPKIBATh
Tails B akTyanbHOM COCTOSIHIM, M BaM CJIeJyeT IIOBBICUATD I1apa-
MeTpslI OesomacHocTy Tor Browser: IIeJIKHITe 3HAUOK IITVTA, a 3a-
teM IuenkHuTe HacTpoiikm.... [To ymMonuaHNIo OH ycTaHOBJIEH Ha
CraHgapTHBIL, UTO oOecIeurBaeT BO3MOXKHOCTH IIPOCMOTPA, CO-
IIOCTaBMMBbIe ¢ OOBIYHBIM Opay3epoM. MbI HACTOSATEIBHO PEKO-
MeHAyeM BaM YCTAaHOBUTB €Tr0 Ha caMble CTPOrMe HacTPOoIi-
KIL, TIpe>KAe YeM BbI HauHeTe pocMoTp: CaMblii Oe3omac-
b1 [logasnsromiee 6OIBIIMHCTBO 9KCILIONTOB IPOTUB Tor
Browser He 6yayT pabotaTs ¢ HacTpoiikoit CaMbIil 6e30IIacHBIIL.
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MakeT HeKOTOPBIX CTPaHMUIl MOKeT ObITh M3MeHeH, a HEeKOTOpbIe
TUIIBI KOHTEHTa MOTYT OBITh OTKJIIoUueHbI (n306paxenns SVG, Bu-
Ieo ¢ KIMKoM u T. 11.). Hampumep, y anarsec.guide ectsb aBe Beru,
KOTOpbIe OyAyT CIIOMaHbI B 6€30I1aCHOM peXUMe, IIOCKOJIBKY OHI
roJiararoTcs Ha Javascript: TEeMHBIN pesKMM U OTJIaBJIEHNE CTaThI.
Hexoropsle caitTbl BooO11e He OyayT paboTaTh ¢ STMMU OTPaHMU-
UEeHMSIMI; eCJIV Y BacC €CTh OCHOBAaHMS JOBEPATH UM, BBl MOKeTe
IIPOCMATPMBATh NX C MeHee CTPOTMMU HACTPOIKaMU IS KaXK0-
ro caiita. [lomaure, uro HacTpoiiku «CraHmapt» u «besomnacHee»
II03BOJIAIOT paboTaTh CKPUIITAM, UTO MOKET HAPYILINUTH Bally
QHOHMMHOCTBH> B XyAIlIeM CiIydae.

3arpyska/Bbirpy3ska m nanka Tor Browser

Tor Browser Ha Tails xpaunrcs B «recouHmie», 4ToObl IpeaoT-
BPaTUTH €r0 OT CJIEXKKU 3a BceMn BammMu (aiyiaMiu, eCIu Bpexo-
HOCHBII CaliT CKOMIIPOMETUPOBAJ ero. ITO 03HAUAET, UTO Cylile-
CTBYIOT 0COObIe COOOpa’keHMs IIPY 3arpy3Ke VIV CKaUVBAHUI
daitnos ¢ nomoisio Tor Browser.

3arpyska

Korpna BeI uTO-TO 3arpy:xaere ¢ momolnsio Tor Browser, oHO co-
xpansercs B nanke Tor Browser (/home/amnesia/Tor Browser/),
KOTopasl HaXOQUTCS BHYTPM IIeCOUHMIIBL. Ecityt BBI XO0THUTE UTO-TO
cmenaTs ¢ GaiiyioM, BaM CIeAyeT IepeMeCTUTh ero U3 Hanku Tor
Browser. [I1g aToro /home/amnesia/Tor Browser/ BbI MOKETE VIC-
II0JIb30BaTh (ailoBblil MeHemxep (Applications —
Accessories — Files).

**arstechnica.com/information-technology/2013/08/attackers-wield-firefox-
exploit-to-uncloak-anonymous-tor-users/
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